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Abstract. Dividing an image in several components and sharing
through different channel is popular way of sharing and storing sensi-
tive image data. We proposes here a simple image secret sharing method
based on random matrices. These random matrices act as key for secret
sharing. The technique allows a secret image to be divided into three
image shares where each share individually looks meaningless. To recon-
struct the secret image all three shares have to be used. This method
has no pixel expansion and can reconstruct the secret image precisely.
This scheme can be directly applied on gray scale images and can easily
be extended to binary and color images. Experimental results prove that
this scheme can generate good quality of reconstructed images.

Keywords: Secret sharing, Visual Secret Sharing, Security, Structured
Similarity Index Metric, Peak Signal to Noise Ratio.

1 Introduction

With the development of network technology, information can be distributed
and transmitted over the internet rapidly and conveniently. Replicating the im-
portant information will offer more chances to intruders to gain access to it.
On the other hand, having only one copy of the information means that if this
copy is destroyed there is no way to retrieve it. Thus, there is a great need to
keep information in a secure and reliable way. Hence, secret sharing came to use.
Secret sharing method divides a secret into some shares called shadows, where
each shadow looks meaningless and individual shares are of no use on their own.
These shadows are distributed to the participants. Only a set of qualified partic-
ipants can recover the secret, while the non-qualified participants can not even
get a clue of the secret information. The concept of secret sharing scheme was
first introduced by Blakley [I] and Shamir [2] independently. Both the schemes
were (k,n) threshold secret sharing schemes. Shamir [2] used polynomial-based
technique to share the secret among n participants and Blakley [I] used a geo-
metric approach. Shamir’s technique creates a (k > 1) degree polynomial with
random coefficients in the range (0---p), where p is a prime number. The con-
stant term of this polynomial is the secret message. Lagrangian interpolation
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technique is used for the reconstruction of the secret from any k or more shares.
Blakley’s [I] technique assumes that secret is a point in a k-dimensional space.
Hyper planes intersecting at this point are used to construct the shares. Co-
efficients of n different hyper planes constitute the n shares. Karnin et al. [3]
suggested the concept of perfect secret sharing (PSS) where zero information
of the secret is revealed for an unqualified group of (k — 1) or fewer members.
The unqualified group cannot obtain any information about the secret and the
unqualified group cannot reconstruct the secret. Brickell [4] was the first who
introduced the notion of ideal structures of secret sharing scheme. A secret shar-
ing scheme is called ideal if the shares are taken from the same domain as the
secret. Cimato et al. [5] proposed (n,n) threshold Visual Secret Sharing (VSS)
schemes. But this scheme had the disadvantages of pixel expansion and low con-
trast. Thien and Lin [6] proposed a (k,n) threshold-based image Secret Sharing
Scheme based on Shamir’s Secret Sharing Scheme [2] to generate image shares.
This method reduces the size of image shares to become ; of the size of the
secret image. Bai [7] developed a secret sharing scheme using matrix projec-
tion. The idea is based upon the invariance property of matrix projection. This
scheme can be used to share multiple secrets. Although the reconstructed images
in these schemes can be revealed by simply stacking the collected shadows but
the pixel expansion problem occurred. Later on Tuyls et al. [§] proposed (n,n)
Secret Sharing scheme for binary images with no pixel expansion and precisely
reconstructed image. Yi et. al. [9] presented two (n,n) schemes for color image.
The schemes also have no pixel expansion but the secret image was not precisely
reconstructed. Wang et al. [I0] proposed (n, n) scheme for gray scale image. The
scheme has no pixel expansion and gives an exact reconstruction. All schemes in
[8], [9] and [I0] are constructed based on Boolean operation, which need bit-wise
operation when sharing gray scale and color images. To share a lossless secret
image, the schemes [11IT2] used two pixels to represent the exceeding gray val-
ues. Nevertheless, this resulted in the expansion of the secret image and reduced
the sharing capacity as well as distort the quality of the shadow image. Chao
et al. [I3] proposed a method to extend (n,n) scheme to (k,n) scheme by us-
ing shadows-assignment matrix. Dong and Ku [14] proposed a new (n,n) secret
image sharing scheme with no pixel expansion. In their scheme reconstruction
is based on addition which has low computational complexity. Singh et al. [I5]
proposed an image secret sharing method based on some random matrices that
acts as a key for secret sharing. The technique allows a secret image to be di-
vided into four image shares with each share individually looking meaningless.
The share generation algorithm works by converting three pixels of the secret
image to one pixel each of four different shares based on four random matrices.
So, each share is reduced by 1/37¢ of the original secret image. Peng Li et al. [16]
proposed (n,n) visual secret sharing scheme without distortion by computation
and get a better visual quality of the reconstructed image. But pixel expansion
problem was still a major problem in this scheme.

We propose here a simple secret image sharing scheme based on two random
matrices. The random matrices was used to scramble the pixel positions of the
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original secret images. For this scrambling operation, first random matrix give
the row value and second random matrix give the column value where to place
the pixel of the original secret image. This scheme has no pixel expansion and
can reconstruct the secret image precisely. The proposed scheme can be directly
applied on gray scale images and can be easily extended on binary and color
images.

The rest of the paper is organized as follows: section 2 describes the idea of
the proposed scheme. The results of this scheme and comparisons with other
similar works are discussed in section 3. Finally, Section 4 summarizes the paper
and gives the concluding remarks.

2 Proposed Scheme

Our proposed secret sharing scheme is discussed in this section. Our sharing
algorithm is divided into two phases: Sharing phase and Reconstruction phase.
Each phase is discussed in the following section with examples.

2.1 Sharing Phase

The pixels of the original secret image A is scrambled with the help of two ran-
dom matrices, R; and Ry to generate another image S3. The random matrices
Ry and Rs are considered as first two shares S, So and the generated image
is considered as the third share Ss. The pixel value of (i, j)!* location of actual
secret image is placed to (z,y) location of the third share Ss if that location is
not holding any other pixel value. The x value is the content of (4, )" location of
R; matrix whereas y is value of (i, j)!"* location of Ry matrix. If (x, y)!" location
of S5 is already occupied by some other pixel then we generate a random pair
(z',y") and check if that location of Ss is free. If it is not free, we choose another
random pair and check it again. This process is repeated till we get (2’,y’) value
which is a free position in S3. When such (2/,y’) is found, we assign the A[s, j]
to S3[a’,y']. The corresponding location of random matrices are also updated by
assigning Ri[i, j] = «’, and Rali, j] = y'. For an example, say the first position
(0,0)t" of the secret image is 136 and (0, 0)!" position of R; and Ry matrices are
100 and 50 respectively. 136 is placed at (100, 50)*" position of a new matrix, Ss
which is the third share of the proposed scheme. Sat the 2"? pixel value (0, 1)*"
of the A, Ry and Ry are 116, 80, 100 respectively. Then 116 will be placed at
(80, 100)*" location of S3 matrix. This process will continue for all the pixel val-
ues of A which gives three shares S, S3 and S5. The share generation algorithm
is given below in pseudo-code.

Share Generation Algorithm

Input: A gray-level secret image A of size h x w and two Random matrices Ry
and R, containing values between 0 to 255 of size h x w

Output: Three shares Sq, So and S3 of size h x w

51: Rl and 52: R2
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for i=1 to h do {
for j=1 to w do {
X =R [27]]
Y = Rali, j]
if (S3]X,Y]==0)
else {
X' = rand()
Y’ = rand()
while(lis blank position(X',Y")){
X' =rand()
Y’ = rand()
}
53[X/7Y/] = A[Z’j}
Rl [Za.ﬂ =X’
RQ[Za.ﬂ =Y’

2.2 Revealing Phase

In revealing phase, all the three shares, S;, S and S5 are considered as three
input images. Values at (0,0)th positions of S7 and S; matrices are accessed
first. Say these are X’ and Y respectively. Then the value which is stored at
(X,Y) position of S5 matrix is stored as 1st pixel value of a new matrix, A’. Say
the first values of location (0,0)!" of S; and So are 100 and 50 respectively. The
value stored at (100, 50)" location of S3 matrix is 136. This value, 136 is set as
1%, (0,0)*" pixel value of a matrix, A. Similarly the value of location (0, 1) of
S1 and S, matrices are 80 and 100 respectively. The value stored at (80, 100)"
location of S3 matrix (116) set as (0, 1)*" pixel value of A’. This process continues
for all the values of S and S5 matrices. The complete reconstruction algorithm
is given below in pseudo-code

Reconstruction Algorithm
Input: Three shares 51,55 and Ss of size h x w
Output: A gray-level recovered image A’ of size h X w
for i=1 to h do {

for j=1 to w do {

A[Zaj] = 53[51 [Zaj]a SQ[ZaJH

}

}
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2.3 Complexity Analysis

The time complexity of our share generation algorithm in best case is O(n?)
because it just scans the original secret image once and places the pixels to
another image Ss. In worst case, the time complexity turns out to be O(n?)
because the while loop may run for O(n?) time for searching for a blank position.
In average case it will be O(n?) only as it will find the blank position to a
nearby position in finite number of steps. The time complexity of reconstruction
algorithm is always O(n?).

2.4 Proposed Scheme for Binary and Colour Images

A binary image has only two possible values for each pixel: black and white
which can be represented by a single bit only. To use our proposed scheme on
binary images, the binary images are converted to gray scale image by combining
neighbouring 8 bits to 1 byte. Now the proposed scheme for grayscale image can
be applied on binary images. In revealing phase, a corresponding step should
be added to split 1 byte of the revealed gray scale image into 8 bits to get
the recovered secret image. A color image can be represented as three gray
scale images corresponding to each color plane red, green and blue. To extend
the proposed schemes for color images, decompose the color image into three
components of R, G and B, each of which can be seen as grayscale images. Then
perform the proposed scheme for grayscale image to each component R, G and
B separately. Finally, compose R, G and B components are combined together
to generate color shares.

3 Experimental Results

This section presents and analysis the experimental results by using the proposed
method. Top evaluate the performance of our new scheme, we have used eight
different images. The images are Lena.jpg, Airplane.jpg, Flower.jpg, Baboon.jpg,
Duck.bmp, Child.bmp, Lady.jpg and Logo.tiff. The codes were developed in Mat-
lab 7.0 running on Microsoft Windows XP system with a Pentium Dual Core
Processor. Due to space limitations, the graphical result of two images are shown
here. Our first secret image is a gray scale image of Duck shown Fig. [l of size
150 x 170. Fig. @ Fig. Bl and Fig. @ are the three shares, S1, S2 and S3 each of
size 150 x 170 generated by our algorithm. Fig. [l is the recovered image of size
150 x 170 obtained by our algorithm.

Our second secret image is Lena image of size 512 x 512 which is shown in
Fig.[Bl The share generated by our proposed algorithm is shown in Fig. [1 B and
[@ The shares are also of size 512 x 512. The reconstructed image obtained by
the combining all three share images is shown in Fig. [0l

Our proposed technique is not lossless because some pixels of original image
can not be written to third share because we can not get a free position in third
share. But the visual quality of recovered image obtained by our algorithm is



522 T. Bhattacharjee and J.P. Singh

Fig. 1. The Duck image Fig. 2. First share of Duck

Fig. 3. Second share of Duck Fig. 4. Third share of Duck image

Fig. 5. The recovered Duck

good enough. To check the visual quality of the output images, we have used
peak-signal-to-noise ratio (PSNR) metric which is defined as

2552

PSNRZlOXlogMSE (1)
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Fig. 8. Second share of Lena Fig. 9. Third share of Lena

Fig. 10. The recovered Lena image

where
1 M N
_ ! 2
MSE=, sz(h“ K )2, (2)

where h; ; is the pixel value of the original image and the h; ; is the pixel value
of the recovered image. MSE is the Mean Squared Error.
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Table 1. The PSNR values and standard deviation of different secret images

Image Name PSNR Std. Deviation
Lena.jpg 31.36 58.9
Airplane.jpg 33.56 44.44
Flower.jpg 31.44 52.38
Baboon.jpg 26.52 69.92
Duck.bmp 29.76 60.39
Child.bmp 34.10 38.42
Lady.jpg  21.36 86.19
Logo.tiff  13.68 116.43

The PSNR values for various images we have used for our experimentation
is given in Table [l As one can see from Table [I that the PSNR on different
images range from 18 to 31. To find out the reason for this variation of PSNR,
we studied the statistical properties of images. We found that for those images
whose standard deviation is large, the PSNR is low whereas fro those images
whose standard deviation is low, the PSNR is high. Our algorithm works well
on those images whose standard deviation is low. The other criterion of secret
sharing scheme is that none of the shares should posses any information about the
original secret but the recovered image should be similar to the original secret.
Structural Similarity Index Metrics (SSIM) is such a metrics for measuring the
similarity between two images. SSIM compares local patterns of pixel intensities
that have been normalized for luminance and contrast [I7]. SSIM is defined as,

(22 pty + €1)(202y + c2)

SSIM (xz,y) =
0= 42 112 4 )02 + 03 + )

3)

Where x and y denote the original and recovered image, respectively.
1z the average of z;;
1y the average of y;;;
o2 the variance of X;
05 the variance of Y;
0zy the covariance of X and Y;
c1 = (k1L)?%, ¢ = (koL)? two variables to stabilize the division with weak
denominator;
L the dynamic range of the pixel-values (typically this is 2#0%s/pizel _ 1),
K7 =0.01 and k2 = 0.03 by default

The resultant SSIM index is a decimal value between 0 and 1, and value 1
is only reachable in the case of two identical sets of data. The SSIM values for
various shares and reconstructed images with their respective images is given
in Table 2l The SSIM value of each individual share of every image is very low
signifying that shares do not reveal any information about the original secret.
The SSIM values of reconstructed images are nearly 1 signifying that the recon-
structed images are similar to original images.
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Table 2. The SSIM values for different of shares and reconstructed image with secret
images

Image Name Sharel Share2 Share3 Recons Image
Lena.jpg 0.0479 0.0558 0.1179 0.9985
Airplane.jpg 0.0704 0.1015 0.0565 0.8995
Flower.jpg 0.0090 0.0047 0.0047 0.9557
Baboon.jpg 0.0626 0.0508 0.1928 0.9593
Duck.bmp 0.0737 0.2683 0.0298 0.9930
Child.bmp 0.0102 0.0113 0.0384 0.9564
Lady.jpg 0.0093 0.0030 0.0059 1
Logo.tiff  0.0508 0.0395 0.0261 0.9817

3.1 Comparison with Similar Works

We have compared our proposed scheme to other similar published works in
terms of contrast, pixel expansion, and reconstruction operation. As one can see
from table [ that our scheme is better than existing schemes in terms of contrast
ratio. We achieve a contrast ration of 1. In terms of reconstruction, we use pixel
replacement whose algorithmic complexity is O(n?) only.

Table 3. Comparison of different secret sharing schemes

Category Contrast Pixel Exp Reconstruction
Yi [9) <1 1 XOR
Cimato [5] & Li [16] <1 >1 OR (Stacking)
J.P.Singh [15] <1 h Bitwise
Proposed Scheme 1 1 Pixel Replacement

4 Conclusion

In this paper we have proposed a simple secret sharing scheme based on two
random matrices which can generate three shares. The proposed scheme does not
increase the size of the secret image by expanding pixels. The individual shares
do not reveal any information about the original secret image. This scheme can
be directly used to share gray scale images. It also can be extended with binary
and color images. We also find a relationship of image statistical properties with
our sharing scheme. Our scheme gives better results for images whose standard
deviation is low. We are in the process of extending this scheme to (k,n) secret
sharing scheme with ideal contrast.
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