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Abstract. Broadcasted mobile advertisements are increasingly being re-
placed by targeted mobile advertisements through consumer profiling.
However privacy is a growing concern among consumers who may even-
tually prevent the advertising companies from profiling them. This paper
proposes an agent-based targeting algorithm that is able to guarantee full
consumer privacy while achieving mobile targeted advertising. We imple-
mented a grocery discount-discovery application for iPhone that makes
use of the new approach. We show that on modern hardware like on the
iPhone, it’s feasible to run a client-based and privacy-preserving target-
ing algorithm with minimal additional computational overhead compared
to a random advertising approach. We evaluated the targeting method by
conducting a large-scale field-experiment with 903 participants. Results
show that the computational overhead on user devices is well tolerated,
compared to the control group with randomized advertising the targeting
group showed a significantly increased application usage of 18%.

Keywords: mobile pervasive advertisement, privacy, targeted one-to-
one marketing, mobile agent.

1 Introduction

Advertisements of the future are likely to be mobile and highly targeted [5].
Mobile advertising refers to advertising using mobile devices such as tablet pcs,
smart phones or cellular phones [7]. The International Telecommunication Union
(ITU) estimated 5.3 billion cellular subscribers at the end of 2010, including 940
million subscribers to 3G services. The high penetration of mobile devices enables
merchants to reach a large number of potential customers. Gartner estimates 70
billion mobile app. downloads for 2014, compared to 17.7 billion in 201 1.
Besides the term “mobile”, another popular term in the advertising industry is
“targeting”. Researchers have consistently shown that targeted advertising mes-
sages are more effective than the non-targeted ones [I]. Furthermore targeted
advertisements can minimize consumers’ annoyance level, and mobile device is
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a good platform to achieve this aim. A mobile device “follows” its owner any-
time anywhere. Because of the awareness of its owner’s context and preferences,
mobile devices are a useful medium for implementing targeted marketing.

In this paper, we present a concrete solution to achieve targeted mobile-
advertising while respecting the consumer need for privacy. Specifically, we
propose an unsupervised, targeted mobile advertisement framework. We pro-
file individual consumers and use their profile information to select the most
captivating advertisement messages for each consumer while at the same time
ensuring their privacy. In our framework, we develop a mobile advertising-agent
that reaches to the customers and estimates their interests in the advertisement
messages of their mobile device.

Customer privacy is protected through a distributed mobile framework in
which a customer profile is locally stored in her mobile device, and the adver-
tisement targeting is performed by her respective mobile device. The level of
privacy protection that our method achieves is the following: Users first have
to explicitly authorize local storage of their profile information. If authorized,
we consider the internal storage of a mobile device to be trusted by its owner,
so that local storage of private profile information on the phone doesn’t affect
privacy. The privacy-policy however guarantees that none of this information
is ever transferred through the device’s external communication facilities (e.g.
WiFi, 3G) to any second party.

In the next sections, we review what other researchers have accomplished
in this area, and introduce our mobile advertising-agent. This is followed by
a detailed explanation of our proposed framework, and the results of our field
experiment.

2 Related Work

While much work has been done on introducing the targeted advertising method
to mobile devices, no study has so far proposed a technical solution to overcome
the trade-off between targeted advertising and privacy concerns, and no large-
scale field study on targeting methods has been done. Most of the studies on
targeting are conceptual, presenting architecture design without details on how
targeting is actually achieved. Our study on the other hand demonstrates that
the flexibility provided by the mobile agent-architecture can be efficiently applied
to the problem while transferring an acceptable computational overhead to the
customer device.

We classify previous works based on three dimensions: 1) their advertising
targeting method, i.e., how customer information is used to compute the match-
ing between the advertisements and the customer, 2) their privacy handling, i.e.,
how the system protects customer privacy, and 3) how the system performance
and effectiveness are tested.
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2.1 Advertising Targeting Methods

Location filtering is the most basic method to select the most appropriate ad-
vertisements for the customers.

Location-Based Targeting. [2][0][25][9] uses one single piece of information to
perform the targeting by comparing the customer’s location with the ads target
location.

Rule-Based Targeting. [3] will only display the advertisements if the customer’s
profile satisfies the ad’s targeting rules, e.g., a gender rule.

Category-Based Targeting. [T9][9)[11][4])[24][12] groups ads into categories. By
analyzing customer profiles, it identifies which category is potentially interesting
for the customer.

Ontology-Based Targeting. [16] defines hierarchical relationships among entities
(user data and ad description) and tries to find the ad that has the highest
number of related entities to the user profile.

Agent-Based Targeting. [14] is the most flexible method, because it allows to
implement arbitrary targeting methods. Mobile agents carry interpretable code
which allows them to implement any of the previously discussed strategies. For
instance, an agent could simply check for the customer’s location (Location-
based targeting) or compute more elaborated targeting by identifying if the
ad category fits with the customer profile. In our method an agent is used to
compute an integer value that represents the degree to which an advertisement
matches the customer’s profile. More details on how mobile agents are used are
in section 3.l Mobile agents have the singularity of excuting the targeting code
on the customer’s devices; the evaluations will provide valuable insights on the
agents computation overhead and the customer’s acceptance of it.

2.2 Privacy Handling

To mitigate consumer’s privacy concern, several distributed mechanisms have
been proposed. These mechanisms try to reduce the consumer’s concern either
by providing high level of transparency on the collected data or by protecting
the consumer’s identity. We classified previous works on privacy handling in the
following way:

Permission-Based Mechanism. [2] asks for consumer permission to collect spe-
cific information; it consequently provides high transparency on the amount and
type of the collected data. In 1997 the World Wide Web Consortium (W3C)
launched the platform for the Privacy Preferences Project (P3P). The main goal
of P3P is to provide an automated mechanism to inform users on their private
information treatment. Langheinrich [I3] developed a Privacy Awareness System
(PawS) based on P3P providing high level of awareness and “data collection”
service opt-out option.
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Table 1. Comparison of our study with related work on mobile advertising

Targeting Method Privacy Handling Validity Test

Ranganathan and Category-based Local Profiling None

Campbell (2002) [19]

Aalto et al. (2004) [2] Location-based Permission-based 35 participants

Mahmoud et. al. Agent-based None None

(2007) [14]

Barnes et. al. (2008) Location-based None None

[6]

Gao and Ji [9)] Category-based, None None

Location-based

Yang et. al. [25] Location-based None 137 students

Narayanaswami et. Ontology-based Anonymity None

al. [I6]

Shannon  et. al. Unknown Aggregation None

(2009) [21]

Aggarwal et. al. [3] Rule-based Local Profiling None

Gubha et. al. [I1] Category-based Local Profiling None

Alt et. al. [4] Category-based Anonymity None

Toubiana  et. al. Category-based Local Profiling None

(2010) [24)

Haddadi et.  al. Category-based Local Profiling None

(2010/11) [12)

This paper Agent-based Local Profiling 903 partici-
pants

Aggregation Mechanism. [21] groups customers into clusters based on their de-
mographic profile (e.g. a cluster of young people) and then targets the ad based
on the cluster information. The privacy protection of this method is limited
because it involves collecting consumer data.

Anonymity Mechanism. [16][4] protects consumer’s privacy by anonymizing the
data collected. However by collecting a large enough amount of anonymized data,
the consumer’s identity could be reverse engineered.

Local Profiling Privacy Enhancement. [19][3] [11][24][12] mechanism protects cus-
tomer identity by avoiding the transmission of any data. Usually this method
is coupled with other security mechanism (e.g. sand-boxed environment, anony-
mous pings or delay tolerant networks [12]) to guarantee that no information
can be stolen or recovered while being able to bill for the ads impressions. This
study adopts the local profiling method.

2.3 System Performance and Effectiveness Test

Most of the previous studies are conceptual in nature without actual testing of
their proposed methods. Aalto [2] and Yang [25] validated their studies with
a small amount of around 100 participants. In contrast, we propose a sys-
tem that has been fully implemented and validated through a field experiment
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(with around 1000 participants) to test the performance and effectiveness of the
proposed method. Especially we demonstrate that mobile agents are efficiently
used to distribute the targeting computation on the customer’s devices. Agents
have a minor impact on the customer devices performance and are therefore
tolerated by users. The following sections provide insights on our system archi-
tecture, implementation, and evaluation.

3 Privacy-Preserving Targeted Advertising Framework

In this section, we present our privacy-preserving targeted advertising framework
that dispatches, targets, and distributes advertisements in a privacy-preserving
way. Three components compose the framework: the mobile advertising-agent
(Section B]), mobile advertising-agents’ client (Section B:2)), and mobile adver-
tising-agents’ server (Section [3.3)).

Our framework is based on the following main principles: (1) Privacy-enhanced
mobile agency for targeting advertisements, (2) a central advertising-agents
server, and (3) mobile devices with capabilities to process agents (adver-tising-
agents client). The mobile agents are privacy-enhanced because they don’t leak
any user profile data to any second party. Each agent corresponds to one adver-
tisement, plus the targeting mechanism associated to it, whose goal is to find
matching customers. Finally the user’s mobile device decides if the agent with
its advertisement and targeting method matches the user’s profile.

As the matching between the carried advertisement and the consumer profile
is performed on the client’s mobile device, the number of consumers that can
be handled is highly scalable and the server’s infrastructure is very light. The
process of creating an agent and displaying the advertisement is illustrated in
Figure [l

3.1 Mobile Advertising-Agent

The mobile agent comprises two separate and distinct concepts, i.e., mobility
and agency [18]. Mobility denotes the ability to move and visit multiple hosts.
Agency is the characteristic of an agent, who is hired by a principal (in our case
an advertiser) to sell its product to interested customers (in our case the mobile
device user). Upon reaching a customer’s mobile device, a mobile advertising-
agent checks if the customer is in the target group of the carried advertisement.

The mobile advertising-agent is a small piece of binary data, which carries a
digital advertisement and a match estimator, as shown in Figure 2l The match
estimator is an interpretable code used to select only those people that are within
the target of the carried advertisement. Principally the mobile agent concept [17]
comprises the ability of agents to autonomously traverse multiple hosts. However,
to mitigate security risks [8], we restrain this feature and allow the migration
process only through the central server. This allows us to control the migration
flow and to trigger security checks. Each agent has to be cryptographically signed
by the principal of the agent (i.e. the advertiser). Before delivering an agent, the
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Fig. 1. The privacy-preserving targeted advertising framework, consisting of the server
part (left), the mobile advertising-agents (middle), and the client part in a smartphone
device (right)
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Fig. 2. Schema of the Mobile Advertising-Agent. An agent comprises of a digital ad-
vertisement and a matching estimator code, which are cryptographically signed.

server verifies the cryptographic signature of the agent to be able to guarantee
that only authorized advertisements are circulated. The server then singes the
agent with its own signature, which is eventually verified by the client upon
reception of the agent.

Match Estimator. The match estimator is a piece of software code that is
carried by the agent. The code is originally generated by an advertiser, with the
goal to determine if a user belongs to his target group or not. As part of the agent,
the match estimator is transferred from the central server to the customer’s



Achieving Targeted Mobile Advertisements While Respecting Privacy 251

mobile device, where it is eventually executed. Match estimator can be any
type of executable code. We prefer to use JavaScript [22] because many mobile
platforms are offering APIs to run the scripts in a sandboxed environment. In
our implementation iOS offers to run JavaScript in a sandboxed WebKit-instance
that prevents all Internet connections, and protects the user profile from being
modified.

The goal of match estimator is to determine the customer’s affinity with the
advertisement target. The outputs of the match estimator code are two integer
values: affinity coefficient and uncertainty value. The higher the affinity coef-
ficient, the closer the customer is to the advertisement’s optimal target. The
higher the uncertainty, the less accurate the computed affinity coefficient is. The
uncertainty value depends on the availability and importance of the information
needed to compute the affinity coefficient, which means that the value will be
higher if the user didn’t disclose personal data used by the match estimator. In
order to compute the affinity coefficient, match estimator has to access the local
information repository on the client side.

The local information repository is unique for each client and following our
privacy policy, it is not sharable or accessible outside the client. In the infor-
mation repository, personal information such as age, gender, willingness to buy
budget products, or life style diet, is stored. Before interpreting the match, a
repository is assembled at the client side. Assembling the repository means ex-
tracting personal information from whatever storage support is offered by the
smartphone (e.g. in iPhone, the information can be stored and retrieved through
the core data framework) and generate a dictionary that is readable by the match
estimator code. The generated dictionary should be read only and accessible by
the match estimator code as a global variable in the same sandbox environment
where the match estimator is interpreted.

Finally the “evaluate” method of the match estimator code is called, the
affinity coefficient and uncertainty value is computed and returned. The decision
of displaying or dropping the advertisement is mainly based on the returned
affinity coefficient. If the uncertainty value is too high, the client will postpone
this decision and re-run the match estimator as soon as new information is
available on the local repository.

We illustrate the principles of the match estimator with a short example: A
beer producer wants to advertise a new sweet beer especially conceived for fe-
males. In order to make the advertising companying as much effective as possible
the beer producer has an interest to only advertise its product to major age fe-
male customers. He therefore needs to purposely configure a mobile advertising
agent by setting the correct match estimator code. The match estimator code
takes the local customer profile (the repository where all private user informa-
tion are stored) as input and returns the affinity and incertitude value as output.
In this case the affinity is at maximum if the customer is a major age female.
On the other side the affinity is at minimum if the customer is too young. It
can happen that on the local repository some required information is missing,
for example the customer’s age in not present. In this case the match estimator
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code cannot compute the affinity value or can only partially compute it. If all
information required to compute the affinity are available the uncertainty value
is zero. But in the case of the sweet beer if the customer age is missing the
incertitude is at maximum because knowing if the customer is major age is a
required information. If the uncertainty is too big the advertisement is put on
hold till the required information is available. Besides this simple example, the
interpretable code allows to achieve much more complex targeting.

Digital Advertisements. As illustrated in Figure 2] each mobile advertising-
agent carries a digital advertisement. Modern advertisements rely on several
types of media types like text, images or videos, and it should be possible to
support all these cases. An important restriction is that no content must be
loaded from remote servers, all contents have to be embedded in the adver-
tisement itself. This implies two things: consumer privacy is protected, and the
amount of transferred data is controlled. Privacy is protected because without
explicit advertisement download, it is not possible to track who opens which ad-
vertisement. If all media contents are embedded in the mobile advertising-agent,
we control the total data throughput to prevent consumers from downloading
massive amounts of data. Finally, having all contents contained and stored in
the digital advertisements allows displaying them even if Internet connectivity
is lost at a later point in time.

In our implementation we choose to encode the advertisement as a HTML
document to give us the liberty in defining the advertisement’s graphical design.
A digital advertisement is basically a webpage that can be composed by rich text
and images. By choosing HTML to represent the advertisement, we “uniform”
the encodings to some extent. Since our match estimators are JavaScript-based
and the advertisement is HT'ML-encoded, we can manage both of them with the
same web browser engine instance and reduce the client’s memory consumption.
When no external content is downloaded, external references in HTML would
usually not be available. To overcome this limitation, we use an artifice provided
by the data URI scheme to include in-line data in the HTML documents. The
URI scheme is defined in RFC 2397 [15] and adopted by most browsers.

3.2 Mobile Advertising-Agents’ Client

The mobile advertising-agents’ client is the software part running on the smart-
phones (the client side of our framework architecture). The client is a place
where: 1) mobile advertising-agents are hosted and their match estimator code
is interpreted, 2) consumer’s profile is stored, and 3) advertisement is displayed.
The agents’ client is integrated inside an application (e.g., a gaming or utility
application) that would display the targeted advertisements.

Advertisements Selector. The client is responsible for fetching new mobile
advertising-agents from the main server. All new agents are transmitted to the
client that will then store them in the local database (see Figure[3). Newly trans-
mitted advertising-agents are marked as unrated. All unrated agents’ matching



Achieving Targeted Mobile Advertisements While Respecting Privacy 253

2 MOBILE ADVERTISING-AGENT CLIENT

1 MOBILE ADVERTISING-AGENT

2.3 Advertisments

Selector 1.1 Digital

Advertisement

\_/—

0
..n
1.2 Matching
24Agents |- - - - - - -] D Estimator
bB
-
1.3 Digital
Signature

Input/
Output

3 REPOSITORY ENTRY SCHEMA
2.2 User Profiler

2.1 Interpreter

3.1 Entry
Schema

- q__"_ _____ -

25
Repository

3.2 Digital
Signature

\_/—

Fig. 3. A schematic overview of the Mobile Advertising-Agents’ Client, showing the
relationship between agents (1), client (2), and the client’s local repository (3)

estimators are interpreted to establish their affinity coeflicient and uncertainty
value. After all match estimator codes of all new agents are computed, the client
will proceed to an initial screening, i.e., only those agents that have a uncertainty
value below a certain threshold will be considered. Those agents having an ap-
propriate uncertainty value are than eligible for advertisement selection. The
advertisement selection algorithm depends on the kind of advertising strategy
the application wants to implement. For example, if the mobile advertising-agent
client is embedded in a game application, it may show a small banner for a cer-
tain period of time. In this case, the advertisement selection algorithm could be:
Take the advertisement with the highest affinity coefficient and display it for
a certain amount of time, then take the advertisement with the second highest
affinity coefficient, and so on.

User Profiler. The local profile is a repository containing personal information
entities such as sex, religion, diet, etc. Entities have a schema that defines their
nature. They are composed of: a name, a question, and possible answer. For
example, the “sex” entity contains a question: “What is your gender?”, and a
possible answer of either “male” or “female”. Entities are defined on the main
server and downloaded by the client when needed (see Figure [0]).

The client is responsible to query the consumer in order to populate the
local profile repository. Whenever a mobile advertising-agent requires an entity
that is not present in the local repository, the client will download the entity
definition from the central server, after which the client will attempt to optimize
the information retrieval. The more helpful the information is in computing
affinity coefficients, the more urgent it is to acquire it. The agents’ uncertainty
values enable the client to extrapolate with a relatively high probability the most
discriminating yet missing entity’s answer. An unavailable entity’s answer that
is required by multiple mobile advertising-agents with high uncertainty values
has higher discrimination power. The higher the discrimination power of an
unanswered entity is, the more urgent is the retrieval of its answer.
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Missing Information Handler. As previously mentioned, the matching es-
timator code handles missing information by increasing the uncertainty value.
The uncertainty value returned by match estimator depends on the importance
of the missing information needed to compute affinity coefficient. Missing infor-
mation may have higher or lower impact in computing the match between the
user and the advertisement depending on the importance of the information and
how this information is used by the match estimator code. Thus, only the match
estimator knows precisely how big the impact of missing information is, and only
match estimator code can compute the uncertainty value. Match estimators of
all non-expired agents with uncertainty values higher than 0 are periodically re-
computed by the client. Every time the uncertainty value and affinity coefficient
of an advertising-agent is recomputed, it gets a new opportunity to be selected
and its advertisement has a chance to be displayed.

3.3 Mobile Advertising-Agents’ Server

The server side is very light and does not require much computation since most
of the logic is sent to the client and executed remotely. However it is the server’s
duty to verify the authenticity of the agents that will be delivered to the clients.
To achieve this, advertisers have to cryptographically sign the agents. The server
then verifies this signature. If verified, it adds its own signature and is ready to
deliver the agent. Furthermore the server is responsible for limiting the client’s
workload. The server should limit the number of agents sent to the client, check
for estimators codes that are too big to be executed, and make sure that a
reasonable amount of information is stored on the client. We will further discuss
this point in the discussion section.

In our implementation, the server is designed as a state-of-the-art RESTful
web service provider. Fetching newly available mobile advertising-agent is a sim-
ple procedure. After client provides the identity (ID) of the last downloaded
agent, the web service will assemble a list of non-expired agents with an ID
higher than the recently downloaded one. For performance reason, we stream a
list of agents instead of allowing one-to-one agent recuperation.

4 Implementation and Evaluation

The framework presented in this paper was implemented and tested on a large-
scale field experiment. Based on our framework, we implemented a grocery
discounts-discovery application for iPhone and made it available for free in-
stallation in the App Store of our country. The aims were to show the feasibility
to execute targeting algorithms on modern smartphones like the iPhone, and to
show the effectiveness of our algorithm in comparison with a random advertising
approach.

To assemble the local information repository, we designed an ad hoc user
interface, which is a full screen dialog window that asks profiling questions such
as gender and lifestyle diet (see Figure [ for a query example). Users have the
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Fig.4. The grocery discounts-discovery application. The main screen shows current
discounts (left). Users can enter personal data, and are guaranteed that it will never
be leaked from the phone (middle). Upon entering personal data, the user receives
targeted discounts (right), and has the option to rate the discount in a five star scale.

possibility to either select the correct answer and save it, or skip the question.
When a question is skipped three times, it is never asked again. A maximum of
two profiling questions were asked per session2.

To increase the usefulness of the application, we implemented a filtering and
sorting function. The filtering functions allow users to filter discounts based on
the grocery store, i.e., only the discounts in a specific grocery store are shown.
The sorting function allows users to sort the discounts based on the ratings given
by the users themselves (see FigureHl). The ratings are given in a one to five star
scale.

To capture user interaction with the application, we implemented a logging
system that locally saved important events such as application started, discount
offer deleted, etc. The logging system also saved the events’ timestamp for later
transfer to our server.

Users were tracked using the iPhone unique identifier (UDID); a 40 bytes
token that uniquely identifies each device. When users launched the application,
the logs collected in the previous session together with the UDID were sent
to the server for analysis. Note that the logging system was added for the field
experiment purpose only. As it is not part of the conceptual framework it doesn’t
compromise user privacy there. We only logged the total number of events, i.e.,

2 A session starts from when the user launches the application until he/she closes it.
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the number of advertisements displayed, the number of advertisements deleted,
the number of questions asked and skipped, etc.

4.1 Preliminary Conceptual Test

We ran a two-week pilot test with 10 participants, recruited among the un-
dergraduate students of ETH Ziirich. The pilot test was designed to check our
concept and validate the functions of our prototype. In all, 509 mobile agents
were transmitted, 275 discounts information were displayed, 45 discounts infor-
mation were deleted, and 156 out of the 281 discounts information that were
rated by the consumers had 3 stars or higher on a scale of 5. The 10 participants
were surveyed after completing the test phase and all affirmed that none of the
presented discounts information was off-target (e.g. a vegetarian did not receive
a discount for meat). The participants also gave some comments on the usability
of the application: ’it is useful to keep track of ads”, ’it’s easy to find out where
the best discounts are, so you can choose at home where to shop’, 'best offer in
a glance’, ’since the interface was nicely done it was never a problem for me to
answer the profiling questions’.

4.2 Field Experiment

After the successful pilot test, we ran a field experiment. In collaboration with a
local firm, we distributed real grocery discounts information through our appli-
cation. Each week we distributed an average of 150 new discounts information
of the three largest local grocery stores. We ran the experiment for 3 months
with 903 participants. To evaluate our targeting mechanism, we incorporated
a control group in the field experiment. The control group was equipped with
a version of the application that randomly selected the discounts information
without any targeting feature. We randomly assigned the consumers to the test
or control group. It is important to note here that once a consumer was assigned
to a particular group, he/she could not change it. The advertisement selection
algorithm and iPhone identifier were stored in a DB. Even if they uninstalled and
reinstalled the application, they would still get the same advertisement selection
algorithm. 52% of the users (470) were assigned to the test group (with target-
ing algorithm) and 48% (433) to the control group (with the random selection
algorithm).

Performance Analysis. The first analysis focuses on the performance of the
proposed framework to demonstrate its robustness and feasibility of a concrete
implementation. Our measurement units are sessions. We consider each session
as the time from when the application is launched until it is closed. Sessions
were retrieved from 470 users in the test group, i.e., those running the targeting
algorithm. We selected 725 sessions for the analysis based on the consideration
that at least one agent was downloaded, and the evaluation and selection phases
were successfully completed. This is to make sure that we excluded those who
closed the app immediately after launching it. We also conducted an anomaly
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filtering, i.e., all sessions having unusual time duration for agents’ downloads
due to unexpected networks, hardware, or software behavior were excluded. The
descriptive statistics of the 725 sessions are shown in the table below.

Table 2. Descriptive statistics of the sessions. User hardware: iPhone 3G/3GS.

Min. Max. Mean Std. Dev.
# of Agents Downloaded 1.00 50.00 40.13 15.85
Avg. Download Time (in sec.) 0.00 37.00 5.24 5.17
# of Carried Ads Displayed 1.00 71.00 11.03 6.96
Processing Time (in sec.) 0.00 48.00 3.03 8.55

The average number of the carried advertisements displayed per session is
11.03 and the average time to process the downloaded agent is 3.03 seconds.
Hence approximately 0.27 seconds are needed to execute the match estimator
code of each agent and decide if the agent’s carried advertisement should be dis-
played to the consumer. The average time to download an agent is 0.13 seconds.
By analyzing the collected log entries, we estimate that the total time to process
an agent (download + code interpretation + selection) is around 0.4 seconds.

Usage Analysis. Both test and control groups used their respective application
mostly during the weekdays. As shown in Figure [ there is no significant dif-
ference in the time-of-the-day when the test and control groups launched their
respective application. However when we compared the number of times the
test group launched our targeted advertising application (c.f. the control group)
with an independent sample t-test analysis, we found a significant difference in
the launching frequency of the test and control groups (sig. 0.006). The test
group who had the targeted advertising application launched the application
18.2% more as compared to the control group. On average the application was
launched 11.7 times by the test group and 9.9 times by the control group.

Besides examining the application launch, we also examined four common
events in the test and control groups, i.e., open the details of discount infor-
mation (eventID 7), rate the discount information (eventID 10), and sort the
discount information based on the ratings (eventID 200) or retailers (eventID
201). We found that besides clicking on the advertisements to see more details,
users in both groups extensively used the app feature that allows them to sort
the advertisements based on the retailers (see Figure [Bl). Most probably this is
because they are loyal to a specific retailer, and were using this feature when
they were inside the shop. We also noted that application launches (EventID
1) reach peeks at 9h, 12h, 17h and 21h, which indicates that users prefer to
browse for offers during breaks and in their free time, and most preferably in
the evening.

The effectiveness of our targeting algorithm is proportional to the amount of
user information in the local repository. The more often the application was used,
the more information was collected in the local repository, and thus the better
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Fig.5. Hourly user activity of the test (above) and control group (below). Events
IDs: 1="app launched’, 7="read discount’, 10=’rate discount’, 200="sort discounts by
rating’, 201=’sort discounts by retailer’.

the performance of our targeting algorithm should be. To gauge satisfaction
with the displayed advertisements, we compared the average ratings given to
the discounts information in the test and control groups. As shown in Figure
[6, the test group had greater satisfaction with the displayed advertisements as
they gave significantly higher ratings to the advertisements. The longer they
used the targeted application, the higher the ratings they gave to the displayed
advertisements. This confirms the effectiveness of our targeting algorithm.
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Fig. 6. Average ratings of the displayed advertisements, depending on the number app
usages, for test and control group

5 Privacy and Threats

Having claimed that our targeting framework is privacy-preserving, in this sec-
tion we argument on threats on user privacy, and how they are mitigated.

In our setting we define privacy the following way: no attacker should be able
to derive any user profile data. Conceptually, our framework fulfills this property,
because targeting is done on the user device itself rather than on a untrusted
remote server, and that no user profile data is transmitted to any second party.

To break the privacy property, the goal of an attacker would be the following
two things. 1): accessing user profile data on the user device and transmit it to
the attacker or 2): deriving user profile data implicitly from user behavior.

Let’s first consider the first point: One possibility to access the user data
would be to install a malicious program on the user device that reads out the
desired values and that transmits them to the attacker’s server. Here we rely
on the smartphone OS security policy (in our case i0S) and our configuration
that disables read access from other apps to our app’s data. Apple further tightly
reviews any app before it can be published to the app store, which further dimin-
ishes this threat. Another potential threat comes from the JavaScript targeting
codes that run on the user device and that have access to profile data. Here we
rely on the security of the sandboxed Webkit instance that runs the JavaScript.
If configured accordingly, any data transmission in the sandboxed environment
to the external is blocked. Therefore, even if malicious JavaScripts were able to
reach the client they would be unable to communicate any stolen information. In
practice the sandboxed environment may experience vulnerabilities that allow
to circumvent the security policies. Browser security and especially sandboxing
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is however widely researched and implemented nowadays (e.g., [20]), so that we
decide to rely on the Webkit implementation in our case.

The second point is mitigated because in our discount discovery application,
no click data is transmitted to any server. In contrast to the presented case study,
marketers however often require the advertising publishers to provide statistical
feedbacks on the advertising campaign (E.g. impressions, clicks). In case of the
presence of a statistical feedback loop, the customer privacy could theoretically
be compromised. In theory a malicious server could estimate the customer profile
by analyzing the client feedbacks. To mitigate probing attacks, security mecha-
nisms for anonymizing requests such as anonymous ping, delay tolerant networks
[12] and onion routing [10] can be combined to the presented framework. Passive
eavesdropping attacks would so be circumvented. Hence successful attacks would
have to actively alter the advert server’s normal behavior. For example, if the
server only sends the advertisement agents to one mobile client, he could track
his clicks even if the clicks are anonymized.

Summarized, our implementation fulfills the proposed privacy policy. In a
future implementation that enables to track clicks, the mechanisms described in
this section should be implemented.

6 Discussion and Further Work

While offering numerous benefits, our proposed framework may encounter re-
source management problems when the match estimator codes are too complex
or the repository is too big such that they may overload the mobile advertising-
agents’ client. In our field experiment, we overcame this potential issue by limit-
ing the number of agents sent per session (max. 50 agents per session), limiting
the code size of the agents (max. 1KB per agent), and meticulously defining
which information should be collected and stored in the consumers’ repository.
While they may not be ideal measures, these three measures could prevent the
resource management problem from happening.

A second limitation of our framework is that it may not be able to address spe-
cial cases such as wrong match estimator codes and codes that never terminate
(infinite loops). By now our assumption is that the server delivers agents with
valid code. Nevertheless, our field experiment showed that the proposed frame-
work has well-performed and such special cases could be prevented. In our field
experiment, all agents’” match estimator codes were computationally generated
by assembling multiple previously verified pieces of codes.

The above limitations present opportunities for future research. Future re-
search can also benefit from this study as it offers detailed guidelines on how
to implement and field test a proposed framework. Such field test is currently
lacking in most of the previous studies proposing targeted advertising methods.

In the field experiment we assessed the effectiveness of the targeting algorithm
by using the framework in a grocery discounts-discovery context, we examined
the application performance and usage, and compared consumer satisfaction
with the targeted advertisements vis-a-vis randomly displayed advertisements.
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Future research could further compare our mobile-advertising agent framework
with other existing frameworks for targeted advertising. An indication for im-
proved user-satisfaction with privacy-preserving targeting vis-a-vis non-privacy-
preserving targeting is given in [23].

By addressing the security of the proposed framework two important aspect
need to be mentioned: First, it is crucial that the targeting code runs in an
environment that prevents any Internet connection and any profile modifications.
We here rely on a sandboxed environment (i.e. Apple WebKit) that fulfills these
requirements. So even malicious advertising agents are unable to transmit or alter
any private information. Second, advertisers generally like to track the clicks of
their advertising campaigns. In our current implementation this is not possible
as this would leak information on who clicked on the ads. A way to overcome
this limitation is to anonymize the click information. This can be achieved with
onion routing [I0], anonymous pings or delay tolerant networks [12]. Given that
many threats on privacy arise because advertisers wish to track user clicks for
payment reasons (pay-per-click), we finally highlight the need for further research
on privacy-preserving ad-payment schemes.

7 Conclusion

In this paper, we presented a novel framework of agent-based targeted advertise-
ment that allows for advertisement targeting while preserving users’ privacy. We
presented its concrete implementation with a grocery discounts-discovery appli-
cation for iPhone, and evaluated it in a large-scale field experiment with 903
real users. Based on the field experiment, we analyzed among other things the
application performance and user satisfaction. We showed that the total time
needed to fetch and display an agent-based advertisement in our testing envi-
ronment (iPhone 3G/3GS) is a mere 0.4 seconds. To assess the effectiveness of
our targeting algorithm, we compared the average ratings given to the targeted
advertisements vis-a-vis randomly displayed advertisements. We discovered that
users were generally more satisfied with the targeted advertisements as reflected
in the significantly higher ratings given to the targeted advertisements. More-
over, we discovered that the longer they used the targeted application, the higher
the ratings they gave to the displayed advertisements. This paper demonstrates
that mobile agents can be effectively used to achieve targeted advertisement. The
computational overhead imposed by the mobile agents is minimal and therefore
tolerated by end users. Furthermore, we demonstrated how mobile agents can
be used to preserve user privacy. We presented a validated framework that can
be used as base for future development of privacy-safe and context-aware mobile
target content delivery.
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