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Abstract. Data security is one of the biggest concerns in adopting Cloud 
computing. In Cloud environment, users remotely store their data and relieve 
themselves from the hassle of local storage and maintenance. However, in this 
process, they lose control over their data. Existing approaches do not take all 
the facets into consideration viz. dynamic nature of Cloud, computation & 
communication overhead etc. In this paper, we propose a Data Storage Security 
Model to achieve storage correctness incorporating Cloud’s dynamic nature 
while maintaining low computation and communication cost.  
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1 Introduction 

The apparent benefit of having Cloud computing model is to relax the user from the 
lumber of storing and maintaining data or computing resources locally. This reduces 
the initial investment of any organization drastically, and provides a pay-as-you-go 
model. In spite of these noticeable advantages, Cloud computing has not been adopted 
widely in practice due to security and privacy concerns. Along with these, other 
traditional IT security issues such as integrity, confidentiality, availability, reliability, 
non-repudiation, efficient retrieval, data sharing etc. have the same significance in 
Cloud computing. Among all these, data storage correctness is one of the important 
security issues in Cloud. 

There are various methods being adopted for the data storage correctness. Trusted 
third party such as cryptographic coprocessors is preferred by many researchers [2] 
[3] [6] [8] [11]. It adds additional cost on Cloud users’ part for extra hardware. One 
implement the functionalities of cryptographic coprocessor using open source code in 
form of client application [1] [8]. It can be proved as cost-effective solution with 
some compromise at performance level. 

In this paper, we aim to provide a client application based Data Storage Security 
Model. Rest of the paper is organized as follows. Section 2 discusses the recent work 
carried out followed by problem statement in Section 3. Section 4 presents our 
proposed scheme in detail along with the validation the planned-goals with the design. 
Section 5 includes some possible techniques to implement the core components of 
this model. With conclusions in section 6 follows references at the end. 
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2 Related Work 

This section illustrates recent research in Cloud data storage correctness. There are 
few approaches which make use of soft client applications without use of extra 
hardware. Kamara at el. [1] propose a template of complete secure storage structure 
without mentioning much on implementation of components involved.  Pearson et al. 
[8] describe a privacy manager which protects the data being stolen or misused. 
Though both of these approaches reduce the burden of extra hardware cost from 
Cloud user/provider, the performance is compromised to some extent, which can be 
improved with third party auditor (TPA) and/or additional hardware such as 
cryptographic coprocessors.  

Recently, few researchers have proposed approaches based on third party auditor 
(TPA). Wang at el. [2] propose an approach which enables public auditability for 
Cloud data storage security through external TPA, without demanding local copy of 
data or imposing extra online burden on Cloud. Gowrigolla at el. [12] outline a data 
protection scheme with public auditing which allows data to be stored in encrypted 
form on Cloud server without loss of accessibility or functionality for authorized 
users. Homomorphic token are being utilized by Wang at el. [3] and Tribhuvan at el. 
[10] to achieve data storage correctness. Wei at el. [4] develop an auditing scheme 
which seeks data storage security, computation and privacy preservation with the help 
of probabilistic sampling technique and verifier technique. Chuang at el. [5] design an 
Effective Privacy Protection Scheme (EPPS) which provides privacy protection 
according to user’s demand and also claim to achieve performance.  

Temper-proof cryptographic coprocessors configured by trusted third party are 
proposed by Itani at el. [6] and Ram at. el. [11] to solve the problem of securely 
processing confidential data in Cloud infrastructure based on various trust levels. 
Cheng at el. [7] make use of Trusted Platform Module (TPM) with sealed storage 
ability. While enjoying the benefits of improved performance through extra hardware, 
these approaches pose cost burden on Cloud users/providers side. Security issues for 
cross-Cloud environment are addressed by Li at el. [9]. Xu at el. [13] address the 
security problem in the direction of securing document service. Yu at el. [14] argue 
that the Cloud data security problem should be solved from data life cycle 
perspective.  

As every proposal discussed here has its own way of understanding the problem of 
data storage correctness, they do not handle the problems from all facets. For an 
instance, ignoring dynamic nature of Cloud or adding unnecessary cost on user part 
may distract the users from Cloud.  

3 Data Storage Security Model 

In this section, we propose a data storage security model, which intends to solve the 
data security problem from multiple facets. The first part outlines the design goals 
which we aim to achieve and the second part describes the proposed model.  
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3.1 Design Goals 

To propose a Data Storage Security Model for Cloud Computing, our design is 
expected to achieve following security goals: (a) Storage Correctness (b) Different 
levels of encryption (c) Lightweight: Low computation and communication overhead 
(d) Incorporating the issue of Cloud dynamism (e) Duplicate copy of original data 
should not be generated (g) No assumption of file type or file properties. (h) 
Optionally, keeping track of changes made by other data users. Added to this list, 
traditional security goals such as availability, reliability, efficient retrieval and data 
sharing should not be compromised. 

3.2 The Proposed Model 

There are main three stakeholders of our model. (i) Cloud data owner (CDO), who 
generates and owns the data. Possessing all rights about file operation, it can pass on 
the same to other Cloud data users. (ii) Cloud data user (CDU), who uses the data 
generated by CDO based on the rights issues, CDU can in turn pass the rights 
available to it to other CDUs. (iii) Cloud service provider (CSP), which is the central 
core component of the whole system. It also acts as a data warehouse for CDO and 
CDU. Figure 1 illustrates the proposed model. The directions of arrows show the path 
of data flow. The operations indicated by the numbers (mentioned on each arrow) are 
as follows. (1) CDO/CDU stores/updates his (encrypted) data into Cloud. (2)  
CDO/CDU retrieves/downloads his data (in encrypted form) from Cloud. (3)  
CDO/CDU verifies data stored on Cloud for integrity. (4) CDO issues a Coupon to 
CDU (so that the later can download/retrieve data from Cloud and decrypt it). (5) 
CDO also issues a part of the Coupon to CSP (which can be used by CSP to allow 
data user’s request to use data). The overall functioning of the proposed model is 
divided among following four phases.  

 

Fig. 1. Proposed Cloud Data Storage Security Model 

(A) Registration Phase: CDO and CDU register themselves to Cloud before they start 
accessing data by providing their unique identification (Customer_ID) and password 
type code (Customer_Code). This information will be stored in Cloud Customer 
Registration Master Table (table 1) maintained by the Cloud, for future customer 
verification by CSP. (B) Pre-Storage Phase: Prior to storing (encrypted) data into the  
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Table 1. Cloud Customer Registration Master 

Field Name Field Detail 
Customer_ID Unique Identification of each Customer on the Cloud, (Primary key) 
Customer_Code Pass code of the customer to access data on Cloud 
Secret_Question In case of forgetting pass code, this secret question can be asked 
Secret_Answer Answer of the secret question 
Is_Active If user wants to de-register himself, this field will be set to 0. 

Table 2. Access Control Policy Master 

Field Name Field Detail 
File_ID Unique identification of every file on Cloud. (Primary key) 
Owner_ID Unique Customer Identification as mentioned in table 1. (Foreign key) 
Created_Date_Time Date and time (time stamp) of file creation. 
Encryption_Algo_Type Type of encryption algorithm. (Contains 0 if data is not sensitive) 
Hash/MAC_Code Hash / MAC code based on encoding algorithm selected by CDO. 
Owner_Signature CDO’s signature for later verification 
SearchWord Used in case of searching multiple (encrypted) files by CDU or CDO. 

 

Cloud, CDO needs to decide cryptographic primitives such as encryption algo., 
encoding algo., signature etc. It will be stored on Access Control Policy Master Table 
(table 2). 

(C) Verification Phase: Any time, CDO/CDU can use this phase to check integrity of 
data, by issuing QUERY to CSP and CSP returns answer in form of code REPLY, 
which will be compared by CDO’s locally stored code of the same file (or can be re-
computed). The integrity of the data is considered to be protected if they are same. 
(D) Grant Rights Phase: CDO issues a coupon (table 3) to CDU and intimate to CSP 
by sending few of the coupons’ information (table 4) to CSP. 

Table 3. Full Coupon Format 

Field Name Field Detail 
File_ID Unique file Identification. 
Owner_ID Unique CDO Identification. 
User_ID Unique CDU Identification. 
Access_Rights Rights (E.g. E, V, Z) given by CDO to CDU. 
Encryption_Algo_Type Type of encryption algorithm. (Contains 0 if data is not sensitive) 
Symmetric_Key Key for encryption. (Contains NULL if data is not sensitive) 
Encoding_Algo_Type Encoding algorithm type. (Contains 0 if encoding is not selected) 

In case of granting access right to other CDU, CDO can write a line to table 4. 
Granting and revoking rights will be performed through simple SQL query such as: 
Set Access_Rights to ‘V’ where File_ID=’101034’ and User_ID=’101’;  
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Table 4. Access Control Policy Detail 

Field Name Field Detail 
File_ID File for which the access right is to be given. 
Owner_ID CDO’s unique ID. 
User_ID CDU’s unique ID. 
Access_Rights Access right (E.g. E for edit, V for view, Z for revoking grant) 

Based on sensitivity, users’ data can be divided into three categories (a) Not 
sensitive (fully trusted model) (b) Highly sensitive data (not trusted model) and (c) 
Moderately sensitive data (partial cryptographic primitives). In case of some 
legitimate issue, we optionally provide an audit trail in form of log file (table 5) to 
CDO which tells him the changes made by other CDUs in the file owned by him. 

Table 5. Access Control Log 

Field Name Field Detail 
File_ID Unique file ID. 
Customer_ID Unique user ID which updated the file. 
Updation_Date_Time Date and time (time stamp) of last modification. 
FileSize_Before_Update This is the size of the file before modification. 
FileSize_After_Update This is the size of the file after modification. 

As mentioned earlier, confidentiality and integrity are the two of the main goals to 
be achieved in Cloud computing. Both the operations in our model are achieved as 
mentioned beneath. 

(A) Encryption Process (Performed offline): Performed at CDO’s site or CDU’s site, 
they can choose encryption algorithm along with appropriate key or they can use their 
custom-designed algorithms, too. Two broadly known options for encryption viz. 
symmetric key encryption (e.g. AES) and asymmetric key encryption (e.g. RSA) may 
be used here. The keys are to be stored and maintained by the data owner, per file, 
locally. (Alternatively, we can use a trusted third party, which takes care of storage 
and maintenance of these keys.)  (B) Verifying Data Integrity: Simply downloading 
the data for integrity verification is not a practical solution due to expensiveness in 
I/O cost and unsafe files transfer across the network and may lead to new 
vulnerabilities [16]. Moreover, legal regulations, such as (HIPAA) [17], further 
demand the outsourced data not to be leaked to external parties (e.g. TPA). So 
applying encryption before outsourcing is the most preferred way to mitigate the 
privacy concern. 

Along with MD5 and MAC, Proof of storage [15] is widely used protocol for the 
purpose of checking integrity of data stored on remote server. The algorithms can be 
run any number of times as user wants, and they do not result into too much 
communication or computations overhead. It produces a very small amount of 
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information (irrespective of the size of the data file) which can be exchanged between 
user and Cloud, any number of times.   

Next comes, the process of sharing data. As shown in figure 1, step 4 and step 5 
illustrate the sharing requirement. In step 4, CDO issues a Coupon (as shown in table 
3) to CDU (so that the CDU can download (retrieve) and decrypt the file). In step 5, 
CDO also issues a part of the Coupon to CSP (which can be used by CSP to allow 
data user’s request to use data) as shown in table 4. Taking care of Cloud dynamism 
in terms of revoking access right and deregistering a user from Cloud is just a matter 
of executing a query as shown earlier. 

4 Achieving the Proposed Design Goals 

After proposing the scheme for data storage correctness, now it’s time to cross-verify 
the goals that we planned in problem statement. (a) Storage Correctness: CDO can 
anytime request CSP for data correctness. CDO issues a QUERY to CSP and CSP 
gives REPLY in form of the code Hash/MAC_Code stored in table 2. CDO re-
computes the same (off line) and compares it with the code received to check data 
integrity protection. (b) Encryption based on sensitivity of data: Data is divided 
among three categories based on its sensitivity viz. (i) not sensitive, (ii) moderately 
sensitive and (iii) highly sensitive. CDO specifies encryption/encoding algorithm 
based on data sensitivity in the field Encryption_Algo_Type and 
Encoding_Algo_Type in table 5. (c) Lightweight: Main two functionalities viz. 
confidentiality and integrity are to be achieved through encryption and encoding 
algorithms. We propose these two operations to be performed offline on the premise 
of CDO or CDU. To check integrity of data i.e. storage correctness, only a small data 
(hash or MAC code) is to be exchanged among CSP and CDO, which is independent 
of the file size. (d) Dynamism: Granting and revoking access rights to or from CDU is 
just a matter of writing a small SQL query and updating table 4, as shown earlier. 
After every modification file size is updated in table 5 by CDO/CDU. Log table 5, 
gives information about the trail of changes made by Cloud users. Increase in number 
of users may not be a matter of great disturbance for Cloud as it merely increases the 
rows in table 1. (e) No data duplication: Without asking local copy of data, 
correctness can be measured even data is in encrypted form. The decryption is also 
done offline at the site of CDO/CDU. (f) Legal and compliance issues: In case of any 
legal dispute, if data owner is under investigation, enforcement agencies cannot get 
data directly from CSP. Sometimes there may be a difference of opinion on who made 
changes to the shared file.  Access control log file (table 5) keeps complete track of 
changes being made by various user on a file. CSP may give this log to CDO or other 
regulatory bureau upon their quest. (g) Data type or format: We do not make any 
assumption regarding the data file type or its format. Researches such as [13] heavily 
rely on data type and format. Apart from this, our solution does not bring in new 
vulnerabilities. There is no additional online burden on Cloud in terms of data 
transportation. Dynamic nature of Cloud storage has also been taken care of. 
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5 Implementation of Core Components 

A variety of cryptographic primitives can be used to implement core components and 
services of our proposed Cloud Storage Security Model. Our model uses various 
cryptographic services viz. (a) encryption (b) encoding (c) authentication. (a) User 
may select one of the two types of encryption techniques for the proposed model: 
first, symmetric key encryption for data encryption by CDO/CDU, or second, 
asymmetric key encryption for encrypting the coupon to be transferred between CDO 
and CDU. (b) Encoding in form of hash function is required for verifying the data 
integrity of the encrypted data by CDO/CDU to make sure that there has not been any 
unauthorized alteration in the data. (c) Apart from these, we may use other 
cryptographic primitives such as digital signature which can be used to authenticate 
the CDO/CDU by CSP.  

There are symmetric encryption algorithms, such as AES [18], DES [19], triple 
DES (TDEA) [30] etc, which can be used for private/single-key encryption. To 
achieve various encryption depths, we can use AES (or other algorithms) with 
variable key size. Handling the coupons require utmost care, as they contain sensitive 
information such as Symmetric_Key and the coupon is transferred from CDO to CDU 
over the public network. One option is to transfer the entire coupon in encrypted form 
using public key encryption. The public key of CDU is used to encrypt the coupon 
and CDU decrypts the same using its private key. RSA [20] or ECC [21] can be few 
of the better choices for public key encryption. Another type of recently proposed 
cryptographic technique is attribute-based encryption (ABE [22] [23]). Another 
alternative symmetric key approach to avoid encrypting the coupon is to run Diffie-
Hellman [31] key exchange algorithm between CDO and CDU to share the common 
Symmetric_Key. In this case, coupon may be optionally encrypted. Proof of storage 
[24] [15], MD5 [25], Message Authentication Code-MAC or SHA-1 [26] protocol can 
be used for encoding the encrypted data.  For the purpose of Cloud consumer 
authentication, digital signature, Kerberos [27] or X.509 [28] can also be used. 

In our implementation phase, we aim to work out the communication and 
computation cost of one or more of these cryptographic algorithms in Cloud 
environment along with their impact on confidentiality, integrity and authentication. 

6 Conclusion 

In this paper, we proposed a Cloud Data Storage Model. This model aims to achieve 
lightweight storage correctness along with provision to consider dynamic nature of 
Cloud. We emphasized that the proposed design prototype is to be only meant for 
usage as an illustration form. The main part of this model is to develop a client 
application in open source standard, which is to be downloaded by Cloud customer 
(CDO/CDU) from CSP in the beginning of entire process (one time only), and 
provides all the functionalities related various encryption-decryption, key 
management, encoding, decoding, integrity checking functions such as MAC, Hash, 
and Proof of storage protocols.  
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