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Abstract. The threats mobile phone users face, are about to increase due to the
rapid penetration of advanced smartphone devices and the growing Internet
access using them. As such, reinforcing users’ security has become a critical
imperative. This paper refers to a system that pinpoints and informs mobile
phone users that have a low security level, thus helping them protect
themselves. The system consists of software-application, installed in mobile
phones as well as of software and data bases, installed in the mobile telephony
operators’ servers. Mobile telephony providers (by adopting this application), as
well as manufacturers (by pre-installing it in their phones), could help mitigate
the increased security threats effectively protecting the end users.
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1 Introduction

Mobile devices are becoming a critical component of the digital economy, a style
statement and useful communication device, a vital part of daily life for billions of
people around the world. The threats mobile phone users face, are about to increase
due to the rapid penetration of advanced smartphone devices and the growing Internet
access using them [1]. Mobile ubiquitous services pose great security challenges [2]
while mobile phones are used from both experienced and security savvy users as well
as from people that do not pay that much attention to security issues. All of them must
be protected from unauthorized third party access to their data and from economic
frauds. Since users’ alone can’t cope with this task, operators and handset
manufacturers have to take extra security measures and to educate users.. The best way

to deal with the problem, however, is by educating users.

2 Related Work

As previous work has shown [3][4], users exhibit different levels of knowledge in
regards to security. A study of mobile users focusing on their awareness and concerns
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related to security threats, from security vendor McAfee, indicated that more than three
quarters of respondents don't have any security at all [5]. In other words, despite of
acknowledging the wealth of threats - ranging from phishing scams to viruses - that
could impact them (including concerns about losing or having their phone or personal
data stolen [6][7][8]), users don’t see security strengthening of their phone as a critical
concern.

In addition to the above, mobile security is not considered a critical issue by
companies. Cell phone security for enterprise devices is seriously lacking, and a little
misunderstood as well [9], while the majority of companies do not have a security
policy that addresses mobile devices [10]. However, some initiatives are taken in the
direction of protecting mobile phones against threats like viruses policies, tools and
recruiting technically skilled personnel [11]. In regards to awareness systems, there
have been efforts to create a sense of accountability in a world of invisible services
that we will be comfortable living in and interacting with [12] as well as mechanisms
for managing security and privacy in pervasive computing environments [13] but they
still focus mostly in privacy issues and not actual security enhancement through
education. In any case there are also significant legal issues as presented in [14].

It is more than clear that the mobile security area is going to be the next
battleground since mobile security is an emerging discipline within information
security arena and security levels are not high enough [15]. While users are not
receiving proper cyber security and training education from schools [16], they are
lacking the security awareness and proper etiquette [17]. This presents a vast
opportunity for carriers and service providers to play a proactive and strategic role in
protecting their subscribers, both through education and also through the security
software they deploy across their networks, as is the case presented in this paper.
Indeed, thanks to the system described in the following sections, these specific user
categories can easily be pinpointed and presented with the right amount of
information and dialogs [18] to restore their security level.

3 System’s Architecture and Functions

The system consists of an application, installed in mobile phones and software and
data bases, installed in mobile operators’ main servers. These applications
communicate through the mobile telephony network in a ciphered way. The mobile
phone installed application (with minor differences in the array of services offered)
would be able to function in all kind of devices that have an advanced operating
system (e.g. Windows Mobile, Symbian, Android, i0OS). A lighter version could also
be implemented for older and simple devices using J2ME (Java 2 Micro Edition).

Three main functions are performed by the system. The first function allows
pinpointing users, who have a low security level in their mobile phone, for whatever
reason. The second function automatically suggests the proper methods, actions and
best practices the user has to follow in order to restore security in a higher level.
Finally, the third function, allows the encrypted communication and data exchange,
between mobile devices and provider’s servers.
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The device’s security level evaluation function can be implemented automatically,
manually or with a combination of the two. Using the automatic method, the
application transparently examines device’s settings and informs the user for those
that are in a state possessing security risk. In addition, by addressing questions to the
user, the manual method, can check aspects of his behavior that do not reflect directly
to the device’s settings. Furthermore, the user is asked for his subjective opinion on
how secure he feels his mobile is. As it is proven in previous work [14][3][4] users
can be grouped in specific security categories, based on demographical and other
behavioral elements as well as on the way of using their mobile phones. Results from
both the manual and the automatic method are transferred to the applications in the
server, where using artificial neural networks and rules, conclusions are extracted for
the specific combination of user — mobile phone. Respectively, the answers to proper
questions that examine the security practices that users follow, can lead to a security
behavioral prediction model of the users. It is also possible to record the hour where
changes of security influencing settings take place, as to provide one more element
that can help the security model.

The system maintains data bases from studies in large user categories that provide
the proper body for the system’s training. These data bases are constantly updated
with the results and the metrics from the system’s operations. Finally, a very
important function is the comparison of automated metrics to the user’s answers,
through which can be determined whether the user actually knows and applies the
security measures or not. For this purpose, we use two metrics as awareness
and security indicators: The mean actual awareness value (MAAV) and the mean
actual security value (MASYV), as described in [19]. These two methods, the automatic
detection of settings and the conclusions extraction based on user’s answers, complete
the first stage of evaluating the security level.

At the second stage, the system implements the functionality of informing the user.
Examining the current state and user’s profile, the application suggests proper
methods, actions and best practices the user has to follow in order to restore (if
needed) the security in a higher level. If the device allows it and if the user accepts it,
device settings can automatically be changed. Depending on the device functionality,
instructions are presented to the user, either as a simple text documents or as
multimedia material. The user can also configure different graphical user interface
and setup elements as customization is a critical issue for software acceptance [20].

For the proper operation of the system, encrypted communication and date
exchange between the device’s application and the servers of the provider’s network
takes place. This communication is essential for off-loading the resource intensive
neural network classification to the servers, instead of running it in the mobile device.
In that way, the mobile device only records settings and the whole process takes place
in the servers. Moreover, this communication allows not only the disposal of new
multimedia material whenever is available, but also the enrichment of the manual
evaluation method with new questions when new scientific data are presented. It can
also upgrade the application itself, so that it can examine and locate a greater array of
mobile phone’s settings that reflect to its security. In any case, the communication
takes place in a ciphered way so that interception is not possible.
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Conclusion

By using this simple to implement system and the powerful data mining and modeling
techniques of the underlying scientific principles it is possible to achieve a high
security level, minimizing the risk factor attributed to the users. Bad security practices
and risky usage are immediately pinpointed. In addition, user profiling and behavior
prediction models based on the data gathered allow to further focus security efforts to
those users that mostly need them. In any case the educational aspect of the
application, using multimedia material improves users’ overall security level, leading
to greater security feeling and as such increased mobile phone usage.
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