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Abstract. In mobile ad-hoc networks (MANETS), where there is no centralized
authority to provide security, trust and reputation mechanisms are applied to
maintain security by identifying trustworthy and untrustworthy nodes.
However, traditional authentication mechanisms are infeasible for MANETS
due to the lack of infrastructure and frequent topology changes. In this paper,
we propose a self-organized and localized public key authentication mechanism
based on ant colony systems. Every node generates its own public-private key
pair, issues certificates to neighboring nodes and provides on-demand
authentication services by means of gathering certificate chains towards a target
node. Pheromone concentration left by ants along the path of the certificate
chains represents the trust level of a node towards other nodes. This model is
able to authenticate public keys by selecting the most trustworthy path in
certificate chains gathered by ants and can identify and prevent certificate
chains with individual or colluding malicious nodes.

Keywords: public key authentication, security threat in trust and reputation
systems, ant colony optimization, MANETSs.

1 Introduction

Mobile ad-hoc networks are multi-hop wireless networks without any infrastructure
which are used in different applications, such as civilian or military applications and
emergency rescues. In environments where cooperation is unavoidable providing
security services for communication is an essential issue. Since authentication is the
most important and the basic part of any secure communication, in this work we
consider the authenticity of a node as the context of trust in the authentication process.
In order to provide secure network communication a key distribution procedure
between nodes is necessary, in which the keys are transmitted in a secure way over
basically insecure channels. A framework of trust relationships is required to be built
for authentication purposes in the key distribution procedure.

A classification of authentication mechanisms in MANETsS is presented in [1],
identifying three different key management schemes: 1-central certification authority
(CA) systems, which are not suitable for dynamic environments; 2-distributed CA
systems, where n nodes in a MANETS collectively perform the task of a CA; 3- self
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CA systems which are based on web of trust. This model allows nodes to become an
individual CA, generate their own keying material and issue public key certificates for
their own and for others base on their knowledge. Through a certificate, the binding
of a node’s identity to its corresponding public key is proven by a digital signature of
the issuer. Each node maintains a local certificate repository, and performs the public
key authentication via chain of certificates.

However there still exist security threats in this trust model. A number of security
threats are presented in [3] which in general could be applied in trust and reputation
systems. Therefore one of the most important subjects is identifying and coping with
dishonest misbehaving nodes along the certificate chains who try to cheat other nodes
into believing in false node-public key bindings.

To mitigate the problem, we propose on-demand, trust-based public key
management based on ant colony systems [4]. The dynamic nature of ad hoc
networks, caused by the mobility of nodes and the changing behavior of nodes, makes
ant colony optimization an appropriate choice for a trust model. In our proposed
scheme each node creates its own public-private key pair, issues certificates to
neighboring nodes and stores the trust level of nodes in its repository. Reactively a
node performs public key authentication by sending out ants toward the target node.
The responsibility of the ants is to find the most trustworthy certificate chain. At the
same time, through building a certificate chain, the ants leave traces of pheromone on
the path representing a trust level of the path. Despite of misbehaving nodes each
node can make a suitable decision about obtaining the public key of a target node.

The rest of the paper is organized as follows: Section 2 represents some related
works. Section 3 includes trust model and security threats of our model. The ant
colony system is described in section 4 and a description of our proposed model is
presented in section 5. Some experimental results are presented in section 6 and
finally section 7 provides conclusion and future works.

2 Related Work

A public key certificate is a data structure in which a public key is bound to an
identity and signed by the issuer of the certificate. In PGP [5] certificates are mainly
stored in a centralized certificate repositories. [6] proposes a self-organized public key
management where certificates are stored and distributed by the nodes. The main
problem of this scheme is large overhead for storing the approximate global
certificate graph. To solve this problem, authors in [7] proposed a solution. They
designed an on-demand public key management. In this scheme all certificates need
to be issued and trusted locally. A certificate chain can be obtained hop-by-hop, as
long as a route discovered between source node and destination node. Recently
another solution is proposed [2] which is based on the existence of a web of trust.

On the other hand, many trust and reputation systems have been proposed, for
dealing with malicious behavior, in many different domains such as human social
networks, e-commerce [8], peer-to-peer networks [9][10][11], mobile ad-hoc
networks CONFIDANT [12] and CORE [13] and sensor networks [14][15].
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TACS [11], which was helpful for our model, AntRep [16] and [17] are trust
models using a bio-inspired algorithm of the ant colony systems in order to provide
guarantee of network resources availability and trustworthiness. In these systems the
main principle behind the interaction is called stigmergy, which means that the trace
left in the environment by an action encourages the performance of the next action, by
the same or different agent (ant).

3 Trust Model and Security Threats

The trust model of our scheme is based on a web of trust of public key certificates that
guarantees the bindings of the public keys to their related user identities. As an
example Cert;_,; denotes the certificate that i signed with its private key, Sig;, to show
the binding of node j’s identity, ID;, and its corresponding public key PK;. In addition
to ID; and PK;, the data structure Cert;_,; contains trust value or confidentiality, C, and
validity time, T. We consider this web of trust a certificate graph G(V, E), whose set
of vertices, V, represents public keys and the set of edges, E, represents certificates.

Each node periodically, depending on the expiration time of certificates, creates
direct edges to its neighbors and issues certificates to them, if there is an acceptable
confidentiality level for binding neighbors’ ID to their corresponding PK. When a
node, S, wants to authenticate the public key of another node, D, which is not located
in radio range of S, a chain of valid certificates from S to D is required, fig. 1.

Certg_,p Certg¢ ~ Certcp
s 5 < ®
2/ =/

Fig. 1. Certificate Chain

In our example the certificate chain from S to D is {Certs_)B, Certg_c, Certc_m} .

Every certificate in the chain will be verified with the public key of the previous
certificate in the chain. But how to verify the certificate chain and how to choose the
certificate chain composed of trustworthy nodes is still a problem that we discuss in
following parts.

3.1 Trust Metrics

Trust metrics is a measure that represents the assurance that a requesting node can
obtain the public key of the destination node correctly, through the certificate chain.
In this chain fashion, trust transitivity plays a great role which is based on
recommendation between entities. However, there is a difference between trusting an
entity to provide a specific service and trusting an entity that recommends someone
who can provide the service [18]. Trust in the service object is functional trust, while
trust in recommending agents is referral trust. In our model we consider the functional
trust as the honest binding rate i.e. the number of correct binding signs over all trials.
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On the other hand referral trust is the dissemination of these scores to the relying
nodes that can be considered as recommendations.

Any node in the network can calculate the trust value of another node’s public key
if there is a physical communication and consequently a certificate chain between the

two nodes using formula 1.
k=n
tsp = 1_[ tk €Y)
k=1

ty is the trust value between two directly connected nodes on the certificate chain
from node S to node D. n is the number of hops between source and destination. It is
obvious that the trust in another’s public key fades along the path of recommendation.

3.2 Security Threats

There is no guarantee in such decentralized public key management systems that all
nodes act correctly and honestly. In general two types of functional and referral
misbehavior threatens the security of our trust-based system.

Functional misbehavior occurs when a node or a group of nodes refuses to act
correctly in service provision. In our authentication model it raises by not
participating in the authentication process or issuing a false certificates with an
incorrect binding of a key to an identity. Impersonating another node is an example of
functional misbehavior. A malicious node i may issue a certificate that binds the
identity of another node, ID;, to its public key, PK;, and signs it with its private key
Pr;. The aim of the malicious node is eavesdropping a messages sent to j. Another
example is binding the public key of node k, PKy, to ID;; although it should be bound
to IDk

In the second type of misbehavior, referral misbehavior, a malicious node tries to
trick other nodes by providing dishonest recommendations by manipulating the
confidence in the authenticity of a given key. One of the important threats of this kind
is the Sybil attack [19], where a malicious node generates several keys and identities,
binds the IDs to corresponding public keys and issues certificates for them. In this
case the malicious node can use these nodes to issue false certificates. As the false
certificate is signed by many Sybil nodes, it could be considered as a correct
certificate to non Sybil nodes.

The aim of our proposed model is a self-organized authentication mechanism
which enables defense against these two types of misbehavior. In this paper we
concentrate on misbehaving nodes who try to defect the authentication service by
disseminating false information.

4 Ant Colony Optimization

In a system based on ant colony optimization, mobile agents, called artificial ants
spread through the network from source to destination in order to find the most
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trustworthy path towards a destination node. They remember the visited nodes they
pass, and deposit ‘pheromone’ on them. Ants are attracted to paths with higher
pheromone concentration. When an ant wants to move from starting node S toward a
destination it chooses one of the neighboring nodes of S, i, with the probability
defined by following transition rule:

Ja 18
[tsi]®. sl ; Z p@S,i) =1 (2)

p(S,i) =
Siens)[Ts - [nSi]B IENS)

where Tg; is the pheromone deposit on the edge between S and i, ng; is the goodness
value of the link between S and its neighbor node, N(S) is the list of neighboring
nodes of S and o and B are the weights for balancing between deposited pheromone
and goodness value of the edge respectively.

The following transition rule is used to provide a pseudo-aleatory path choice:

.= {argmax JEN(S)|ts] - gl® if qa<qo 3)
R otherwise

where 1 is the next chosen node by an ant in its next movement, q, is the probability
of choosing deterministically the most promising edge, q is a measure in range of
[0, 1] and R is a randomly selected neighbor node.

Once a forward ant finds the required destination, a return ant is generated which
retraces the path of the forward ant back to the source. The return ant then updates the
value of pheromone at each intermediate node according to following reinforcement
learning rule:

Tij = (1_3)-Tij+ATij (4)

where the backward ant came from neighbor j to node i, e is the rate of pheromone
evaporation. Pheromone evaporation is a function of time and allows the system to
forget the old information, search new paths and also avoid convergence to
premature-optimal solutions by encouraging exploration of edges not yet visited. A7;;

is the amount of pheromone deposited with typically Az;; = K / Flc) K>0isa

constant. f(c) is the cost function which serves as a metric of hop counts from current
node to destination, the delay of finding a destination, the available bandwidth of the
link or the energy consumption of each node along the way. The security metrics are
explained in the system description part.

5 System Descriptions

We consider an ad hoc environment, in which all nodes perform five main processes:
public-private key generation and certificate issuing, certificate chains discovery,
public key authentication by certificate verification, certificate chains trust updating
and certificate revocation. The following shows the details of each process.
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5.1  Public-Private Key Generation and Certificate Issuing

First each node creates its public key and corresponding private key locally. Then all
neighboring nodes issue public key certificates for each other. If node A, based on its
knowledge believes that a given public key PKp belongs to a given node B, node A
has to issue a certificate for node B and sign it with its private key Pry , to show its
assurance of the binding of identity B, IDg, to its related public key PKg. Each node
saves the public key certificates it issues for others and certificates issued to it in its
repository. For every node in the certificate repository there is a confidence level of
trust that shows to which extent that node issues correct and not mismatched
certificates. Figure 2 is an example of public key certificate generation for the nodes
who are in radio range of each other.

Fig. 2. Certificate issuing for neighboring nodes located in the radio range
Table 1 shows the certificate table (CT) in which every node stores the certificates

issued by neighboring nodes. Each entry in CT corresponds to one certificate and
each column shows the belief of each neighboring node to a certain certificate.

Table 1. Certificate Table of Node A

Neighbors
B C D E
Cert; Certg_,; Certc_,; Certp_,; Cere_,;

Certificates

Each node also has a table to store trust value of its neighboring nodes. Since this
value presents the pheromone we name the table a trust-pheromone table (table2).

Table 2. Trust-Pheromone Table of Node A

Trust-Pheromone Neighbors
B C D E
Pheromone tas tac tap Tae
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5.2  Certificate Chain Discovery

Our model is a reactive evidence distribution scheme. Ants are sent out only when a
certain certificate is required. We assume that during the key generation and
certificate issuing step, trust relationships have been established between nodes and
their neighbors. We also assume that source node S wants to obtain the public key of
destination node, D (Figure 3). S sends out several ants to explore the path to the
required certificate. Ants in each node, e.g. i, choose their next state, e.g. j, according
to formula (2), in which 1;; is the pheromone and represents the referral trust that node
i has on relaying node j on obtaining the public key of destination node, D. M;; is the
functional trust that node i has in general toward node j in providing authentication

service. In this work we assume that all nodes are trustable in making the
authentication service available.

— Forward ant

Fig. 3. Forward ants carry certificate request

Forward ant stores the certificate path. Once a forward ant finds the required
certificate, a backward ant is generated who retraces exactly the path of the forward
ant back to the source. Through returning from destination to source, the backward
ant adds the certificates of the intermediate nodes in its packet and provides a chain of
certificates (figure 4).

{Cert ¢ ,Certeyp}

{Cert Cert }
AFY F0 Backward ant €~

\\\ f:f_rfifl_]é)‘\'\\/'ffciousNode O

{Cert ¢, Cert .y }/ %

L s \\ {Cer/t,g;D} ‘\@
- \\ s //,—’/

{Cert 5y, Cert 5, Cert ;p} {Cert s, CETF 15}

Fig. 4. Backward ants carry certificate reply
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Finally when the source node receives the backward ants from destination, it
computes the trust value of the chain, using formula 1, and inserts the certificate
chains and their corresponding trust values into the certificate chain table.

Table 3. Certificate chain table of a node

Certificate chain Destination Trust value
SBFD D t,
SAED D t,
SAFD D ts
SCGHID D t,

In case of any topology changes during a backward ant tries to find the way back to
the source, source node should send out some other ants toward target node.

5.3  Public Key Authentication by Certificate Verification

When the source node receives different chains of certificates, it verifies the ID-key
binding of the destination which is contained in certificate chains. If S detects no
conflicting certificates (e.g. certificates contain the same identity of D but with
different public keys), it regards the maximum received trust value as trust value of
the D’s certificate:

tsp = Max ic ccn(s—py(ti) (5)

where CCh(S — D) is the list of certificate chains which S receives by requesting for
certificate of D. However, considering the existence of misbehaving nodes, S may
receive mismatched destination certificates through different certificate chains.

5.4  Certificate Chains Trust Update

Trust updates will occur in three following situations:

5.4.1 General Local Updating: In each intermediate node, if there is no mismatch
information received by backward ants from its neighbors, the pheromone entry of the
neighbor node, from where backward ant came from, will be updated as following:

where e is the pheromone evaporation value. By dt;; in formula (7) we give the
opportunity to edges with lower values of pheromone to recover faster.
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5.4.2 Punishing: In case of observing any mismatch in certificate chains, node S
analyzes the received certificate chain to identify Sybil nodes. S classifies the
malicious nodes that offer confidentiality values for a certificate which is far from the
opinion of the norm of the nodes in certificate chains. As this observation analysis is
out of the scope of this paper, we suppose that the malicious nodes are already
identified by the source node (e.g. node E and I in figure 4). In this case, as
punishment, the source node reduces the trust level of its neighbors who led to the
malicious node in the certificate chain by evaporating the pheromone of the edge
between S and those neighbors (e.g. A and C in figure 4). Node S also has the
responsibility of notifying A and C about the malicious nodes.

1

pm
Weight w is the trust value of a node toward its notifier neighboring node (e.g. t s in
figure 4). This weight is equal to 1 if the notifier itself is also the punisher. Dy, is the
distance factor (hop count) between punished (p) node and malicious node (m), which
can be obtained through the certificate chain. The longer this distance the less is the
punishing amount. The punished node who continues to act maliciously as a
consequence will be isolated and not further used in the authentication process.

Nodes A and C also have to punish their next neighbors in the path leading to the

malicious nodes; Otherwise they will be classified as potentially malicious nodes.

5.4.3 Rewarding: Source node S updates the trust value of every node along the
most reliable certificate chain as follows:

ty =1 —e).t; + e.(1+ tyax . ny)-tij )

where tj, is the highest trust value corresponding to the most reliable certificate
chain. It shows the edges with higher pheromone value are more rewarded than those
with lower value.

5.5 Certificate Revocation

If a node believes that in a certificate it issued, the binding of ID to public key of the
target node is no longer valid or the trust value is less than the trust threshold, t;, , it
can revoke that certificate. When a node receives a certificate revocation, it compares
the trust value of sender of the message, t;s, and the trust value of the nodes its
certificate is claimed to be revoked, t;;:

Lig = i — Ui (10)

If t;; is lower than the trust threshold, it deletes the revoked certificate, otherwise the
certificate will still be used.
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6 Simulation and Results

We assume that trust relationships have been established between each node and its
neighbors. Matlab is used for simulation. The simulation parameters are as follows.
30 nodes are randomly placed in the 100 x 100 meter square form area. Nodes are
variables and the radio range of each node is 30 meter. Also we consider the
following values for parameters: @« = f =1, e = 0.1, = 0.9,n;; =1 for Vi, j.

The simulation proceeds in rounds. Each round the updated pheromone values
lunched into the network. In each round five requests are made. In each request one of
the four randomly chosen nodes requests the public key certificate of one of two
random destination nodes. The numbers presented in each iteration are averaged over
all five requests.

First we consider all requests are to be the same and between a fixed pair of source
and destination nodes. Figure 5 shows the trust value of received certificate chains in
case of increasing the percentage of malicious nodes in the network. It is shown that
after some iteration the network learns the chains of trustable nodes that lead to the
certificate of the destination node. The result shows that the model is capable of
choosing the trustworthy nodes to get the public key certificate of the destination node
despite of up to 60% malicious nodes. The reduction of the reliability of the certificate
chain in case of having 30% malicious nodes is because of the location of some
interconnected nodes. If these nodes, which connect one part of the network to
another part, are malicious no reliable path could be found between these two parts of
the network.

— gl - 10%

——mal-30%

Heliability
(=]
[}
S

05 8 78 0003 08 0/ 05 A1 23 A5 27 24

Simulation Round

Fig. 5. Reliability of certificate chain with different percentage of malicious nodes

In the second experiment we made five different requests and compare the success
rate with different amounts of malicious nodes. The success rate shows the percentage
of requests for which the requester successfully obtains the public key certificate. It is
the number of correct certificates obtained over the total number of requests each
round.
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Fig. 6. Comparison of success rate with different percentage of malicious nodes

Figure 6 shows success rate in case of up to 30% malicious nodes in network, is
constantly 1. By increasing the number of malicious nodes to 60% the average
success rate is nevertheless more than fifty percent. All requests are completely
failing if the amount of misbehaving nodes reaches 70%, which means 21 nodes out
of 30 nodes.

7 Conclusions and Future Works

In this work, we proposed a robust self-organized public key management scheme for
ad-hoc environments based on ant colony systems. This scheme is able to authenticate
and obtain the public key of a target node successfully in spite of malicious relay
nodes. Traces of pheromones represent the trust level of nodes throughout the
certificate chain.

As our future work we aim at clustering data gathered by ants in order to identify
Sybil nodes. Using ants, the source node has the opportunity to gather information
about the public key of the destination through different chains containing different
recommending nodes. Therefore by analyzing the recommendations, the source node
can identify Sybil nodes who try to pretend to be different nodes and disseminate
false information. We intend to implement our proposed scheme by a network
simulator and explore its performance and consider further parameters such as node
mobility and its effects.
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