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Abstract. Recommender services that are currently used by IPTV providers
help customers to find suitable content according to their preferences and
increase overall content sales. Such systems provide competitive advantage
over other IPTV providers and improve the overall performance of the current
systems by building up an overlay that increases content availability,
prioritization and distribution that is based on users' interests. Current
implementations are mostly centralized recommender service (CRS) where the
information about the users' profiles is stored in a single server. This type of
design poses a severe privacy hazard, since the users' profiles are fully under
the control of the CRS and the users have to fully trust the CRS to keep their
profiles private. In this paper, we present our approach to build a private
centralized recommender service (PCRS) using collaborative filtering
techniques and an agent based middleware for private recommendations
(AMPR). The AMPR ensures user profile privacy in the recommendation
process. We introduce two obfuscation algorithms embedded in the AMPR that
protect users' profile privacy as well as preserve the aggregates in the dataset in
order to maximize the usability of information for accurate recommendations.
Using these algorithms provides the user complete control on the privacy of his
personal profile. We also provide an IPTV network scenario that uses AMPR
and its evaluations.

Keywords: Privacy, Clustering, IPTV Networks, Recommender System, Multi-
Agent Systems.

1 Introduction

Internet protocol television (IPTV) is one of the most fast growing services in ICT; it
broadcasts multimedia content in digital format via broadband internet networks using
IP packet switched network infrastructure. Differently from conventional television,
IPTV allows an interactive navigation of the available items [1]. IPTV providers
employ automated recommender services by collecting information about user
preferences for different items to create a user profile. The preferences of a user in the
past can help the recommender service to predict other items that might be interested
for him in the future.

Collaborative filtering (CF) technique is utilized for recommendation purposes as
one of the main tools for recommender systems. CF is based on the assumption that
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people with similar tastes prefer the same items. In order to generate
recommendations, CF cluster users with the highest similarity in their interests, then
dynamic recommendations are then served to them as a function of aggregate cluster
interests. Thus, the more the users reveal information about their preferences,
the more accurate recommendations provided to them. However at the same time the
more information is revealed to the recommender service about the user profile, the
lower user privacy levels can be guaranteed. This trade-off acts as a requirement
when designing a recommender service using CF technique. Privacy aware users
refrain from providing accurate information because of their fears of personal safety
and the lack of laws that govern the use and distribution of these data. Most service
providers would try their best to keep the privacy of their users. But occasionally,
when they are facing bankruptcy, they might sell it to third parties in exchange of
financial benefits. In the other side, many service providers might violate users’
privacy for their own commercial benefits. Based on a survey results in [2, 3] the
users might leave a service provider because of privacy concerns. The information
collected by recommender service breaches the privacy of the users in two levels.

1. The real identity of the user is available to a central server. That server can
associate the user profile which contains his private information to his real identity.
This is an obvious privacy breach, considering that a user does not want to reveal
the link between his real identity and his profile, yet he wants to use the service in
that server.

2. If the user is not known to the server, the server can try to de-anonymize the user
identity by correlating the information contained in the user profile and some
information obtained from other databases [4].

In this paper we proposed an agent based middleware for private recommendation
(AMPR) that bear in mind privacy issues related to the utilization of collaborative
filtering technique in recommender service and allow sharing data among different
users in the network. We also present two obfuscation algorithms that protect the user
privacy and preserve the aggregates in the dataset to maximize the usability of
information in order to get accurate recommendations. Using these algorithms, gives
the user a complete control on his personal profile, so he can make sure that the data
does not leaves his side until it is properly desensitized. In the rest of this paper we
will generically refer to news programs, movies and video on demand contents as
Items. Section 2 describes some related work. In Section 3 we introduce our private
centralized recommender service scenario in IPTV network. In Section 4 we
introduce the proposed obfuscation algorithms used in our framework. Section 5
describes some experiments and results based on obfuscation algorithms for IPTV
network. Section 6 includes the conclusion and future work.

2 Related Work

The majority of the literature addresses the problem of privacy for recommender
services based on collaborative filtering technique, Due to it is a potential source of
leakage of private information shared by the users as shown in [5]. In [6] it is
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proposed a theoretical framework to preserve the privacy of customers and the
commercial interests of merchants. Their system is a hybrid recommender that uses
secure two party protocols and public key infrastructure to achieve the desired goals.
In [7, 8] it is proposed a privacy preserving approach based on peer to peer techniques
using users’ communities, where the community will have a aggregate user profile
representing the group as whole and not individual users. Personal information will be
encrypted and the communication will be between individual users and not servers.
Thus, the recommendations will be generated at client side. In [9, 10] it is suggest
another method for privacy preserving on centralized recommender systems by
adding uncertainty to the data by using a randomized perturbation technique while
attempting to make sure that necessary statistical aggregates such as mean don’t get
disturbed much. Hence, the server has no knowledge about true values of individual
rating profiles for each user. They demonstrate that this method does not decrease
essentially the obtained accuracy of the results. Recent research work [11, 12] pointed
out that these techniques don’t provide levels of privacy as it was previously thought.
In [12] it is pointed out that arbitrary randomization is not safe because it is easy to
breach the privacy protection it offers. They proposed a random matrix based spectral
filtering techniques to recover the original data from perturbed data. Their
experiments revealed that in many cases random perturbation techniques preserve
very little privacy. Similar limitations were detailed in [11].

3 Problem Formulation

3.1  System Model

We consider a system where PCRS is implemented as a third-party service that makes
recommendations by consolidating the profiles received from multiple users. Each user
has a set top box (STB) that stores his profile and host AMPR at his side. As shown in
fig 1, the parties involved are the users, and the PCRS. We assume that PCRS follow the
semi-honest adversary model, which is realistic assumption because the PCRS provider
needs to accomplish some business goals and increase his revenues. Moreover, we
assume the communication links between parties are secured by existing techniques. An
IPTV provider uses this business model to reduce the required computational power,
expenses or expertise to maintain an internal recommender service.

3.2 Design Goals

There are two requirements should be satisfied in the previous system model:

— IPTV providers care about the privacy of their catalogue which is considered an
asset for their business. In the meantime they are willing to offer real users’
ratings for different masked items to offer better recommendations for their
users and increase their revenues.

— In the other side, privacy aware users worry about the privacy of their profiles,
as sending their real ratings harm their privacy.
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The AMPR employs two obfuscation algorithms that provide the users the required
privacy level before submitting the profiles to the PCRS. Note that, we alleviate the
user identity problems by using anonymous pseudonyms identities for users.

3.3 Threat Model

In this paper, AMPR provides a defence mechanism against the threat model
proposed in [13] where the attacker colludes with some users inside the network to
obtain some partial information about the process used to obfuscate the data and/or
some of the original data items themselves. The attacker can then use this partial
information for the reverse engineering of the entire data set.

4 Solution

In the next sections, we will present our proposed framework for preseving the
privacy of customers’ profiles show in fig 2.

4.1 PCRS Components

As show in fig 2, PCRS maintains a set data stores. The first data store is the masked
catalogue of items that have been hashed using IPTV provider key or a group key. The
second data store is the obfuscated users’ profiles which contain users’ pseudonyms and
their obfuscated ratings and finally a peer cache which is an updated database about peers
participated in previous recommendations formulation. The peer cache is updated from
peer list database at client side. The PCRS communicates with the user through a
manager unit. Finally, the clustering manager is the entity responsible for building
recommendations model based upon the obfuscated ratings database.
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4.2 AMPR Components

The AMPR in the user side consists of different co-operative agents. Learning agent
captures user preferences about items explicitly or implicitly to build a rating table and
meta-data table. The local obfuscation agent implements CBT obfuscation algorithm to
achieve user privacy while sharing the data with other users or the system. The global
perturbation agent executes G-algorithm on the locally obfuscated collected profiles.
These algorithms act as wrappers that obfuscate items’ ratings before they are fed into the
PCRS. Since the database is dynamic in nature, the local obfuscation agent desensitizes
the updated data periodically, then synchronize agent send it to other users and PCRS. So
the recommendations are made on the most recent ratings. More details about the
recommendation process described in the next sub-section.

4.3 The Recommendation Process

The recommendation process based on the two stage obfuscation algorithms can be
summarized as following more details can be found in [14]. The target user
broadcasts message to other users in the IPTV network to request starting the
recommendations process or update their centralized rating profiles stored at PCRS.
The individual users who decided to participate in that process use the local
obfuscation agent to perform CBT algorithm of their local rating profiles. They agree
on same parameters, and then they submit their locally obfuscated profiles to the
requester. The target user instructs his obfuscation agent to start G algorithm on the
collected locally obfuscated profiles. After finishing the previous step, the target user
submits all profiles to PCRS in order to receive recommendations.

5 Proposed Algorithms

In the next sub-sections, we provide two different algorithms that used by our agents
to obfuscate the user profile in a way that secure his ratings in the un-trusted PCRS
with minimum loss of accuracy. In our framework, each user has two datasets
representing his/her profile. First one is the local rating profile which is perturbed
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before merging it with similar users’ profiles that rare willing to collaborate with him
as part of the recommendation process. The second one is the centralized rating
profile which is the output of the two obfuscation algorithms where the user can get
recommendation directly from the PCRS based on it. We perform experiments on real
datasets to illustrate the applicability of our algorithms and the privacy and accuracy
levels achieved using them.

5.1 Local Obfuscation Using CBT Algorithm

We propose a new obfuscation algorithm called clustering based transformation
(CBT) that have been designed especially for the sparse data problem in user profile.
It is inspired from the block cipher idea in [15]. We present a new technique to build a
transformation lookup table (TLUT) using clustering technique then approximate
each point in the data set to the nearest representative value in the TLUT (the core-
point for the cluster it belong to) with the help of similarity measures. The output of
our obfuscation algorithm should satisfy two requirements:

1. Reconstructing the original data from the obfuscated data should be difficult, in
order to preserve privacy.
2. Preserve the similarity between data to achieve accurate results.

We use local learning analysis (LLA) clustering method proposed in [16] to create the
TLUT. It is important to attain an optimized TLUT because the quality of the TLUT
obviously affects the performance of the transformation. LLA builds an initial TLUT
and repeats the iteration till two conditions satisfied:

1. The distance function d (x,c,)between a point x and its corresponding value
(core-point) ¢, is minimized.

2. The distortion function between each dataset and its nearest value (core-point)
becomes smaller than a given threshold.

CBT algorithm consists of following steps:

1. The user ratings stored as dataset D of ¢ rows, where each row is sequence of
fields X = x; X, X;....... X
2. User ratings dataset D is portioned into D, D, D,....... D, datasets of length L ,

if total number of attributes in original is not perfectly divisible by L then extra
attributes is added with zero value which does not affect the result and later it is
removed at step 5.

3. Generate TLUT using LLA algorithm, LLA takes Gaussian Influence function as the
similarity measure. Influence function between two data points x; and x; is given

as
d(x;x;)

fG)ztfuss ('xj ) =e 20 (1)

While the field function for a candidate core-point given by:
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5. The transformation function is: T(Y;) = {core — point(C; < d(Y;, core —
point(C; ) < d(Y;, core — point(C; ) V Z}

6. Now all the n transformed portions of each point are joined in the same sequence
as portioned in step 2 to form a new k dimension transformed row data which
replaces the X in the original dataset. In this way perturbed dataset D, is formed
from original dataset D

7. Compute the privacy level by calculating the difference between the original
dataset and transformed dataset using Euclidean distance:

) 1 m n
Privacy — Level= E\/Zi:l Z j=1

2
% =y 3)

5.2 Global Perturbation Using G Algorithm

After executing the local obfuscation process, the global perturbation algorithm at the
requester side is started. The idea is cluster multidimensional data using fast density
clustering algorithm, then perturb each dimension in each cluster in such a way to
preserve its range. In order to allow the global perturbation agent to execute G
algorithm, we introduce an enhanced mean shift (EMS) algorithm which is tailored
algorithm for the global perturbation phase that has advantage over previous
algorithm proposed in [17] and it requires low computational complexity in clustering
large data sets. we employ Gaussian KD-tree [18] clustering to reduce the feature
space of the locally obfuscated data.

The G algorithm consists of two steps:

Step 1: Build different density based clusters

1. We build the tree in a top down manner starting from a root cell similar to [18, 19].
Each inner node of the tree S represents a d-dimensional cube cell which stores the
dimension Sy along which it cuts, the cut value S, on that dimension, the bounds
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of the node in that dimension S.;, and S,,.x, and pointers to its children S and
Siight- All points in the leaf nodes of the kd tree are then considered as a sample and
the kd-tree stores m samples defined as yj‘, j =1,....,m that construct the reduced
feature space of the original obfuscated data set.

2. Assign each record x;, to its nearest y ; based on kd-search, then compute a new

sample, we called it y}‘,j =1,...,m.

3. Generated yj‘ is a feature vector of d-dimensions, that is considered as a more
accurate sample of the original obfuscated data set that will be used in the mean
shift clustering.

4. The mean shift clustering iteratively performs these two steps:

— Computation of mean shit vector based on the reduced feature space as
following:

YieN (v})

~=-x;,j =12.m
>l

“)
Where g(x)=—k (x)defined when the derivate of function k (x)exists, and
k(x),0<x <1 is called kernel function satisfying: k (x)=c, ,k (||x ||2)>0,
||x||£l and I:k(x)dx =1

— Update the current position x ,, as following:

+1

> yfg[x
YiEN (y))

m (x = j=

2 )
)

yieN (v})
Until reaching the stationary point which is the candidate cluster centre. x; will
coverage to the mode in reduced feature space, finally we get approximate
modes of original data defined as z ,x =L....,k .

5. Finally, the points which are in the mode are associated with the same cluster.
Then we interpolate the computed modes in samples to the original obfuscated data
by searching for the nearest mode z _ for each point x;, .

Step 2: Generating random points in each dimension range

For each cluster C , perform the following procedure.

1. Calculate the interquartile range for each dimension A, .

2. For each element e;j € A, generate a uniform distributed random number 7 in

that range and replace e, withr, .
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6 Experiments

The proposed algorithms are implemented in C++. We used message passing
interface (MPI) for a distributed memory implementation of G algorithm to mimic a
reliable distributed network of peers. We evaluated the proposed algorithms from two
different aspects: privacy achieved and accuracy of results. The experiments
presented here were conducted using the Movielens dataset [20]. The dataset contains
users’ ratings on movies using discrete values between 1 and 5. We follow the
experiential scenarios presented in [14] We divide the data set into a training set and
testing set. The training set is obfuscated then used as a database for the PCRS. Each
rating record in the testing set is divided into a rated items ¢, and unrated items 7;,.
The set t,; is presented to the PCRS for making predication p,,; for the unrated
items r,,; using the same algorithm in [21]. To evaluate the accuracy of generated
predications, we used the mean average error (MAE) metric proposed in [22]. The
first experiment performed on CBT algorithm to measure the impact of the varying
portion size and number of core-points on privacy levels of the transformed ratings.
To measure that we kept portion size constant with different number of core-points
and then we vary portion size with constant number of core-points. Based on the
results shown in figs (3) and (4), we can conclude that the privacy level increases
when portion size is increasing. On the other hand, privacy level is reduced with
increasing number of core-points as large number of rows used in TLUT. Each user in
the network can control his privacy by diverging different parameters of LLA
algorithm. Note that reducing the privacy level means less information loss in the
collected ratings presented to PCRS. However this means the transformed ratings are
similar to the original ratings, so the attacker can acquire more sensitive information.
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To measure the distortion of the results, we use variation of information (VI)
metric. Fig (5) shows VI for different number of core-points. One can see that at
lower values of number of core-points the VI is high but slowly decreases with the
increase in the number of core-points. At a certain point it rises to a local maxima
then it decreases. Finally it rises again with the increasing number of core-points. We
can justify that VI is high with fewer number of core-points as any point can move
from one core-point to another. Moreover, with a plenty number of core-points there
is a little chance of a point to move from one core-point to another, which causes
increasing in VI values. The second experiment is performed on G algorithm to
measure the impact of sample size on the accuracy level. We set a specific threshold
value (100 users) for the minimum number of responding users for recommendation
request. Otherwise the target user uses the PCRS obfuscated ratings database. As
shown in fig (7) the increase in sample size leads to higher accuracy in the
predications. However at a certain sample size, the accuracy of the predications starts
decrement again due to the data loss in the sampling process.
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In the third experiment, we want to measure the impact of changing number of
users involved in the group formation on the accuracy of the recommendations. We
simulate a general case where the number of users was fixed to be 50.000. Then we
assign different number of users to a certain recommendation request, and gradually
increased the percentage of users who joined the request from 10% to 100% of them.
We fixed the parameters for CBT and G algorithms then we measure MAE for the
results. As shown in fig (8), the MAE value occurs at approximately 40% of the users
are close to the MAE value for all users. Our conclusion is that, for low percentage of
users the MAE value is close to the original MAE value for all users. As a result the
target user does not need to broadcast the request to the full IPTV network to attain
accurate results but he can employ multicast for certain users stored in his peer list to
reduce the load in the network traffic. To illustrate the decrement of MAE values for
recommendations based on diverse percentages of users groups and the whole users in
the network, we calculated and plot fig (9). This verifies our conclusion that MAE
approximately converges to the MAE which obtained using the whole users in our
case. The final experiment was conducted to measure the impact of using CBT
algorithm as a pre-processing step for G algorithm. As presented in fig (10), using
CBT increases MAE values for lower percentages of participated users compared to
using G algorithm alone. This can be explained, as the distortion effect of CBT
algorithm will be clearly visible for a lower percentage of participating users.
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However with the augment of percentage of users scale down the error in MAE
values. So we can say that using the two stage obfuscation algorithms can increase the
recommendation accuracy compared to only one stage based on one algorithm only.
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The results presented in these experiments show that the resulting dataset from our
two stage obfuscation processes are quite similar in the accuracy of the generated
recommendation to the original dataset. Our results also clarify that the proposed
algorithms preserve the utility of the data to some degree such that to create reliable
recommendations the target user does not have to collect profiles from numerous
users, only a small percentage from users is need to attain that goal.

7 Conclusion and Future Wok

In this paper, we presented our ongoing work on building an agent based middleware
to achieve privacy in recommender services. We gave an overview over the system
components and recommendations process. Also we presented the novel algorithms
that provide to users complete privacy over his profile privacy using two stage
obfuscation processes. We test the performance of the proposed algorithms on real
dataset and report the overall accuracy of the recommendations based on different
privacy levels. The experiential results shows that preserving users’ data privacy for
in collaborative filtering recommendation system is possible and the mean average
error can be reduced with proper tuning for algorithms parameters and large number
of users. We need to perform extensive experiments in other real data set from UCI
repository and compare the performance with other techniques, also we need to
consider different data partitioning techniques, identify potential threats and add some
protocols to ensure the privacy of the data against these threats.
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