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Abstract. Seeing that the existing dynamic ID-based password authentication 
protocols are vulnerable to various attacks, a novel dynamic ID-based password 
authentication protocol using smart card is proposed. Compared to the existing 
protocols, the proposed protocol can protect the user’s anonymity, can resist the 
password guessing attacks and smart card lost attacks. On the other hand, our 
protocol has many advantages, such as perfect forward security, no verification 
tables, no server’s public key and timestamp. To the best of my knowledge, this 
is the first secure dynamic ID-based password authentication protocol. 
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1   Introduction 

In order to access any resource of the remote server, the user and the server should 
pass through the mutual authentication in public networks. Password authentication is 
one of the simplest and the most widely used strategies, because the user only needs 
to use the short password. However, one of the major challenges of designing 
password authentication protocols is how to resist the password guessing attacks, as 
password is supposed to be easy-to-remember, and the password space is small. 

In 1981, Lamport [1] proposed the first password authentication protocol with 
verification table, but this protocol is insecure if the verification table was modified or 
stolen. Therefore, how to design smart card based password authentication protocols 
without verification table is an important research topic. In 1993, Chang-Wu [2] 
introduced password authentication scheme with smart cards using public-key 
cryptography, but it requires high computation cost for implementation and public 
key directory for maintain and protection. Thus, many researchers dedicated to design 
password authentication schemes with smart cards without server’s public key, and 
proposed many schemes [3-8]. However, most of them have been broken shortly after 
they were proposed [5-8]. Especially, most of the existing schemes are vulnerable to 
the off-line password guessing attacks if all the secret numbers stored in the smart 
card are disclosure.  

In most of the proposed user authentication protocols the user’s identity was static. 
Thus, it will leak partial information about the user to the adversary over an insecure 
channel, and cannot protect the user’s privacy. Therefore, Das et al.[9] proposed a 
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dynamic ID-based remote user authentication scheme using smart cards in 2004. 
Though their scheme has many advantages, Awashti [10] showed that their scheme is 
insecure, because no password is required to authenticate the user. Chien-Chen [11], 
Ku-Chang [12] and Liao et al.[13] also pointed out that Das et al.’s scheme cannot 
protect the user’s anonymity, suffers from impersonation attack and guessing attacks, 
respectively. Moreover, Liao et al. proposed an improved scheme, but Misbahuddin et 
al. [14] showed that their scheme cannot resist impersonation attack and reflection 
attack. Recently, Wang et al. [15] proposed another improved dynamic ID-based 
remote user authentication scheme and claimed that their scheme is more efficient and 
secure than Das et al.’s scheme. However, Khan et al. [16] showed that their scheme 
has four weaknesses and proposed an improved scheme. In 2010, He et al. [17] 
pointed out that Khan et al.’s scheme still suffers from three weaknesses. Thus, Das et 
al. and all the improved schemes are insecure. 

In this paper, we proposed a novel dynamic ID-based password authentication 
protocol using smart card. Compared to the existing protocols, the proposed protocol 
can protect the user’s anonymity, can resist the password guessing attacks and smart 
card lost attacks. On the other hand, our protocol has many advantages, such as 
perfect forward security, no verification tables, no server’s public key and timestamp. 

2   The Proposed Protocol 

In this section, we propose a novel dynamic ID-based user authentication protocol, 
which consists of three phases: user registration, authentication and session key 
generation, password change.  

The following notations are used throughout this paper: 

 ,p q : two large prime numbers, such as | 1q p − . 
 g : a primitive element for ( )GF p  with order q . 
 iU : the user.  
 S : the server. 
 iID : iU ’s identity. 
 SC : smart card. 
 iPW : iU ’s password. 
 x : S ’s secret number. 
 SK : a session key between iU  and S . 
 ()h : a secure one-way hash function. 

2.1   User Registration 

iU  and S carry out the following steps during the user registration phase 

Step 1: iU  chooses his password iPW  and identity iID , and sends iID  to S . 

Step 2: After receiving iID  from iU , S computes  
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0 ( ) modx
iN h ID p= , (1) 

where x  is the secret number of S . S stores iID , one-way hash function ()h and 

0N into a smart card ( SC for short) and issues this smart card to iU  via secure 
communication channel. 

Step 3: When SC  is available, iU inserts SC  into a terminal device, keys his 

password iPW , then SC computes  

0 ( ) ( ) ( ) modx
i i i iN N h PW h ID h PW p= ⊕ = ⊕ , (2) 

and replaces 0N  with iN .  

2.2   Authentication and Session Key Generation 

When iU  is about to logon to the server S , iU and S carry out the following protocol. 
Figure 1 illustrates this phase. 

Step 1: iU  inserts smart card into a terminal device, keys his password iPW , 
SC generates random nonce b  and k , computes 

k
sN g= mod p , (3) 

( ) modb
iCID h ID p= , (4) 

0 ( ( )) ( ) modb xb
i i iC N h PW h ID p= ⊕ = , (5) 

1 0 ( ) modxb
s i sC C N h ID N p= ⊕ = ⊕ , (6) 

Then iU sends 1( , )C CID to S . 

Step 2: After receiving 1( , )C CID , S generates a random nonce d , computes 

d
uN g= mod p , (7) 

1 modx
sN C CID p= ⊕ , (8) 

( )d
sh N , (9) 

and sends ( ( ), )d
s uh N N to iU . 

Step 3: When ( )d
sh N and uN are available, iU computes ( )k

uh N , and checks if  

( )d
sh N = ( )k

uh N . (10) 

If so, then S is authenticated, iU computes and sends ( 1)k
uh N + to S . Otherwise, abort. 
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iU                       S  
 

k
sN g= mod p ,  

( ) modb
iCID h ID p= ,  

0 ( ( )) modb
i iC N h PW p= ⊕ , 

1 0 sC C N= ⊕  

  1( , ))C CID  
 

d
uN g= mod p , 

1 modx
sN C CID p= ⊕ , 

( )d
sh N  

( ( ), )d
s uh N N  

( )k
uh N  

?

( ) ( )d k
s uh N h N=  

( 1)k
uh N +  

( 1)k
uh N +  

                              ( 1)d
sh N +  

                     
?

( 1) ( 1)d k
s uh N h N+ = +  

 
Session key: ( 2) ( 2)k d

u sSK h N h N= + = +  

Fig. 1. Authentication and session key generation phase 

Step 4: After receiving ( 1)k
uh N + , S computes ( 1)d

sh N + and checks if  

( 1)d
sh N + = ( 1)k

uh N +  (11) 

If so, then iU is authenticated. 

The session key shared between iU and S is 

( 2) ( 2)k d
u sSK h N h N= + = + . (12) 

2.3   Password Change 

When iU wants to change his password, he inserts smart card into a terminal device, 

keys his old password iPW  and the new password PWnew , the SC  computes  

)( ) (new i iN h PW N h PWnew= ⊕ ⊕ , (13) 

and replaces iN  with newN . 
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3   Security Analysis 

In this section, we show that the proposed scheme can resist all sorts of the existing 
attacks. To the best of my knowledge, this is the first secure dynamic ID-based 
password authentication protocol. 

3.1   Password Guessing Attack and Smart Card Lost Attack 

If an attacker obtains ( ) ( ) modx
i i iN h ID h PW p= ⊕ stored in the user iU ’s smart card, 

and wants to guess the password iPW  by the following two cases.  
Case 1: Attacker does off-line password guessing attack by eavesdropping the 

interactive messages between iU and S . Obviously, the attacker can get all interactive 

messages 1( , ))C CID , ( ( ), )d
s uh N N and ( 1)k

uh N + , where k
sN g= mod p and 

d
uN g= mod p , k

uN  and d
sN are the Diffie-Hellman values of uN and sN , which 

include the random nonce k and d . However, the attacker cannot find the relationship 

between ( )x
ih ID  and interactive messages 1( , ))C CID  without knowing x and b . 

Therefore, an attacker cannot verify whether his guessed password is right or not. 
Case 2: If an attacker does on-line password guessing attack, it is still impossible. 

Since the attacker can guess the password '
iPW  and compute 

' '
0 ( )e

i iC N PW= ⊕ , (14) 

' '
1 0

fC C g= ⊕ , (15) 

' ( )e
iCID h ID=  (16) 

for randomly chosen e and f , and sends ' '
1( , ))C CID  to S , but he cannot generate the 

right ( 1)e
uh N + for S . Therefore, S can detect the attacker. 

3.2   Replay Attack 

If an attacker replay user iU 's login message ( ) modb
iCID h ID p= and 

1 0 ( ) modxb
s i sC C N h ID N p= ⊕ = ⊕ ,  S  can retrieve sN but the attacker cannot. S  

can return the authentication message  ( )d
sh N and uN , which include the random 

nonce d  and Diffie-Hellman value d
sN , but the attacker cannot verify whether the 

authentication message ( )d
sh N  is right or not. On the other hand, the attacker cannot 

generate the authentication message ( 1)k
uh N + and pass through the authentication 

of S . Therefore, the proposed protocol can resist the replay attack. 
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3.3   Impersonation Attack and Forgery Attack 

If a legal user vU wants to impersonate iU to pass through the authentication of S , 

but it is impossible. The reason is that vU cannot generate the correct authentication 

message ( 1)k
uh N + and pass through the authentication of S without knowing 

the iU ’s password. 

3.4   Perfect Forward Security  

In proposed protocol, the session key is forward security. Since an attacker cannot 
obtain all the random nonce k and d , even if he knows the user’s password iPW , S ’s 

secret number x , iN , uN and sN . So he cannot get the Diffie-Hellman values k
uN or 

d
sN between the server and the user. Therefore, an attacker cannot compute 

( 2) ( 2)k d
u sSK h N h N= + = + . (17) 

3.5   Known Key Security  

In proposed protocol, because the session key ( 2) ( 2)k d
u sSK h N h N= + = + is 

dependent to the random nonce k and d , which are different to other sessions. 
Therefore, an attacker cannot know the previous or the future session keys when he 
gets one session key. 

3.6   The User’s Anonymity and Untraceability 

In proposed protocol, the user iU ’s iID is hidden in the authentication messages 

( ) modb
iCID h ID p= and 1 0 ( ) modxb

s i sC C N h ID N p= ⊕ = ⊕ , which include the 

one-time-used random nonce b . Therefore, our protocol keeps user’s anonymity and 
untraceability. 

4   Conclusions 

In this paper, we proposed the first secure dynamic ID-based password authentication 
protocol. Compared to the existing protocols, the proposed protocol has many 
advantages, for example, it can protect the user’s anonymity; can resist the password 
guessing attacks and smart card lost attacks. 
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