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Abstract. In wireless sensor networks, the sensor nodes are facing the random
failure and the selective attacks all the time, which will cause partial or even
entire network disintegrating. How to control the failures resulted from random
failure or the selective attacks has become a hot topic in recent years. In this
paper, we applied three matching models of capacity on three common kinds of
wireless sensor network topology, and each model developed a profit function
to defense cascading failures. Performances of the proposed matching models
of capacity are evaluated using computer simulations. By studying the
relationship between network investment and robustness, we find that NM
model can defend against cascading failures better and requires a lower
investment cost when higher robustness is required .The network performance
analysis and the simulation results indicated that it can improve network
robustness and invulnerability which are particularly important for the design of
networks after applying this algorithm in the wireless sensor network.
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1 Introduction

In recent years, wireless sensor networks have attracted more and more related
researchers for its advantages. Wireless sensor networks consist of large amounts of
wireless sensor nodes to collect information from their sensing terrain, such as
seismic and acoustic data [1-4]. People can spread the nodes in the high temperature,
high humidity, harmful gases and other enemy controlled areas where our personnel
can not reach, to achieve continuous real-time data acquisition in order to achieve
unattended monitoring purposes. With the development of technology (system on a
chip), integrating the sensor nodes into a micro-chip, like smart dust [5] and other
micro-sensor networks will become the future trend of development. In the near
future, it will be possible that hundreds or even thousands of sensor nodes form a
network.

Different from traditional wireless networks, apart from the need for local
information collection and data processing, the sensor nodes should also store and
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forward integrate the data sent by other sensor nodes, and sensor nodes require mutual
coordination and communication with each other and work together to complete
complex work. Restricted by price and volume of the nodes, the wireless sensor
network nodes have only a relatively limited signal processing capabilities, computing
power and storage capacity. Sensor nodes of the network can be divided into different
categories according to the sensing capability, computing power, energy, and etc.
Thus the sensor networks can be divided into homogeneous sensor networks and
heterogeneous sensor networks. Homogeneous sensor network is constituted by the
same nodes (sensor nodes), and the heterogeneous sensor network is constituted by
the different nodes including sensor nodes and sink nodes. The sensors monitor
environmental variations then transmit observation results to a fusion center [6-9]. For
example, seismic and acoustic datas are collected by several sensors and then
transmitted to a sink node for joint processing to detect, classify, and track vehicles
[6].Sink node also has the relatively strong processing power, storage capacity and
communication capacity, for the use of connecting the wireless sensor network and
the external networks. Sink nodes can be either an enhancement of the sensor nodes
or only the particular gateway device with the wireless communication interface
without monitoring functions to ensure the sink nodes have adequate energy and more
memory and computing power. Regardless of sensor nodes or sink nodes, they only
have relatively limited data processing and communication capabilities.The integrity
of the original networks will be destroyed and other nodes will have more business
burden for data transmission if some certain nodes fail. When the load of these nodes
exceeds the capacity of their own or their operating environment deteriorate, these
sensor nodes will also be out of service.

In the category of complex networks, the phenomenon has been abstracted into the
two types of situations:(1) the breakdown of node is random, each node has the equal
probability of breakdown; (2) selective attacks, with the purpose to attack the most
connected nodes for destruction[10]. More processing and communication capabilities
can be allocated to the nodes to avoid affecting the entire network connectivity due to
breakdown of some nodes. Regardless of how much of the investment cost, the sensor
network can reach a high robustness through allocating sufficient redundancy
capacity to the nodes. But it is definitely improper in designing the network of reality.
The designer must take robustness and economy of the sensor network into account
simultaneously.

With the development of wireless sensor networks, the key issue of sensor
network research is to allocate more investment cost to some critical nodes to ensure
them have a higher reliability, thus enhance the sensor network robustness when the
total investment cost of the sensor network is fixed, which means finding a balance
between economy and reliability[11].

2 Robustness of the Complex Networks

The complex network theory has been for some time since first proposed by Barabdsi
and Albert in 1998, but complex network theory and analysis method applied to
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wireless sensor networks research are seriously rare and develop in slow progress. It
is necessary to introduce a way of how to study wireless sensor network by complex
network theory and analysis methods. The key of which lies in a successful modeling
which is able to make complex network theory and analysis methods more suitable
for the application of wireless sensor network in order to achieve the optimization of
some certain network characteristics of wireless sensor network. The complex system
theory study the large-scale network that exists in social system with the systemic
perspective, such as internet, electricity networks, metabolic networks and protein
networks, and etc. Watts and Strogatz revealed the small-world properties of complex
network in 1998, and established a small world network model [12]. Barabasi further
revealed the complexity of many real-world networks with the degree distribution of
power law form, called scale-free network [13], and established a scale-free network
model. These pioneering works promote the complex networks research into a new
era. Therefore, complex networks have recently attracted considerable attention in
physics and other fields. Interestingly, many real-world networks share a certain
number of common topological properties, such as small-world and scale-free
properties [14-17] .
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Fig. 1. Components of wireless sensor network node

Robustness refers to the malfunction avoiding ability of a network when a fraction
of its constituents are damaged. The network robustness has been one of the most
central topics in the complex network research [18]. In scale-free networks, the
existence of hub nodes with high degrees has been shown to yield fragility to
intentional attacks, while at the same time the network becomes robust to random
failures due to the heterogeneous degree distribution [19-22]. Sensor network is a real
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network, must have the characteristics of complex network. Study the dynamic
behavior and complex networks’ characteristics of wireless sensor network will have
special significance for the development of sensor network. In different applications,
the compositions of the wireless sensor network nodes are different [23]. But
generally the core of node consist of three parts: the processing unit (CPU, memory
unit, Embedded Operating System), communication unit and power management unit.
The type of sensor node is determined by the kinds of physical signals monitored by
the node [24].

Fig. 1 is hardware schematic diagram of the sensor node, the sensor node is a
miniaturized embedded system [25], it is typically composed of data acquisition
module, data processing and control module, communication module and power
modules. These units are hold in a matchbox-sized module, some even smaller [26-
27]. Because limited by the volume, sensor nodes are usually battery-powered, this
greatly limits the energy of sensor nodes. In addition, as constrainted by the energy
and volume, the processing power and storage capacity of the sensor nodes is limited
[28-29]. The operating environment of sensor nodes is harsh, as a result, the entire
network may collapse due to the breakdown of some nodes, because nodes prone to
be lack of processing capacity or the destruction of nature to the nodes. And the anti-
investigation actions of enemy will carry out the purpose of destruction to our sensor
networks. People must overcome these problems into account when they construct a
wireless sensor network. The most effective way is to increase investment cost of the
sensor networks. But how to spend less investment cost for a maximum robustness?
The researchers of complex networks have made some significative works in the
topology robustness.

Network robustness [30-34] subjects to random or intentional attacks has been one
of the most central topics in network safety. Therefore, failures on complex networks
have been highly concerned and widely investigated. The network robustness has
been one of the most central topics in the complex network research.

Each node (sensor or fusion center) of the wireless sensor network, its load such as
seismic and acoustic data is either produced or transferred to other nodes, and it is
possible that for the limited processing power and storage capacity, node is
overloaded beyond the given capacity, which is the maximum data that the node can
handle. The breakdown of the heavily loaded single node will cause the redistribution
of loads over its neighboring nodes, and load is reassigned to bypass malfunctioning
nodes which can trigger breakdowns of newly overloaded nodes. This process will go
on until all the loads of the remaining nodes are below their capacities.The damage
caused by failures can be quantified by the relative size of the largest connected
component G, defined as following

G=NI/N (1)

Where N and N are the numbers of nodes in the largest component before and after
the failure, respectively. The integrity of a network is maintained if G =1, while

breakdown occurs if G = (. The relative size G also represents the robustness of
wireless sensor network against intentional attacks or random failure.
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For wireless sensor network, the breakdown of some nodes is sufficient to collapse
partial even the entire system. In the research of the failures, the following two issues
are closely related to each other and of significant interests: one is how to improve the
network robustness to failures, and the other particularly important issue is how to
design manmade networks at a less cost. In most circumstances, a high robustness and a
low cost are difficult to achieve simultaneously. The failure can be prevented by
assigning extra capacities (processing power and storage capacity) to sensor nodes.
Since the extending of sensor network capacity will bring economic and technique
pressure, it is important to explore how to rationally allocate the limited capacity onto
sensor nodes or sink nodes, and efficiently improve the robustness of sensor network. In
general, one can split, at least conceptually, the total cost for the sensor networks into
two different types: on one hand, there should be the initial construction cost to build a
sensor network structure, another type of the cost is required to allocate extra capacities
to sensor nodes or sink nodes of the given sensor network. For the latter, we need to
spend more to have bigger memory sizes and processing power and so on for the server
of sensor node which it can handles more data packets. In the present letter, we assume
that the sensor network structure is given, (accordingly the construction cost is fixed),
and focus only how to efficiently allocate limited resources of capacity to make sensor
network more robust, which should be spent in addition to the initial construction cost.
Assume that in a sensor network, the load of sensor node is li , we expect the capacity

¢. of this sensor node should be an increasing function of |
l 1

¢ :ﬂi I @)

Although it should be possible to find, via a kind of the variational approach, the
optimal functional form of ﬂl < that sensor networks can indeed be made more robust

while spending less cost.

For a given sensor network structure, we aim to increase G and decrease the cost,
which will eventually provide us a way to achieve the high robustness and the low
cost at the same time. In the present letter, for simplicity, we try to find a possible
way of assigning the extra capacities. For the improvement of robustness of the
network, based on the work [35], many models have been studied extensively. While
for the design of manmade networks, Motter-Lai first proposed ML model, Wang et
al, proposed a high-robustness and low-cost model (WK), H.J. Sun et al, also
proposed a NM model to improve networks. In our research, we will apply ML,WK
and NM model to the improvement of sensor networks’ robustness[36]. Our results
suggest that networks can indeed be made more robust while spending less cost.

3 Model

Among the previous works, ML model assumes the capacity ¢; of node i be

proportional to the initial load /; as
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¢ =A-l=0+a)1,i=12,..,N, 3)

Where & = (0 is the control parameter representing the extra capacity. In WK model,
Wang et al . set A(i) as

AG) =1+a6(, /1, —f) @)

Where  @(x)=0(1) for xj0(;0) is the Heaviside step function,
I =max(l) (i=1,2,3...N), and they use &€ [0,00) and B€[0,1] as two
control parameters in the model. In ML model, A has been a constant, which

corresponds to the limiting case of ﬂ =0 with the identification 4 =14 in the

WK model. ML model raises a linear correlation between extra capacity and initial
load, while WK model prefers to protect the highest-load nodes.

In the research of how to design robust manmade network, there is another
capacity allocation model proposed by H.J. Sun. This model considered the
betweenness distribution, the flow generation rate and the network structure in the
process of network designment at the same time, the failures will be alleviated
effectively. In the model, it is assumed that, at each time step, on average, H packets

are generated and the flow is forwarded along the shortest path. The betweenness g

can be used to characterize the number of shortest paths between pairs of nodes that
run through node i. The betweenness of node i can be defined as

n...
B= Y 0 5)

1
jleN,j= T

Where 7, is the number of shortest paths connecting j and 1, while 1, (i) is the

number of shortest paths connecting j and 1 and passing through i. The model assumes
the capacity of a node as the maximum load that the node can handle and is
proportional to its initial load. Thus, the capacity allocation model is given as follows

B,
A=l+o——— )
UND + U
Where the capacity ¢; of node i be proportional to its initial load [ ;» @ 1s a tolerance

parameter, [/ is the average flow generating rate, N is the size of network, D is the

average shortest path length. As we know, in man-made networks, the capacity is
severely limited by cost.
For convenience define the cost e as

1 N
=—>» (4 -1 7
e N;(, ) 7
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In ML model, the cost is

1 N
e =—2 (A-D=0a )
N3
In the WK model, the cost is
1 Y 1 & A N
Cp = — A-1)=— o -0(——- =0-— 9
. N;(, ) NZ:‘ (lm P=a— ©)

Where N is the number of nodes with initial load larger than [l
In the NM model, the cost is

:—Z — ) (10)

o1 ,uND+,u

max

Generally the number of nodes of a network is large, thus

=—Z( ﬂND (11)

i=1

N
Because z B, = N(N —1)D , the equation above can be simplified to
i=1

1 ZB a (12)

—a—
UN ND+1 u

eNM

Apparently, when & =1, the cost of our model is equal to ML model.

4 Simulation and Application

There are three kinds of common network topology in the wireless sensor network:
(1) line structure based on chains, and the sensor nodes are connected in series on one
or more chains in this network topology, while, users are connected at the end of the
chains; (2) planar structure based on network, the wireless sensor network is
connected into a network and very robust, which has a good flexibility; (3)
hierarchical structure based on cluster, and this network topology possesses the
naturally distributed processing ability, meanwhile, cluster head is the distributed
processing center, and sensor nodes deliver the data to the cluster head, accordingly,
the processing and fusion of the data is finished in the cluster head, then the results
will be delivered through multi-hop by other cluster heads or directly delivered to the



Design of Wireless Sensor Networks Considering the Robustness of the Topology 223

users. In this letter, we will not only apply three matching models of capacity
mentioned above, but also analyse the effect of the models on different network
topology.

The final purpose of our research is to maximize the benefits within limited
resources. The traditional method is to allocate larger capacity to the node with the
largest degree or load, which may only obtain a tiny benefit even a negative one in
some circumstance. Therefore, it is important to find the optimal strategy of capacity
allocation in order to maximize the profit of the investment.
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Fig. 2. The effects of ML,WK, NM on the topology of line structure based on chains
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Fig. 3. The effects of ML,WK,NM on the topology of planar structure based on network
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Fig. 4. The effects of ML,WK, NM on the topology of hierarchical structure based on cluster

In this paper, we call G, and cost e as the income and the cost functions

respectively. we illustrate how the models work in practice by considering three
sensor network topologies: (1) line structure based on chains; (2) planar structure
based on network;(3) hierarchical structure based on cluster. The tested sensor
network is created according to the BA mode with network size N=1000, average
degree <k>=4.

Here we focus on failures triggered by the removal of a single node, which is
among those with higher load.

Figure 2 describes the effect of the models applied on three different sensor
network topologys, abscissa is the investment for the nodes of wireless sensor
network, vertical axis is G indicating flexibility of the network confronts

max

deliberately attacks and random failures. The larger G, is, the better the matching

model of capacity is. Constructing a wireless sensor network according the strategy of
this model can make the network get a higher robustness. In Figure 2, we can see that,
applying ML, WK and NM to the construction of sensor network that is based on the
topology of line structure based on chains. Therefore, the NM model get the highest
profit, and the NM model has the best robustness against the failures. Figure 3 reveals
that when the abscissa increase from 0 to 0.66, the effect of NM is better than ML
and WK. However, when the abscissa increases from 0.66 to 1.2, the effect of ML is
better than NM, and the effect of ML and NM is nearly the same lever at 1.0 when
abscissa is larger than 1.2.This indicates that constructing wireless sensor network
according to the topology of planar structure based on network can get a higher
robustness.

Figure 4 reveals that when the abscissa increase from 0 to 1.02, the effect of NM is
obviously better than ML and WK, but when the abscissa increase larger than 1.02,
the effect of ML is better than WK and NM. To sum up the three figures above, we
can find out that when allocating different investment on different topologys, the ML.
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WK and NM can get different effects. But overall the effect of NM is better than ML
and WK.

5 Conclusion

The main idea in our research is the same as in existing studies: in a highly
heterogeneous wireless sensor network with a broad load distribution, nodes with
large loads should be more protected by assigning large capacities such as processing
power, storage capacity and communication capability. This study presents how to
enhance robustness of the wireless sensor network by the way of allocating more
capabilities to the important and hub nodes based on the concept of robustness of
complex network. We proposed three matching models of capacity (ML, WK and
NM) then applied these matching models of capacity on three common kinds of
wireless sensor network topologies and compared the effects of these modes.
Simulation results show that improves the robustness of the wireless sensor networks
through allocating more processing and communication capabilities to the important
and hub nodes is definitely feasible. Under the same network investment, applying the
algorithm of NM model can get a higher robustness. we believe this work have its
theoretical importance and potential application in designing wireless sensor networks
from the point of economic view. It can also provide guidance in designing more
robust artificial networks.
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