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Introduction

Mobile phones are ubiquitous and are used for email, text messages, navigation,
education, and as a pyment tool (e.g., Mobile Money — extensively used in China
and Japan [1]). Consequently, mobile devices carry a lot of personal data and, if
stolen, that data can be more important than the loss of the device.

Most of the works on mobile devices security have focused on physical aspects
and/or access control, which do not protect the private data on a stolen device
that is in the post authentication state. However, some existing works, e.g. Lap-
top Cop [2] aim to protect data on stolen devices by remotely and manually
deleting it, which requires user intervention. It may take hours before the user
notices the loss of his device.

The main goal of this work is to efficiently detect a theft of a mobile device
based on the intruder’s anomalous behavior. In a previous study [3], we used
network access and file system activities to build a behavioral model and were
able to detect attacks on portable devices within 5 minutes with 90% accuracy.
In this study, we use spatio-temporal information and trajectory analysis for
modelling user behavior and anomaly detection.

While some works [4J5l6] have proposed mobility-based intrusion detection,
to the best of our knowledge, this is the first mobile intrusion detection solution
that is based on spatio-temporal information and trajectory analysis enabling a
detection of an attack in 15 minutes with 81% accuracy. The simple data struc-
ture used to represent user model (2- and 3-dimension matrix), allows efficient
lookup-based attack detection.

System Architecture

Our main objectives are to: (1) develop an efficient algorithm to derive a user
model based on spatio-temporal information and trajectory analysis; (2) deter-
mine the accuracy of distinguishing individual users based on their motions pat-
terns, and (3) provide high detection accuracy with the smallest possible delay
at low energy cost. Our methodology is based on the following observations:

— most mobile systems have GPS receivers and can gather location traces.

— individuals tend to have small set of locations that they visit every day [7].

— individuals tend to take the same path when moving between the same
locations [7].
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Fig. 1. System architecture

To achieve our objectives, we developed a system to automatically generate
mobility models and detect behavioral anomalies. Figure[lillustrates the system
architecture which consists of: (ICS) — the information capturing system, residing
on the mobile device, with a custom-developed application to track the device
location; register it continuously in a new log every T minutes. It also contains
the feature extraction module. (IMS) — the information management system,
which collects the log-files from the ICS and resides on a computer with higher
performance and much looser power consumption constraints than the mobile
device. It is responsible for building mobility models and performing anomaly
detection. Upon building the user model, the IMS sends it to the mobile device
allowing it to detect attacks in the absence of wireless connection at some power
consumption penalty. (RMS) — the response management system resides on both
the mobile device and the remote server that hosts the IMS. Upon receiving an
alert, the IMS identifies the appropriate action to be taken to protect data on
the mobile device. These actions could be a notification to the device owner,
locking device, or deleting data automatically.
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