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Abstract. Digital Images for seamless transmission over mobile network are
required to be ensured with authentication and increasing concern for their
integrity, originality and non repudiation qualities. In this paper, a novel
approach of digital signature scheme of an image is introduced. The proposed
scheme consists of three main steps. First, pixel selection, second, pixel values
digest through hash function, and finally, creation of digital signature using
elliptic curve cryptography based on public key cryptosystem. In this process,
the sender uses the private key for hash value encryption, and the recipient uses
the public key for signature verification. Instead of directly sending an original
image to the recipients, the embedded copy is sent with signed digital signature
for authentication.

1 Introduction

With the introduction of mobile devices, smart cards and many other gadgets, it has
become an easy task to deal with images over any mobile network. Further
improvement in processing power, miniaturization of portable storage media have
considerably enhance multimedia transmission capability [6][7]. Despite these
technological advances over last few years, users are likely to face situations, where
the contents so received may have the possibility of being tampered with, producing
copies of, and illegally redistributing digital contents[15][16]. Without solving these
security related issues, digital multimedia products and services cannot succeed in
the domain of ecommerce. An attempt to work out a tangible solution for
achieving image authentication using digital signature [10][11] by Elliptic Curve
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Cryptography(ECC) is introduced. A comparative study of the conventional algorithm
and the one that employs ECC justifies our contention.

Images are popular in multimedia with various applications. Each image is
composed of pixels. Each pixel can be represented by eight bits [12][18] with its
value between 0-255. In the proposed algorithm, a hash function SHA-1 is used to
transform some pixels of the image to obtain the digest value followed by encrypting
with private key to which ECC is applied for generation of digital signature[8][14].
The image so embedded with digital signature [2][17] received at the destination can
be separated by using the method discussed in section 4.3. After separation of digital
signature, the hash function SHA-1 is operated upon the selected pixels to generate
the message digest. In the end, to assess any undesirable interference, the signature
verification on digested message using the public key can be prepared. The security
feature attributed to digital signature depends on encryption and verification.
Conventional algorithms are not suitable for mobile devices due to more space
complexity. Among the non-conventional algorithms, RSA encryption algorithm is
not suitable due to large key size. Multimedia files are transmitted as compressed
files. If digital signature [8][16] processing will have complexity issues, then its
application with the mobile devices is not desirable.

In the following section, there is a brief discussion on background of ECC and
point multiplication over GF(p) and F," in section 2. In Section 3, we discuss on

digital signature. Section 4 describes on proposed algorithm. Section 5 presents a
comparative analysis. Finally section 6 concludes the paper.

2 Elliptic Curve

Informally, an elliptic curve is a type of cubic curve defined by an equation of the
form

y2=x3+ax+b D

Where a and b are real numbers.

The definition of elliptic curve also requires that the curve be non-singular.
Geometrically, this means that the graph has no cusps, self-intersections, or isolated
points. Algebraically, this involves calculating the discriminant

D=4da3+27b° +0 )
The curve is non-singular if and only if the discriminant is not equal to zero. It is not

safe to use singular curves for cryptography as they are easy to crack. Due to this
reason we generally take non-singular curves for data encryption.
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2.1  Elliptic Curves over F5"

The binary finite field implementation is that the elements of GF(2™) can be
represented by m-bit binary code words . This implies that a finite field of form

GF(2™)is of characteristic 2. The equation of the elliptic curve on a binary field F 2m is
y2+xy=x3+ax2+b,whereb¢0. 3)

Here the elements of the finite field are integers of length at most m bits. These
numbers can be considered as a binary polynomial of degree
m—1.In binary polynomial the coefficients can only be 0 or 1.

2.2  Arithmetic in GF(2™)

In this section, we want to introduce briefly the arithmetic operations needed to
implement ECC point multiplication over binary polynomial fields GF(2™). The
operations include modular addition, subtraction, multiplication, squaring, division,
and inverse, where the operands are polynomials with coefficients of either 0 or 1. We
use the polynomial basis representation where a polynomial a(x) € GF(2 ™) in
canonical form is written as

2

a(x) = am_]xm'l + am_me'Z +.tax tajpx+ag “4)

a; € GF(2). For computation purposes, an m bit binary vector can be used to
represent the coefficients. For example, the polynomial x5 +x2 + 1 can be written as

1101.

2.3  Point Multiplication Algorithm

Scalar multiplication is the computation of the form Q = kP where P and Q are the
elliptic curve points and k is an integer. This is achieved by repeated elliptic curve
point addition and doubling operations. Point negation also includes as a
miscellaneous operation, which is about to be suggested for fast implementation
algorithm of kP.

The integer k is represented as

k=2, 2™ 3,02 ™+ ...+ x,+ X )
where

xie {1,0}andm=0,12, ... ,n-1

The addition of two points on a curve over F» is defined as.
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Let P(x7,y7)s and 0(x2,y2) be two different points on the curves, when P # Q the

operation P + O = (x3, y3) can then be derived as shown as shown in

P=@x.y) .1

-
-

' [
X \ d '\ I

P =(x1.y1)

R = (.T3. \H

(@) (b)
Fig. 1. a. Point Addition P+Q= R, b. The operation P + P = 2P
Algorithm.1.a
Algebraic Formulae Over Fp
Point addition
P+ oo=P

Case 1. If P # Q, then ((x;#x5) and (y ;£ y5))
Stepl. Find o= 0’2 —y]) / ()CZ —x])
Step2. P+Q = (x3,v3) = (02 - x] - x5, ofx) - x3) - ¥))

Point doubling

Case 1. If P = Q, then ((x;=x5) and (y;=y»))
Stepl. Find o= (3x; 2 +a)/(2y;)
Step2. 2P = (X3,y3) = (0!2 -X]—Xp, a(x] —X3) —y])
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Algorithm.1.b

Algebraic Formulae Over F 2’”

Point addition
Case I.
Stepl.If P # Q, then ((x;#x5) and (y;7y7))

Step2. Find @r= (y; +y2) / (xj+x5)

Step3. P+Q = (x3,y3) = (a2 +a+xptxy +a, a(xptxz)+xztyg)
Point double

Case 1.

Stepl. If P = Q, then ((x;=x5) and (y;=y7)),

Step2. Find o= xj+ (y; /x7)

Step3. 2P = (x3.y3) = (02 + & +a, x;% +(ar+ x3)
Algorithm:1.c

Point negation

Stepl. If Q = (x, y) is over F,'" then

-Q = (x, x +y) is over Fy

3 Digital Signature by ECC

INPUT: Domain parameters = (a, b, P ,h, n) private key g, pixel values m.
OUTPUT: Signature (s;, s2)

1. Select k € R [1,n-1]

2. Compute kP = (x;, y;) and convert x; to an integer Xx;.

3. Compute s; = x; mod n. If s; =0 then go to step 1.

4. Compute d = SHA-1 (m).

5. Compute s, = k 'l(d + g s;) mod n. If s, = 0 then go to step 1.
6. Return(s;, s7).

3.1 ECDSA Signature Verification

INPUT: Domain parameters=(q, a, b, P, n) public key Q, pixel values m,
signature(sy, S,).
OUTPUT: Acceptance or rejection of the signature.

341

1. Verify that s; and s, are integers in the interval [1, n—1]. If any verification failsthen

return (“Reject the signature”).
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. Compute d=SHA-1 (m).

. Compute w=s,—1 mod n.

. Compute X =vP+v,0.

O 00 N O L AW

4 Experimental Results

Select the pixels according to desire. More pixels may be assumed for better signature
strength. Preparation of digital signature through all the pixels is not so easy and it is
too complicated with more time and space complexity. To avoid this situation, select
100 to 1000 number of pixels for preparation of it with best security level will well

suit the purpose.
Select the pixels

1. RGB = imread(‘Litesh.jpg")
2.col=[m,n, ...]
3. row = [x,y,...]

. If X = oothen Invalid the signature”;

. Else return ( ““ Reject the signature ™ ).

4. pixels = im pixel (RGB, col, row)

Assume 4 pixels from Fig.2.a

For testing we have assumed only four pixels of Fig.2, and their representation is

as like as the following.

. Compute v{ =dw mod n and v,=s; wmod n.

. If z=s, then return (“Accept the signature”);

Table 1. Four pixels with the pixel value eight bit each

. Convert the x-coordinate x, of X to an integer x;; compute z=x; mod 7.

0 1 1 0 0 0 0 1

0 1 1 0 0 0 1 0

0 1 1 0 0 0 1 1

1 1 0 0 0 1 1 0
Message M = “01100001 01100010 01100011 11000110~
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4.1 Digital Signature by ECC
SHA-1(M) = e364706816aba3e25717850c26c¢9cd0d89d60edc

§1 = 8baclab66410435cb7181f95b16ab97¢92b341c0

Sy = 41e2345f1£56df2458f426d155b4ba2db6dcd8c8

(a) (b)

© (d)

Fig. 2. a. Litesh.jpg, b. Machine Language Litesh.jpg, c. Machine Language after embedding
digital signature(sy, s,), d. Litesh.jpg after embedding digital signature(s;, s,)

After creating the digital signature, it’s necessary to embed within the image.
Fig.2.a to d depict all the processing steps to embed the digital signature with the
image.
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Here we have illustrated a comparison between before Fig.2.b and after Fig.2.c
embedding the digital signature within the image. If we will go after an observation
then we can find out the differences amongst the symbols in machine language.

4.2 Embedded Digital Signature Extraction Process

In this process the data embeddable pixels are identified from the embedded image.
These pixels are given as input to the next stage i.e., the color of each embeddable
pixel and those of its four precedent neighbors are given as input to the color ordering
and mapping function. If the output is ‘1’ then the extracted secret bit is taken to be
‘1> otherwise, ‘0’. The extracted digital signature is compared with the extracted
embedded data for verification.

Recipient will use the same positional pixels which were used by sender as the
input to SHA-1 to create the digested message. The image embedded with digital
signature can always be robustly verified for authenticity even though the attacker in
the transit will attempt to interfere. However, the identical pixel selection at the
source and at the destination ends to remain intact lest the authentication and the
integrity of the image will be under siege.

4.3 ECDSA Signature Verification

z = 8baclab66410435cb7181f95b16ab97¢92b341c0
s1 = 2, So the signature is acceptable

Suppose any tampering is there then there must be impact on “z” and z value must not
be matched with s;.

4.4 Experimental Result after Tampering

Litesh.jpg is tampered on the mid then we can get the output z as
z = 8b431ab665d1435cb7181195b16df37c¢92b341c0

S| # Z, As a consequence signature is not acceptable

S Comparison between Digital Signature by RSA and ECC

Both the algorithms can be used for preparation of digital signature from an image.
We can’t use RSA algorithm for mobile devices due to its long key size. Desired level
of security can be achieved with ECC using small key size. A comparison between
RSA and ECC algorithms is shown in Figure-3. For this occasion Elliptic Curve
Cryptography proved to be appropriate for image encryption on mobile devices.
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Comparison of secmity levels

Digital Signature by ECC and RSA
G000 T

Digital Signature by RSA and
its strength

5000

T

4000
1

Key size
m bits

3000

2000

1000

Digital Signature by ECC and
its stregth

i 100000000  1E+12 1F+20 1F+36

Time to break key(in years)

Fig. 3. Comparison between digital signature of an image by RSA and ECC

6 Conclusion

For image authentication, it is desired that the verification method be able to resist
content-preserving modifications while being sensitive to content-changing
modifications. In this paper, an attempt is made to embed digital signature of an
image with ECC for achieving better result. We have assumed only 4 pixels for
manual calculation. In the real applications, 100-1000 pixels will cover a secure and
strong digital signature. Preparation of digital signature from all pixels requires more
time and space that may not be suitable for small devices due to limited space and less
processing power. To overcome such type of problem, we propose this technique with
limited number of pixels for preparation of digital signature keeping well in view the
micro devices with better strength.
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