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Abstract. Generally, in encryption or decryption process some of the characters
are inter changed by using some encryption and decryption algorithms with
key. This paper puts focusing a safe mechanism for secured message passing to
tackle the security problem of information. We propose a new technique to
encrypt the text message by sorting technique. In our method, the encryption
process which is carried out by the plain text is arranged in to alphabetical order
by sorting procedure and produces the cipher text. The proposed encryption
technique needs the ASCII value of the characters. This technique has two ad-
vantages over traditional schemes. First, the encryption and decryption proce-
dures are very simple, and subsequently, much faster. Second, the security level
is very high due to the ASCII value substitutions of alphabetic characters. In
this paper, the encryption and decryption procedures are explained.

Keywords: Encryption, Decryption, Plain text, Cipher text, ASCII value, sort-
ing technique.

1 Introduction

Encryption is a mechanism by which a message is translated into another form so that
only the sender and receiver can see. When a message is encrypted, that means that it
is transformed into a form when the data is passed through some substitute technique,
shifting technique, table references or mathematical operations. All those processes
generate a different form of that data and that is not readable. When a message is
decrypted, it will get the original sent message. Encryption can provide strong securi-
ty for data in the transmission. In general, cryptography concept is for maintaining the
secured message passing system. Encryption, a cryptographic implementation, is the
conversion of data into mixture of characters that, when viewed, cannot be read as
simple text. Simple text is defined as standard written text, by the sender. The encrypt
data is called a cipher, or cipher text which is in the other form of given data [1],
while unencrypted data is called plaintext. Decryption is the process of converting
encrypted data (cipher text) back into its original form (plaintext), so it can be
readable.
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The Network security is concerned with the security of information. [Good security
means that the system and users are protected from attacks originating from inside the
network just as well as they from outside attacks.] Security — guarding against interfe-
rence by entities external to a system. The main aim is to protect the information,
which is sent from one system to another through network. The information security
is defined as follows.

Information security = Confidentiality + integrity + availability+ authentication.
There can be no information security without confidentiality. Confidentiality ensures
the unauthorized users do not intercept copy or replicate the information. The integri-
ty is necessary so that the accurate information can flow over the network. The infor-
mation security is also required during the retrial of the data. The users should be
authenticated to retrieve data and the information is not secure without authentication.
There is no such thing as a completely secure computer network. Fig 1: shows the
basic cryptographic system which uses the encryption and the decryption process
based on the key.
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Plain text .
Cipher Text Plain text
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Encryption Decryption

Fig. 1. Basic cryptographic system

2 Existing Techniques

All the encryption algorithms are based on two methods: the first one is substitution,
in which each element in the plaintext (bit, letter and group of bits or letters) is asso-
ciated with another element and the second is transposition, the elements of the
plaintext have simply been re-arranged in another form; their position have been
changed.[2]

2.1  Transposition Cipher

These ciphers are block ciphers, which changes the position of particular characters or
bits of the input block. For the encryption, the plaintext is broken into n symbols and
a key specifies one of (n!-1) possible permutations. The deciphering is accomplished
by using an inverse permutation which restores the original sequence. [3] Transposi-
tion ciphers preserve the frequency distribution of single letters destroy the diagram
and higher-order distributions. These techniques are also combined with other ciphers
to produce a more secure product cipher. The simplest such cipher is thee rail fence
technique, in which the plain text is written down as a sequence of diagonals and then
read off as a sequence of rows. For example, to encipher the message——we are dis-
covered flee at once —with a rail fence of depth 3, we write the following
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w...E...C...R... L. ..T..... E
E.R.D.S.O.E.E.F.E. A.0..C.

. A .. Voo D... E.. . N..

The encrypted message: WECRLTEERDSOEEFEAOCAIVDEN

2.2 Substitution Ciphers

A substitution technique is one in which the letters of plain text are replaced by other
letters or by numbers or symbols. The well known substitution cipher was invented
by Julius Caesar. The Caesar cipher involves replacing each letter of the alphabet with
three positions. [4]For example: Plaintext: task completed

Cipher text: wdvn frpsohwhg. In this technique alphabet are wrapped around for
the alphabets x, y and z so that the letter following Z is A. We can define the trans-
formation as follows Plain:abcdefghijklmnopqrstuvwxyz

Cipher: DEFGHIJKLMNOPQRSTUVWXYZABC

3 Proposed Methodology

The system deals with security by using sorting technique for encryption and decryption.

3.1  Encryption Algorithm

The encryption process of C= E (K, P) using the proposed algorithm consists of three
steps.

Steps

1. Assign the ASCII numeric values for the alphabets from the figure 2.

2. Arrange the numeric values by ascending order by any other sorting technique.
3. Substitute the alphabets for the ordered set.
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Fig. 2. ASCII value for the characters
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3.2  Working Principle of Encryption
Step 1:

The encryption process involves taking each character of data and comparing it
against a key. For example, one could encrypt the string “GOD IS GREAT” of data in
any number of ways, for example, one may use a simple letter-number method. In this
method, each in the alp number encryption (i.e.,ASCII( A)= 65,ASCII
( B)=66,ASCII( C)=67, and so on), this data is translated into the following numbers:
717968 73 8371 82 69 65 84 .

Step 2:

Arrange the series of step 1 with ascending order by using with any sorting technique.
In this method we are applying the basic bubble sort technique to arrange the
series.
Input of step 1 series: 7179 68 73 83 71 82 69 65 84
Output after the bubble sort: 65 68 69 71 71 73 79 82 83 84

Step 3:

Now the output of step 2 is substituted with the corresponding alphabets.
Substitution of alphabets: ADEGGIORST.

m
ASCH
{Character)
Arrange in
Aasrendinge
Substitute
Alnhahets
Cipher Text

Fig. 3. Encryption Block Diagram

B Decryption Algorithm

The decryption algorithm performs the reverse operations of encryption such that P =
D (K, C). It is done in three steps. The steps are as follows,

1. Reverse the cipher text. Then substitute the ASCII value.
2. Arrange the step 1 result by ascending order by using any sorting technique.
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3. Match with the cipher text, if it is match with cipher text then it will display the
plain text, otherwise it will give us error report. i.e the plain text will not be identified
by the receiver.

Cipher text

Reverse the
cipher text

Arrange by
ascending
arder

Compar
estepl
autpuUr

& step

Plain text Mo plain text

Fig. 4. Decryption Block Diagram

3.3  Working Principle of Decryption

Step 1: Reverse the cipher text from the encryption process.

Cipher Text: ADEGGIORST
Reverse the cipher text: TSROIGGEDA

Step 2: Arrange the reverse of the cipher text in ascending order by using with bubble
sort technique.

Now the output is as: ADEGGIORST

Step 3: Compare the output of step 1 and step 2. It is matches then the plain text will
be displayed from the file. Otherwise it will not display the plain text. The receiver
will not identify the plain text. Once he knows the key process only he can decrypt the
message.

Step 1 output = step 2 output

ADEGGIORST = ADEGGIORST  hence the receiver can decrypt the text

message and he can get the plain text.
Decrypt message: GOD IS GREAT



198 S. Muthusundari and S.S. Baboo

3.4  Case Study of Encryption Process and Decryption Process

Case 1: Encryption Process

Consider the plain text as a single word: MILITARY

Step 1: Assign the ASCII Value of each alphabet in the plain text. Now we get,
ASCII (M) =77 ASCII (I) =73 ASCII (L) =76
ASCII (I) =73 ASCII (T) =84 ASCII (A) =65
ASCII (R) =82 ASCII (Y) =89

PLAIN TEXT M 1 L I T A R Y

ASCII VALUE 77 73 76 73 84 65 82 89

STEP 2: Arrange the ASCII value by bubble sort technique

ASCII value : 77 73 76 73 84 65 82 89
Ascending Order: 65 73 73 76 77 82 84 89

Step 3: Substitute the alphabets for the ascending order.

Ascending Order: 65 73 73 76 77 82 84 89
Cipher Text i A I I L M R T Y
PLAINTEXT:-MILITARY

CIPHER TEXT: AIILMRTY

Case 1: Decryption Process

Step 1: Get the cipher text from the encryption process and reverse the cipher text.
CIPHER TEXT: AIILMRTY
Reverse Cipher Text: YTRMLITA

Step 2: Arrange the output of reverse the cipher text in ascending order by bubble sort
technique.

Reverse Cipher Text: YTRMLITA

Ascending order: AIILMRTY

Step 3: Match the cipher text and step 2 output. If both are match then the receiver
will get the plain text from the index file, otherwise he will not get the plain text . The
cipher text will not decrypted by the receiver. Hence security provides by the algo-
rithm.

CIPHER TEXT: AIILMRTY isequalto
Ascending order: AIILMRTY Hence the receiver will get the plain text.
PLAIN TEXT: MILITARY

Case Study of Encryption Process and Decryption Process:

Case 2: Encryption Process

Consider the plain text as a single sentence: WELCOME TO THE STAGE
Step 1: Assign the ASCII Value of each alphabet in the plain text. Now we get,
ASCII (W)= 87 ASCII (E) = 69 ASCII(L) = 76
ASCII(C) = 6 ASCII ( O) 79 ASCII (M) 77
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ASCII(E) = 69 ASCII(T) = 84 ASCII(0) = 79
ASCII(T) = 84 ASCII(H) = 72 ASCII (E) = 69
ASCII(S) = 83 ASCII(T) = 84 ASCII ( A) = 65
ASCII(G) = 71 ASCII (E) = 69

PLAINTEXT: W EL C OMETOT HE S TAG E
ASCII VALUE: 876976 6779 77 69 8479 8472 69 83 84 6571 69

Step 2: Arrange the ASCII value by bubble sort technique

ASCII VALUE: 87697667797769 8479 8472 69 83 84 6571 69
Ascending order:  65676969696971 7276 7779 79 83 84 84 84 87
Step 3: Substitute the alphabets for the ascending order.

Ascending order: 65676969696971 7276 7779 79 83 84 84 84 87
Cipher Text: A CEEE E GHLMOOS T T T W
PLAINTEXT: W E LCOM E T OT H E S T A G E
CipherTextt A C E E EEGHUL MOO ST T T W

Case 2: Decryption Process

Step 1: Get the cipher text from the encryption process and reverse the cipher text.
CIPHERTEXT: A C E E EE G HLMO OST TT W
Reverse Cipher Text WT T T S O O M LHG E E E E C A

Step 2: Arrange the output of reverse the cipher text in ascending order by bubble sort
technique.

Reverse CipherText W T T T S O O M L HG EE E E A
Ascendingorder: A C E E E E G HL MO O ST TT w

Step 3: Match the cipher text and step 2 output. If both are match then the receiver

will get the plain text from the index file, otherwise he will not get the plain text . The

cipher text will not decrypted by the receiver. Hence security provides by the algo-

rithm.

CIPHER TEXT: A C E E EE G HL MOOSTT TW

is equal to

Ascendingorder: A C EE EE G HL M O O S T T T W
Hence the receiver will get the plain text.

PLAINTEXT: W EL C OME TOTHES TAG E

4 Simulation and Experimental Results

We present here results generated from practical implementation of our algorithm. A
plain text is taken as the input to the algorithm. The various steps involved in the en-
cryption algorithm are carried out.

The sample test data is given below from the implementation of C program.
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& Turbo C++ IDE — - [

enter the string:GOD IS GREAT
the cipher text is: ADEGGIORST
lenter d string:=ADEGGIORST

The plain text is GOD IS GREAT

4.1 Implementation Procedure

The plain text which is transformed in to its ASCII value and then ASCII value will
be arranged in to ascending order by using Bubble sort technique, then for the value
the corresponding characters will replace and hence produce the Cipher text.

The Cipher text are given as input to the receiver than the receiver decrypt by re-
verse the cipher text and again by the same reverse process of encryption it is substi-
tutes its ASCII value then arrange in ascending order by using Bubble sort technique.
Then it match with cipher text and the ascending order substitutes data, if both are
match then it takes the plain text from the file and display. On any other way it will
not decrypt the plain text. Hence security is higher than any other encryption methods.
Even though we know the key for the decryption process also the receiver cannot able
to attain the plain text. If receiver cannot then definitely no one can attain the plain
text. So 100% security message passing is produced.

The results shown here are implemented by using bubble sort technique. Hence
the system is implemented successfully

5 Conclusion and Future Work

The Encryption algorithm, presented above, is a simple, direct substitution algorithm
using sorting technique. Consequently, it is very fast and suitable for high speed en-
cryption applications. The ASCII value translations give strength to this encryption
algorithm. The combination of alphabetic substitution, sorting makes the decryption
process very simple.

In future work, to improve the performance of the encryption and decryption
process by using a novel sorting technique D-Shuffle method is going to be proposed ,
in place of Bubble sort. The performance and the efficiency of our proposed algorithm
will be more benefited for secure message passing system.
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