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Abstract. Network Services universally rely upon Authentication and  
Authorization mechanisms to ensure secure and personalized service provision. 
Protocols, such as Diameter provides a reliable framework for efficient access 
control to network services utilized by network devices. This framework can 
also encompass application level services e.g. web applications accessed via 
web browsers [1]. On the other hand, the prevalence of Internet based servic-
es and applications have brought about the burden of identity management 
among distributed security domains, an issue not specifically addressed by 
protocols such as Diameter. Efforts such as OpenID alleviate this difficulty by 
proposing an application level framework based on open standards to realize 
single sign on/off [ 2 ]

 
semantics with regard to application level services. 

However, these technologies do not build upon existing security infrastructure, 
require significant investment in terms of technology adoption and have yet 
to receive industry wide acceptance and support. This paper presents Diame-
ter Single Sign On – a framework that provides single sign on/off semantics in 
the context of network and application level services by harnessing the 
strengths of existing and proven authentication and authorization infrastructure. 
Because of combination of the Diameter protocol with Single Sign On and Ope-
nID the proposed architecture overcomes the problem of identity management 
and also builds on existing security infrastructure. 
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1 Introduction 

As Internet becomes a popular medium of doing everyday works, ensuring security to 
the users to access a network or application level resources is a raising question in the 
modern world. Furthermore, providing privileges to the users for accessing resources 
as well as storing users history about their usage of the resources is also taken the 
concern. AAA (Authentication, Authorization, Accounting) security services provide 
the primary framework through which a network administrator or a service provider 
can set up access control on network points of entry or network access servers, or set 
up an access control on applications [10]. Authentication checks the identity of the 
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users, Authorization confirms the proper access control rights of the users, and Ac-
counting declares the history of the users [11]. The core elements [11] of AAA are: 
Clients for authentication (itself or another user); Policy Enforcement Point (Authen-
ticator),  provides the constraints for a client access to the resources; Policy Informa-
tion Point (PIP), stores information about devices or user access requests and helps to 
make the access decision; Policy Decision Point (AAA Server), takes final decision 
about a resource access and takes the access request from the clients through PEP and 
queries for relevant information to the PIPs for decision making; Accounting and 
Reporting System, records usage of the resources with details information, such as – 
who are using the resources now, from where the resources are accessed, who are 
granted to access the resources, etc. 

In recent times each and every user has a large number of accounts for using dif-
ferent types of web applications or network resources. It is quite natural that a single 
user may not have the same user ID in all of these accounts and that’s why, it is diffi-
cult for that user to manage all of his IDs (combination of both user name and pass-
word). To solve this identity management problem an open decentralized, true 
framework is introduced named OpenID, [12]

 
which offers the way of authentication 

to a user for several services by providing his OpenID password only once.  
Diameter [3] is a network protocol that provides AAA to the end users. Because of 

the flexibility of this protocol it can be used efficiently for the basic purpose of the 
AAA realm. Although this protocol has reliable framework, efficient access control 
and support for the application level services, it suffers from lack of identity man-
agement capabilities. However, Single sign On [6] with OpenID solve this problem of 
identity management by authenticate users by providing their passwords only once. 
But it does not build upon existing security infrastructure and requires significant 
investment in terms of technology adoption. 

Motivated by identifying these problems I proposed a framework Diameter Single 
Sign On for secure and personalized service provision via authentication and authori-
zation in this paper. It provides single sign on/off semantics in the context of net-
work and application level services by harnessing the strengths of existing and proven 
authentication and authorization infrastructure.  

The remainder of the paper is organized as follows: In Section 2, I present the re-
lated work. Section 3 represents the detailed description of my solution and Section 4 
illustrates possible future research directions. Finally, section 5 presents the conclu-
sions of this paper by including the achievements. 

2 Related Work 

2.1 Network Service Authentication and Authorization with Diameter 
(RADIUS X 2) 

The Diameter [3]
 
is a network protocol for centralized Authentication, Authorization 

and Accounting. It is an application layer protocol that handles the communication be-
tween clients and servers through reliable transport. It is an upgrade to the RADIUS [4] 
(Remote Authentication Dial in User Service) protocol that is in wide use for access 



 Diameter Single Sign On – Secure and Personalized Service Provision 575 

 

control to various network services including local area networks, wireless networks 
and the Internet. Fig. 1 illustrates a typical Diameter deployment scenario. 

In a typical Authorization and Authentication transaction [5], the following se-
quence of events takes place. 

1. User via User Agent (UA) initiates authentication procedure with the Network 
Access Server (NAS) to access a   network service. 

2. NAS Diameter client forwards Access-Request with user credentials to the Di-
ameter Server. 

3. Diameter Server checks the authenticity of user credentials and responds with 
Accept or Reject. 

4. Based on the type of response and associated attribute value pairs, the Di-
ameter client provides appropriate services to the User. 

 

Fig. 1.  Network Service Authentication & Authorization with Diameter 

Although Diameter provides an efficient access control to network and application 
level services, the issue of identity management in Internet-based applications is not 
addressed properly. 

2.2 Single Sign On with Open ID  

Single sign on [6] refers to the facility that allows a user to a number of appli-
cation services by providing his/her credentials only once. OpenID realizes Single 
Sign On / Off [7] by allowing a    user to authenticate with multiple security domains 
using a single identity such that the security domains trust certain authentication 
authority. Fig. 2 illustrates a higher level view of Single Sign On with OpenID. 

After the user has established a trust relationship with an OpenID Identity Provider 
/ Server (e.g.provider.com by registering an OpenID Identifier (an unique URL e.g. 
bob.provider. com), the following sequence of steps takes place while signing in. 
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Fig. 2.  Single Sign On with Open ID  

1. UA requests a resource hosted by a relying party Web Server and presents an 
OpenID identifier. 

2. The Web Server determines the OpenID Identity Provider from the presented 
Open ID Identifier and determines its Service URL. The Web Server and the 
Identity Provider establish a shared secret. The Web Server then redirects UA to 
the Identity Provider. 

3. The User via UA provides authentication credentials to the Identity Provider. 
4. Having successfully authenticated the user, the Identify Provider forwards us-

ers identity credentials to the Web Server with the user's consent. 
5. The Web Server verifies the authenticity and integrity of received identity in-

formation using the shared secret established earlier. Upon successful verifica-
tion, the requested resource is presented to the user. 

However, Open ID does not build on existing security infrastructure and therefore, 
requires an industry wide accepted standard infrastructure. 

3 Solution 

Single Sign On Service that allows manageable and end user friendly access control 
f o r  network and application level services can benefit from the reliability and mass 
deployment of Diameter / RADIUS infrastructure. In the  proposed framework,  end  
user security credentials and associated information including preferences as well as 
access rights are stored in a data store (LDAP,  RDBMS) connected  to the Diameter 
Server. Each user is uniquely identified by an identifier of the form Us-
er@SecurityDomain, where SecurityDomain represents the globally unique identifier 
(URI) of the Diameter Server and User represents a unique user name within the 
security domain. Thus, a trust relationship is established between the user and the 
Diameter Server.  Fig. 3 depicts an envisioned deployment of my proposed architec-
ture. Among other benefits, the proposed architecture provides a uniform mechanism 
for gaining access to  b o th  ne t wo rk  and  application level services.  Below, I detail 
the flow of events associated with access control of network and application level 
resources.  
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Fig. 3. Diameter Single Sign On 

3.1 Network Service Single Sign on 

1. User via UA communicates with the NAS to access a network service. 
2. Diameter client on NAS initiates a Challenge Handshake Authentication proto-

col with the Diameter Server on behalf of UA. 
3. Depending upon result of authentication process, the Diameter Server responds 

with Accept or Reject. 
4. Based on the type of response and associated attribute value pairs, the Di-

ameter client provides appropriate services to the User. 

3.2 Application Service Single Sign On  

1. User via UA requests a resource hosted by a Web Server and presents his/her 
unique identifier. 

2. The Web Server determines the Diameter Server from the suffix of the pre-
sented Identifier and determines its Service URL and initiates a Challenge 
Handshake Authentication Protocol with the Diameter Server on behalf of UA. 

3. Having successfully authenticated the user, the Diameter Server forwards user's 
identity credentials to the Web Server. 

4. The Web Server presents the requested resource to the user. 

Furthermore, I define two modes of Single Sign On for the Diameter Server i.e. 
Active and Passive. In active mode, the Diameter Server actively signs in the user 
to a set of previously specified services. In this case, the user may access all services 
from the set by only specifying user's unique identifier to the Service Provider. In 
passive mode, the Diameter Server provides the user's identity information to a 
Service provider only when the user chooses to request for the service. In both cases, 
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Fig. 4. Diameter Single Sign On Roaming 

the Diameter Server and Service providers must ensure that only the authenticated 
user may access the available services by reliable and appropriate techniques such 
as checking for IP Address or Certificates. 

3.3 Architecture 

The Diameter provides a rich framework sufficient to implement my proposed architec-
ture. Being a Peer-to-Peer architecture [8], a Diameter node can create, send, forward, 
modify and receive Diameter protocol messages. It is of interest for the purpose of this 
text to signify the following Diameter node / agent types and concepts. 

• A Relay Agent forwards messages. 
• A Proxy Agent forwards and optionally modifies messages. 
• A Redirect Agent assists with routing messages. 
• A Peer Table is kept at every Diameter node and lists particulars such as 

address and capabilities of all known Diameter nodes. 
• A Peer Routing Table is kept at every Diameter node and specifies the cor-

rect processing for a received message, that is, forward, modify, redirect 
or process locally. 

I illustrate, in Fig. 5, a basic yet  comprehensive scenario  that  depicts  the  feasi-
bility of the Diameter framework for implementing my proposed architecture. I ag-
gregate the various possible User Agent entities into one entity specified as User 
Agent which could be software or a device. Similarly, various Diameter clients  
providing a variety of services have been collectively represented as Client. The 
scenario depicts the basic interaction between a User Agent and a Service Provider, 
whereby the User Agent is interested in a privileged resource available at the Ser-
vice Provider. The Service Provider ensures authenticated and authorized access to 
the resource by taking on the role of a Diameter Client node as outlined below. 
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Fig. 5. Diameter Interaction Scenario 

1. User Agent (UA) requests access to a service S along with its unique identifier 
U I D  ( and security credentials encrypted with server's Public Key if PKI is 
used). 

2. Client creates an Authentication and Authorization Request (AAR) on behalf 
of the UA and sends the AAR to the Diameter node indicated by the Peer 
Rout ing Table for t he  Realm and Application indicated by the requested 
service S and User Agent’s UID.  

3. The Next Hop of the AAR, in this case a Proxy / Relay Agent, might determine 
that the AAR is to be   forwarded to another realm and that it requires routing in-
formation from a Redirect Agent to accurately forward the message. 

4. The Redirect Agent would return redirection information sufficient for accurate 
routing of the AAR. 

5. Having received the necessary routing information, the AAR would be relayed 
to the appropriate Diameter Server. 

6. After having recognized that the message should be processed locally, t he  
Server node  would return the appropriate Authentication and Authorization 
Answer (AAA), based on the received AAR, to the Relay/ Proxy agent. 

7. The Proxy / Relay Agent would then forward the AAR to the Client. 
8. The Client would inspect the AAR and grant or deny access to service  

accordingly. 
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The sequence of steps outlined above presents a bare bones interaction among partici-
pating entities and a number of interactions involving connection and session set-up, 
capabilities negotiations and session tear down have been omitted for sake of simplicity. 

3.2 Security Considerations 

Diameter Base Protocol [9] mandates support for TLS and IPsec at Diameter Serv-
ers and IPsec at all Diameter nodes thereby ensuring ample on the wire security for 
Diameter protocol messages. Though the security mechanism (CHAP and PAP) pro-
vided by Diameter Base Protocol for securing user credentials are sufficient, usage 
of Public Key Infrastructure is recommended in order to reduce the complexity of 
interactions among User Agent and various Diameter nodes. 

4 Future Work 

The framework presented in this paper is the first step to build an Authentication 
and Authorization framework to provide single Sign On/off for network and appli-
cation level services. Therefore, as a future work, I plan to focus on a detailed eval-
uation of the proposed architecture against different security threats to compare 
robustness of the architecture against contemporary schemes.  

5 Conclusions 

The demand for an Authentication and Authorization framework that leverages the 
capabilities of exiting AAA infrastructure to provide single sign on/off for network 
and application level services has been widely felt. The Diameter protocol provides 
ample support to serve as the foundation for a candidate architecture that meets 
these criteria. The proposed architecture benefits from the elements of the Diameter 
framework including Diameter Agents, Protocol Messages as well as Security  
Mechanisms. 
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