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Abstract. Integer overflow vulnerability will cause buffer overflow. The
research on the relationship between them will help us to detect integer
overflow vulnerability. We present a dynamic analysis methods RICB (Run-
time Integer Checking via Buffer overflow). Our approach includes decompile
execute file to assembly language; debug the execute file step into and step out;
locate the overflow points and checking buffer overflow caused by integer
overflow. We have implemented our approach in three buffer overflow types:
format string overflow, stack overflow and heap overflow. Experiments results
show that our approach is effective and efficient. We have detected more than 5
known integer overflow vulnerabilities via buffer overflow.
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1 Introduction

The integer overflow occurs when positive integer changing to negative integer after
addition or an arithmetic operation attempts to create a numeric value that is larger
than that can be represented within the available storage space. It is old problem, but
now faces the security challenge once the integer overflow vulnerabilities are used by
hackers. The number of integer overflow vulnerabilities has been increasing rapidly in
recent years. With the development of the vulnerabilities exploit technology, the
detection methods of integer overflow are made rapid growth.

The IntScope is a systematic static binary analysis tools. It is based approach to
particularly focus on detecting integer overflow vulnerabilities. The tool can
automatically detect integer overflow vulnerabilities in x86 binaries before an attacker
does, with the goal of finally eliminating the vulnerabilities [1]. Integer overflow
detection method based on path relaxation is described for avoiding buffer overflow
through lightly static program analysis. The solution traces the key variables referring
to the size of a buffer allocated dynamically [2].

The methods or tools are classified into two categories: static source code detection
and dynamic running detection. Static source code detection methods are composed
of IntScope[1], KLEE[3], RICH[4], EXE[S5], and the dynamic SAGE[12].
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KLEE is a symbolic execution tool, which is capable of automatically generating
tests that achieve high coverage on a diverse set of complex and environmentally-
intensive programs [3]. RICH ( Run-time Integer Checking ) is a tool for efficiently
detecting integer-based attacks against C programs at run time [4]. EXE works well
on real code, finding bugs along with inputs that trigger them, which runs it on
symbolic input initially [5]. The SAGE (Scalable, Automated, Guided Execution) is a
tool employing x86 instruction-level tracing and emulation for white box fuzzing of
arbitrary file-reading windows applications [12].

Integer overflow can cause string format overflow, buffer overflow such as stack
overflow and heap overflow. CSSV (C String Static Verify) is a tool that statically
uncovers all string manipulation errors [6]. FormatGuard is an automatic tools for
protection from printf format string vulnerabilities [13]. Buffer overflows in C program
language occur easily because C provides little syntactic checking of bounds [7].
Besides static analysis tools, the dynamic buffer overflow analysis tools are used in the
detection. Through comparison among tools publicly available for dynamic buffer
overflow prevention, we can value the dynamic intrusion prevention efficiently [8].

Research on relationship between the buffer overflow and string format overflow
can help us to reveal the buffer overflow internal features [9]. There are some
applications such as integer squares with overflow detection [10] and integer
multipliers with overflow detection [11].

Our previous related research is focusing on denial of service detection [14] and
malicious software behavior detection [15]. The integer overflow vulnerability
research can help us to reveal the malware intrusion procedure by exploiting overflow
vulnerability to execute shell code. The key idea of our approach is dynamic analysis
on the integer overflow via (1) format string overflow; (2) stack overflow; (3) heap
overflow.

Our contributions include:

(1) We propose a dynamic method of analyzing the integer overflow via buffer
overflow.

(2) We present analysis methods of the buffer overflow interruption change
procedure which is caused by integer overflow.

(3) We implement the methods and experiments show that they are effective.

2 Integer Overflow Problem Statement

2.1 Signed Integer and Unsigned Integer Overflow

The register width of a processor determines the range of values that can be
represented. Typical binary register widths include: 8 bits, 16 bits, 32 bits. The CF
( Carry Flag ) and OF ( Overflow Flag ) in PSW (Program Status Word) represent
signed and unsigned integer overflow, respectively. The details are shown in Table 1:
When CF and OF equal to 1, the signed or unsigned integer overflow. If CF=0 and
OF=1, the signed integer overflows. If CF=1 and OF=0, the unsigned integer
overflow. The integer memory structure is described in Fig. 1, when it overflows.
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Table 1. Types and examples of integer overflow

Type Width Boundary Overflow Flag
char 8 bits  0~255 CF=1 OF=1
Signed Short 16 bits  -32768~32767 CF=0 OF=1
Unsigned Short 16 bits 0 ~ 65535 CF=1 OF=0
Signed Long 32 bits -2,147,483,648 ~ 2,147,483,64 CF=0 OF=1
Unsigned Long 32 bits 0 ~ 4,294,967,295 CF=1 OF=0
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Fig. 1. Integer overflow is composed of signed integer overflow and unsigned integer overflow.
The first black column is the signed integer 32767 and the first gray column is -32768. The
second black column is the unsigned integer 65535 and the second gray column is O.

2.2 Relationship between Integer Overflow and Other Overflow
The relation between the integer overflow and other overflows such as string format
overflow, stack overflow and heap overflow is shown in formula 1:

{OV‘O‘/Inmger A OVSlrinanrmat A OVSmL‘k A OVHeap}C OverFZOW
fov,

1
stringFormat A OVSlack A OVHeap }m O‘/Inleger # @
The first line in formula (1) means that overflows include integer overflow, string
format overflow, stack overflow and heap overflow. The last line in formula (1)
means that the integer overflow can cause the other overflow.
The other common overflow types and examples caused by integer overflow are
located some special format string or functions, which are listed in Table 2:

Table 2. Overflow types and examples caused by integer overflow

Integer Overflow Type Boundary Examples
Format String Overflow Overwrite memory printf(‘“format string %s %d %n”, s,i);
Stack Overtlow targetBuf < sourceBuf memcpy(smallBuf, largeBuf, largeSize)

Heap Overflow heapSize < largeSize = HeapAlloc(hHeap, 0,largeSize)
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In Table 2, if the integer in format strings, stack and heap overflow, the integer
overflow can cause the corresponding types overflow.

2.3 Problem Scope

In this paper, we focus on the relationship between the integer overflow and the other
overflow such as format string overflow, stack overflow, and the heap overflow.

3 Dynamic Analysis via Buffer Overflow

3.1 Format String Overflow Exploitation Caused by Integer Overflow

Format string overflow is one kind of Buffer overflow in some sense. In order to print
program results on the screen, program needs to use the printf () function in C
language. The function has two types of parameters: format control parameters and
output variables parameters. The format control parameters are composed of string
format %s, %c, %x, %u and %d. The out variables parameters types may be integer,
real, string or address pointer. The common used format string program is presented
as below:

char *s="abcd";
int 1=10;
printf("%s %d",s,i);

Char pointer s stores the string address and integer variables I has its initial value 10.
Printf () function uses the string format parameters to define the output format. The
printf () function will use stack to store its parameters. The printf () has three
parameters: the format control string pointer pointing to the string “%s %d”, the string
pointer variable pointing to the string “abcd” and integer variable I with initial value 10.

String contents can store assembly language instruction by \x format. For instance
if the hexadecimal code of assembly language instruction “mov ax,12abH” is
B8ABI12H, then the shellcode is “\xB8\xAB\x12”. When the IP points to the
shellcode memory contents, the assembly language instructions will be executed.

The dynamic execute procedure of the program is shown in Fig. 2

Format string will overflow, when data is beyond the string boundary. The
vulnerabilities can be used to crash a program or execute the harmful shell code by
hacker. The problem exits the C language function, such as printf ().

The malicious may use the parameters to overwrite data in the stack or other
memory locations. The dangerous parameter %n in ANSI standard, by which you can
write arbitrary data to arbitrary location, is disabled by default in Visual Studio
2005.The following program will make format string overflow.

int main(int argc, char *argvl[])
{
char *s="abcd";
int i=10;
printf ("\x10\x42\x2f\x3A%n",s,i,argv[1]);
return 0;
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Fig. 2. String Format printf("%s %d", s, i) has three parameters: the format string pointer SP,
the s string pointer SP+4, and the integer i saved in 0013FF28H memory address. The black
hexadecimal numbers in the box are the memory values. The black side hexadecimal numbers
are the memory address.

0013 FF1C
0013 FFZ0
0013 FF24
0013 FFZS
0013 FF2C

Baze Stack
S
QO13FFTS| 0000 Q00A |EEP-5— (EDX)
DOLSFFTC| 0042 Z0Z0  (EBP-4— (EAY)
Stack Q0153 FFs0 EEF
Format QO13FFac| 0003 1340 |EBP+OCH
String
0042 2FAC  |pointer
0042 2020 |[Spointer 04z zozo | B463 BZBL
Qoo 000 | T
0000 o000 |argli] Q04Z ZFAC | 3A2F 4710
OXCOo00 000s
S A hecess Wiolation S A

Fig. 3. Format string overflowed at 0XC0000005 physical address. When the char and integer
variable are initialed, the base stack memory is shown on the left side. When the printf ()
function is executed, the stack changing procedure is described on the left side. The first string
format control parameter in memory 00422FAC address, the second parameter S pointer to the
00422020 address. Integer variable I and argv[1] pointer are pushed into the stack firstly.
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The main function has two parameters: integer variable argc and char integer
variable argv[]. If the program executes in console command without input
arguments, the argc equals to 1 and the argv[1] is null. The argv[1] is integer down
overflow. The execute procedure of the program in stack and base stack memory is
shown in Fig.3:

3.2 Stack Overflow Exploitation Caused by Integer Overflow

Stack overflow is the main kind of buffer overflow. As the strcpy () function has not
bounds checking, once the source string data beyond the target string buffer bounds
and overwrite the function return address in stack buffer, the stack overflow will
occur. The integer upper or down overflow will also cause stack overflow. The
example program is as shown as bellow.

int stackOverflow (char *str)

{
char buffer([8]="abcdefg";
strcpy (buffer, str) ;
return O;
}
int main(int argc, char *argvl[])
{
int i;
char largeStr[1l6]="12345678abcdefg";
char str([8]="1234567";
stackOverflow(str) ;
stackOverflow(largeStr) ;
stackOverflow(argv[1l]) ;
}

The function calling procedure mainly includes six main steps:

(1) The real parameters of called function are pushed into stack from right to left.
The example real parameter string address is pushed into stack.

(2) Push instruction: call @ILT+5(stackOverflow) (0040100a) next IP address
(00401145) into stack.

(3) Push EBP address into stack; EBP new value equals to ESP by instruction:
Mov EBP,ESP; Create new stack space for sub function local variables by
instruction: Sub ESP,48H.

(4) Push EBX, ESI, EDI into stack.

(5) Move offset of [EBP-48H] to EDI; Copy 0CCCCCCCCH to DWORDIEDI];
Store local variables in sub function to [EBP-8] and [EBP-4].

(6) POP local variables and return.

The memory change procedure is presented in Fig. 4 during the main function calling
the stack overflow sub function.
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@ stacklver flow (ztr) @ stacklverflow (largeStr)
retuwrn 0; ret return 0; ret

[:IEIISFFEIE 31 32 33 34 D8 10 40 001234, .@.ISI 32 33 34 DS 10 40 00 1234..@]

Q013FFI080 FF 13 00 45 11 40 00. .. E. @ |61 B2 B3 B4 BS BB BT 00 abedefs.
N013FFIS 63 FF 13 00 0D 00 00 00h....... TO FF 15 00 00 00 00 00 p.......

@ stackdverflow (str] @ stacldlver flow (Lar zaStr ]
stropy (buffer, str) strepy (buffer, str)
ERP-3 EEP-3

O015FFOS 31 32 533 34 35 38 37 001:23456T.]31 32 33 34 35 36 3T 38 12345673
O01SFFI0 &0 FF 13 000 45 11 40 00. .. E.@ |81 B2 B3 64 65 BB BT 00 abedefg.

Fig. 4. Stackoverflow(str) return address is 00401145H as shown in figure (1); StackOverflow
(largest) return address is 00676665H as shown in figure (2); Base stack memory status of
[EBP-8] after strcpy(buffer,str) with str parameter is shown in figure (3); with largest parameter
is shown in figure (4).

The access violation is derived from the large string upper integer overflow and
argv[1] down integer overflow. The stack overflow caused by integer overflow break
the program at the physical address 0xC0000005.

Once the return address content in stack is overwritten by stack buffer overflow or
integer overflow, the IP will jump to the overwrite address. If the address points to the
shell code, which is the malicious code for intruding or destroying computer system,
the original program will execute the malicious shell code. Many kinds of shell codes
can be got from shellcode automatic tools.

It is difficult to dynamically locate the overflow instruction physical location. Once
finding the location point, you can overwrite the jump instruction into the overflow
point. Getting the overflow point has two methods: manually testing methods and
insert assembly language. The inserted key assembly language in the front of the
return function is: lea ax, shellcode; mov si,sp; mov ss:[si],ax.

The other locating overflow point method is manually testing shown in Table 3:

Table 3. Locate the overflow address point caused by integer upper overflow

Disassembly code Register value befor running Register value after running

XOr eax,eax (eax)=0013 FFOSH (eax)=0000 0000H

pop edi (edi)= 0013 FF10H (edi)= 0013 FF8OH

pop esi (esi) = 00CF F7FOH (esi)= 00C FF7FOH

pop ebx (ebx)=7FFD 6000H (ebx) =7FFD 6000H

add esp,48h (esp)= 0013 FEC8H (esp)= 0013 FF10H

cmp ebp,esp (ebp)=(esp)= 0013 FF10H (ebp)=(esp)= 0013 FF10H

call _chkesp

(esp)= 0013 FF10H

(esp) = 0013 FFOCH

ret (esp) = 0013 FFOCH (esp)=0013 FF10H

mov ebp,esp (ebp)=(esp)= 0013 FF10H (ebp)=(esp)= 0013 FF10H
pop ebp (ebp)=(esp)= 0013 FF10H  (ebp) = 6463 6261H

ret (eip) = 0040 10DBH (eip)= 0067 6655H
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3.3 Heap Overflow Exploitation Caused by Integer Overflow

Heap overflow is another important type of buffer overflow. Heap has different data

structure

from stacks. Stack is FILO (First In Last Out) data structure, which is

always used in function calling. Heap is a memory segment that is used for storing
dynamically allocated data and global variables. The functions of creating, allocating
and free heap are HeapCreate (), HeapAlloc() and HeapFree().

Integer overflow can lead to heap overflow, when the memory addresses are
overwritten. The argv[0] is a string pointer. atoi(argv[0]) equals to 0. If the atoi(argv
[0]) is the HeapAlloc() function last parameter, It will lead to integer overflow. The

program

is presented as bellow:

int main(int argc, char *argvl[])

{

}

char *pBufl, *pBuf2;

HANDLE hHeap;

char myBuf[]="intHeapOverflow";

hHeap=HeapCreate (HEAP_GENERATE_EXCEPTIONS,
0X1000, OXFFFF) ;

pBufl=(char *)HeapAlloc (hHeap,0, 8) ;

strcpy (pBufl, myBuf) ;

pBuf2=(char *)HeapAlloc (hHeap, 0O, atoi(argv([0]));

strcpy (pBuf2, myBuf) ;

HeapFree (hHeap, 0, pBufl) ;

HeapFree (hHeap, 0, pBuf?2) ;

return 0;

The program defines two buffer pointers: pBufl and pBuf2 and creates a heap

with the return hHeap pointer. The variables and heap structure in memory is shown
in Fig. 5:
Variables in Memory Heap Data
- " — hMeap[ ©C5 000000  |go3a 0000
mybuf| B3 BE T4 48 0013 FF&4 7F 01 0000
BS B1 TO 4F free.| CB 08 3400 0034 0178
list[0
T6 65 T2 66 ist[0]l ca 08 A 00 ...
BC BF TT 00 phufl B3 BE T4 45 0034 06833
hHesp| 00 00 34 00 0013 FFT4- BS A1 TO 4F ...
pBufZ [ AG 0B 34 00 0o13 FFTa pBuf? B9 BE T4 45 0034 OBAS
pEufl| &5 08 3A 0O 0013 FFTC B5 Bl TO 4F ...
LS A N,

Fig. 5. Variables in memory are shown in left and heap data are in the right. Handle pointer
hHeap save heap address. The heap variables pointers pBufl and pBuf2 point to their
corresponding data in the heap. String variables myBuf save in 0013FF64 address.
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The heap next and previous addresses in free list are shown as Fig. 6:

address next prev

’-'EIDSADITB Cd EIE-ISA 00 C3 06 34 00 30 01 34 00 80 01 34 00
.

[
DDSADIBD*:JBD EIIISA 00 80 01 34 00 33 01 34 00 83 01 34 00

OOEA0GCE (TS DIISA 00 7& 01 3& 00 EE FE EE FE EE FE EE FE
- |

Fig. 6. In the free double link list array, there are next pointer and previous pointer. When
allocating a dynamic memory using HeapAlloc () function, a heap free space will be used.
Heap overflow will occur if the double link list are destroyed by overwritten string caused by
integer overflow.

The program occurs heap overflow which is caused by integer overflow at the IP
address 7C92120EH. The integer overflow includes the situation that size of mybuf
and is larger than myBufl and myBuf2. The max size of myBuf2 allocation is zero as
a result of atoi(argv[1]).

4 Evaluation

4.1 Effectiveness

We have applied RICB to analyze integer overflow with format string overflow, stack
overflow, heap overflow. RICB methods successfully dynamically detected the
integer over flow in examples, and also find the relationship between the integer
overflow and buffer overflow.

As RICB is a dynamic analysis method, it may face the difficulties from static C
language. To confirm the suspicious buffer overflow vulnerability is really caused by
integer overflow, we rely on our CF (Carry Flag) and OF (Overflow Flag) in PSW
(Program Status Word).

4.2 Efficiency

The RICB method includes the following steps: decompiling execute file to assembly
language; debug the execute file step into and step out; locate the over flow points;
check analysis integer overflow via buffer overflow. We measure the three example
program on a Intel (R) Core (TM)2 Duo CPU E4600 (2.4GHZ) with 2GB memory
running Windows. Table 4 shows the result of efficiency evaluation.

Table 4. Evaluation result on efficiency

File Name Overflow EIP Access Violation Integer Overflow
FormatString.exe 0040 1036 0XC000 0005 argv[1] %n
Stack.exe 0040 1148 0XCO000 0005 argv[1] largeStr

Heap.exe 7C92 120E 0X7C92 120E atoi(argv[0])
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5 Conclusions

In this paper, we have presented the use of RICB methods to dynamical analysis of
run-time integer checking via buffer overflow. Our approach includes the steps:
decompiling execute file to assembly language; debug the execute file step into and
step out; locate the over flow points; check analysis buffer overflow caused by integer
overflow. We have implemented our approach in three buffer overflow types: format
string overflow, stack overflow and heap overflow. Experiment results show that our
approach is effective and efficient. We have detected more than 5 known integer
overflow vulnerabilities via buffer overflow.
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