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Abstract. Privilege user is needed to manage the commercial transactions, but a 
super-administrator may have monopolize power and cause serious security 
problem. Relied on trusted computing technology, a privilege separation 
method is proposed to satisfy the security management requirement for 
information systems. It authorizes the system privilege to three different 
managers, and none of it can be interfered by others. Process algebra 
Communication Sequential Processes is used to model the three powers 
mechanism, and safety effect is analyzed and compared. 
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1   Introduction 

Information systems are widely used in commerce activities, business transactions 
and government services. Privilege user is needed to manage the commercial 
transactions in those systems, but a super-administrator may have monopolize power 
and cause serious security problem. In order to avoid it, security criteria is specified in 
GB17859[1] and TCSEC[2], in which stringent figuration management controls are 
imposed, and trusted facility management is provided in the form of support for 
system administrator and operator functions. Privilege control mechanism provides 
appropriate security assurance for commercial transactions system. 

“Separation of privilege” is one of the eight principles Saltzer and Schroeder [3] 
specified for the design and implementation of security mechanisms. Separations of 
duty rules are normally associated with integrity policies and models [4, 5, 6]. Recent 
work in security management [7, 8, 9] designed multi-layered privilege control 
mechanism and implemented in security operating system. However, formal methods 
are hardly used to describe their methods, and the effects is not well proved. 
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Process algebra is a structure in the sense of universal algebra that satisfied a 
particular set of axioms, which was coined in 1982 by Klop and Bergstra [10]. Its 
tools are algebraically languages for the specification of processes and the 
formulation of statements about them, together with calculi for the verification of 
these statements. Communicating Sequential Processes (CSP) [11] specify system as 
a set of parallel state machines that sometimes synchronize on events, so it can 
mathematically precise statement of a security policy. [12] modeled the first 
noninterference security argument for a practical security operating system using the 
CSP formalism, and proved that the model fulfills an end-to-end property that protects 
secrecy and integrity even against subtle covert channel attacks.  

The paper is organized as follows. Section 2 analysis the relationship with privilege 
control, security management and commercial transactions system, and then give a 
review of the three powers separation mechanism. Section 3 specifies each manager’s 
privilege and the assembled model with CSP. Section 4 analyzes the security effect of 
the method, and proves that is safer than monopolize power mechanism. 

2   Review of the Model 

The separation of powers, is a model for the governance of democratic states, which 
constituted by the separation of “executive, legislative, and judicial powers”. With the 
help of information system, commercial transactions can be conducted automatically, 
but privilege user is needed to manage the system. We have introduced this approach 
to implement privilege control mechanism which provides three different types of 
managers to exercise "decision making, enforcement, audit" privilege respectively, 
thus avoiding power of abuse. If a system exist only one monopolize administrator, he 
can subvert easily the security of the system, in Section 4, we'll prove that after 
adopting the approach of “separation of power” no administrator can use his own 
privilege to subvert the security of system. 

The privilege users undertaking such a logic function named as “system manager, 
security manager and audit manager”. Their responsibility specified as  

security manager-Unified mark all the subjects and objects of the system, and 
manage authorization of subjects. 

system manager-Manage the system subject’s identities and resources, configure 
the system. 

audit manager-Manage various types of audit records of the storage, management 
and query, etc. 

A monopolized privilege user can do anything he likes, so it is evident then, that our 
three powers mechanism is safer than monopolize power mechanism. 

3   Formal Description 

3.1   Mechanism Analysis 

Reference monitor is a part of trusted computing base (TCB), always running, 
temper-resistant, and cannot be bypassed. In our model, the relationship between the 
reference monitor, operators and three types of managers are described as Fig 1: 
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Fig. 1. Relation of all users and reference monitor 

a). Security manager specify the policy that the reference monitor need to excute; 
b). Reference monitor executes the policy and send the result to system manager; 
c). Audit manager audits all system actions through reference monitor. 

3.2   Communicating Sequential Processes 

CSP is well suited to the description and analysis of operation system, because 
operation system and the relevant aspects of the users all can be described as processes 
within CSP. Our model investigates three managers’ actions and their interactions, and 
then verifies certain aspects of their behavior through use of the theory. 

The word process stand for the behavior pattern of an object [11]. A process is a 
mathematical abstraction of the interactions between a system and its environment. The 
set of names of events which are considered relevant for a particular description of the 
object is called its alphabet. Processes can be assembled together into systems, in which 
the components interact with each other and with their external environment.  

In the traces model of CSP, a trace of a process is a finite sequence of symbols 
recording the events in which the process has engaged up to some moment in time. 

We offer a brief glossary of symbols here: 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.3   Privilege Separation 

System manager, security manager and audit manager are denoted as CSP processes 
, , . We define their privilege as follows;  

                     the alphabet of process P 
                  a then P 

          a then P choice b then Q 
(provide ) 

                   P in parallel with Q 
                  P or Q(non-deterministic) 

                   P choice Q 
                   P without C(hiding) 
                   P interleave Q 
                   P subordinate to Q 

                      on channel b output e 
                     on channel b input x 
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1) The privilege of security manager is defined as. 

 

 

 

 

 

 

TAGMGR and AUTMGR are sub processes of .TAGMGR tags any system 
subject and object, which received from SYSMGR. It uses NEWTAG to create a tag, 
DELTAG to delete a tag and MODTAG to modify the original tag. AUTMGR uses 
AUTHORIZE to give access right for a subject, and uses WITHDRAW to cancel it. 

2) The privilege of audit manager is defined as. 
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AUMGR uses ADATAMGR to manger audit data, EXPORT to export audit data, 
DELETE to clear useless audit files. CHECK can browse all data. 

3) The privilege of system manager is defined as. 

 

 

 

 

 

USERGMGR, PROTMGR and COFMGR are sub-processes of . USERMGR 
manages the information of system users. ADDUSER add a new system user and 
DELUSER delete a user and corresponding resource. PROMG manages the 
application program. It uses setup to add new program, and use UNISTLL to remove 
it. COFMGR manages all the configuration files. 

3.4   Communication 

Except executing self-responsibility, those three managers need to interact with 
others. The communication events between them can be clearly showed (Fig.2). 
Those communications are: 

1）All the operations of system manager will be audited by audit manager. 
2）All the operations of security manager will be audited by audit manager. 
3）system manager submit request to audit manager before the state transition. 

We split each process  into two logical components: a 
application half , and a TOOL half .  represents the behaviors of people 
( similarly to a user interface).  represents the trusted system tool, it behaves 
according to a strict state machine. The two halves of the same manager communicate 
via the channel s. (CSP processes use channel to communicate. A channel is used in 
only one direction and between only two processes).  

Those communications can be specified as processes SEND and SWITCH.  

      

 and  use process SEND to communicate with , where m is an 
arbitrary string.  
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SE:T AU:T SY:T

SWITCH

SE.s AU.s SY.s

SE.g SY.g

SE.p SY.p

AU.p

ASE AAU ASY

MSE MAU MSY

SEND

Reference Monitor
 

Fig. 2. Events of communication 

     

 and  use process SWITCH to communicate, where S is subject sets and O 
is object set. M is a tabular data. This information as can provide identification 
of . 

3.5   Cooperate Functioning 

System manager, security manager and audit manager have to cooperate. for 
functioning An interleaving of all these processes specified as follows. Let P be the 
assembled process, 

 

The direct evidence of internal state transitions will not be shown as the CSP hiding 
operator (“\”) can hide the events in the alphabet. 

4   Security Analysis and Implement 

We will prove the three powers privilege separation mechanism can avoid the damage 
which happened in the monopolize power mechanism system. 

Definition 1 (Secure manager state). The manager is secure if and only if: 
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This definition of equivalence follows the stable failures model. For a process P, the 
stable failure of P, [13] [14] written , is defined as:  

 

For each pair of traces, two experiments traces by . If two resulting processes look 
equivalent from the manager ’s perspective, than  is secure. 

 
Definition 2 (Safe initial state). The initial state is safe if and only if:  

 
 

 is the start process of .  uses channel b to listen on for its initial message 
m. Relied on Trusted Computing technology, the set TRUST can be fully trusted, any 
message picked from it is safe. 

As the initial state of manager and the definition of a secure state of the manager 
have give, and the way in which the manager progresses from one state to another 
defined in section 3, than all future states of manager will be secure. 

We implement this mechanism in Debian5.0 with LSM architecture. LSM provides 
a solution for security access control model in Linux. Based on operating system 
security mechanisms, our security management framework replaces original Linux 
hooks with loadable module in order to implement our security mechanism. Major 
security capability of the system meets the Structured-Protection criteria in [1] and [2]. 

5   Discussion 

Although our privilege separation mechanism is safer than monopolize power, there is 
still much work to research. First, the formal prove of our mechanism has not be done 
in this paper, and we should do a machine-checkable proof (using FDR theorem proof 
checker in our future work. Second, conspiring situation has not been considered, 
which deserved to investigate. 

Acknowledgement. This article is supported by the National High Technology 
Research and Development Program of China (2009AA01Z437), the National Key 
Basic Research Program of China (2007CB311100) and the Opening Project of Key 
Lab of Information Network Security, Ministry of Public Security. 

References 

1. Classified criteria for security protection of computer information system. GB17859-1999 
(1999) 

2. Trusted Computer System Evaluation Criteria (TCSEC), DoD (1985) 



192 Y. Chen et al. 

3. Saltzer, J., Schroeder, M.: The Protection of Information in Computer Systems. Proceedings 
of the IEEE 63(9), 1278–1308 (1975) 

4. Clark, D.D., Wilson, D.R.: A Comparison of Commercial and Military Computer Security 
models. In: Proceedings 1987 Symposium on Security and Privacy. IEEE Computer Society, 
Oakland (1987) 

5. Lee, T.M.P.: Using Mandatory Integrity to Enforce “Commercial Security”. In: 1988 IEEE 
Symposium on Security and Privacy. IEEE Computer Society, Oakland (1988) 

6. Shockley, W.R.: Implement Clark/Wilson Integrity Policy Using Current Technology. In: 
Proceedings 11th National Computer Security Conference (October 1988) 

7. Qing, S.H., Shen, C.X.: Designing of High Security Level Operating System. Science in 
China Ser. E. Information Sciences 37(2) (2007) 

8. Ji, Q.G., Qing, S.H., He, Y.P.: A New Privilege Control Formal Model Supporting POSIX. 
Science in China Ser. E. Information Sciences 34(6) (2004) 

9. Sheng, Q.M., Qing, S.H., Li, L.P.: Design and Implementation of a Multi-Layered 
Privilege Control Mechanism. Journal of Computer Research and Development (3) (2006) 

10. Bergstra, J.A., Klop, J.W.: Fixed Point Semantics in Process Algebras, Report IW 206. 
Mathematisch Centrum, Amsterdam (1982) 

11. Hoare, C.A.R.: Communicating Sequential Processes. Prentice/Hall International, 
Englewood Cliffs (1985) 

12. Krohn, M., Tromer, E.: Non-interference for a Practical DIFC-Based Operating System. In: 
2009 IEEE Symposium on Security and Privacy. IEEE Computer Society, Oakland (2009) 

13. Roscoe, A.W.: A Theory and Practice of Concurrency. Prentice Hall, London (1998) 
14. Schneider, S.: Concurrent and Real-Time Systems: The CSP Approach. John Wiley & 

Sons, LTD., Chichester (2000) 


	A Privilege Separation Method for Security Commercial Transactions
	Introduction
	Review of the Model
	Formal Description
	Mechanism Analysis
	Communicating Sequential Processes
	Privilege Separation
	Communication
	Cooperate Functioning

	Security Analysis and Implement
	Discussion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




