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Abstract. With the spread use of the computers, a new crime space and
method are presented for criminals. Computer evidence plays a key part
in criminal cases. Traditional computer evidence searches require that
the computer specialists know what is stored in the given computer.
Binary-based information flow tracking which concerns on the changes
of control flow is an effective way to analyze the behavior of a program.
The existing systems ignore the modifications of the data flow, which
may be also a malicious behavior. Function recognition is introduced
to improve the information flow tracking, which recognizes the function
body from the software binary. And no false positive and false negative
in our experiment strongly prove that our approach is effective.
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1 Introduction

With the spread use of the computers, the number of crimes with computers has
been increasing rapidly in recent years. Computer evidence is useful in criminal
cases, civil disputes, and so on. Traditional computer evidence searches require
that the computer specialists know what is stored in a given computer. Informa-
tion Flow Tracking (IFT) [7] is introduced and applied to our work to analyze
the behavior of a program specially the malicious behavior.

Given program source code, there are already some techniques and tools that
can perform IFT [5]. While the source code is not always available to the com-
puter forensics, the techniques have to rely on the binary to detect the malicious
behaviors [4]. Existing binary-based IFT systems ignore the modifications of
the data flow, which may be also a malicious behavior [2]. Thus the Function
Recognition (FR) [6] is applied to improve the accuracy of IFT.

We enhance IFT with FR for computer forensics. Our contributions include:

– We implement FR which recognize the functions from the software binary.
A method of enhancing IFT in executables with FR is proposed.

– IFT with FR is applied into the computer forensics area.
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Fig. 1. An example of an overflow and the detection gap. In function strHan-
dling, the size of the buffer is smaller than the size of the string assigned to it. When
an overflow happens, it can be discovered only when it modified the value of ebp and
the return address in the regular systems.

2 Motivation

When operations that results in a value greater than the maximum value which
causes the value to wrap-around, the overflow happens as same as the one shown
in Figure 1. This example is in C for clarity but our tool works with the binary
code. The existing systems only concern on whether the control flow is modified
or not, while the modifications of data flow are ignored. Thus a detection gap
between the existing systems and our tool comes up just like Figure 1 shows. In
our work, FR is introduced to address the detection gap. Take the Figure 1 as
example, by comparing the lengths of the two parameters of strcpy, this kind of
overflow can be easily detected.

3 Key Technique

3.1 Challenges

Memory Usage. The sheer quantity of functions and the size of the memory
they occupy is a obstacle in FR [3]. If all versions of all libraries produced
by all compiler vendors for different memory models are evaluated, the tens of
gigabytes range is easily to wrap around. When we try to consider MFC and
similar libraries, the size of the memory needed is huge. The requirement is
beyond what the present personal computer can afford [3]. Thus a strategy is
implemented to diminish the size of the information needed to recognize the
functions. Not all the functions are recognized, only the functions related to the
program behavior recognition are recognized and analyzed.

Signature Conflict. The relocation information of the call instruction will
be replaced with “00”. If most of two functions are same except for one call
instructions, the two functions will have the same signature, which we call sig-
nature conflict. To resolve this, the original general signature will be linked by
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the special symbol “&” with the machine code of callee functions, the addresses
of which can be found in the corresponding .obj file. After that a new unique
signature is generated.

Algorithm: General Signature Extraction

3.2 Steps

Generation of General Signatures. The common parts of the machine code
are extracted as a general signature. The algorithm using in our work has been
presented below. The signature is separated to several subsequence with special
symbols like “HHHH” and “&&”. That the original signatures produced for dif-
ferent parameter types may have different lengths should been taken in account.
Thus symbols like “00”s will be inserted into the shorter one where difference in
successive bytes are detected, and different bytes of them are also replaced with
“00”s to extract the common parts of original signatures. The procedure of the
generation is as follows. Firstly a .cpp file that contains all the related functions
are compiled by compilers with options, and a series of .obj files are generated.
Then each .obj file will be analyzed and the machine codes of the functions are
taken to generate the signatures.

Function Recognition with Signatures. When function calls (FCs) happen,
FCs will be compared with the signatures, and the matched result is considered
as an identified function. FC is identified by comparing the machine code with
the signatures. It needs to match all these signatures to identify a FC.

3.3 Enhanced Information Flow Tracking

IFT usually tracks the information flow to analyze the modifications of the con-
trol flow by the input. Generally this technique labels the input from unsafe
channels as “tainted”, then any data derived from the tainted data are labeled
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Fig. 2. The structure of the enhanced IFT system. Function Recognition is the
module to recognize the functions. Taint Initializer initializes other modules and starts
up the system. Instruction Analyzer analyzes the propagation and communicates with
Taint Management module.

as tainted. In this way the behavior of a program can be analyzed and presented.
General IFT focuses on the changes of the control flow, while the changes of data
flow are always ignored. In our work, FR is introduced into IFT to solve the prob-
lem referred in the section 2, and the structure of the tool has been shown in
Figure 2. Most of the structure is the same as the regular binary IFT. FR is the
an important part different from other systems.

4 Experimental Results

4.1 Accuracy

To test our work, we have used 7 applications listed in Figure 3, also the results
of FR are shown. All the functions appeared in the code can be divided into 2
types, User-Defined Function (UDF ) and Windows API. In our experiments, the
false positive rate and the false negative rate are both 0%. Experiment results
prove that our work can recognize the functions accurately.

Fig. 3. The results of the FR. fp% and fn% interprets the false positive rate and
false negative rate. UDFs in source is the number of UDFs in the source code, and
Identified UDFs shows the number of UDFs our tool identified. APIs in source and
Identified APIs demonstrates the number of APIs in the source code and APIs iden-
tified by our tool respectively. Notepad prime is a third-party program, which has the
same functions and a similar interface with Microsoft notepad.exe.
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Fig. 4. A behavior graph that presents how Microsoft notepad.exe works.
Different colors mean the different execution paths.

4.2 Behavior Graph

The behavior graph is a graph to illuminate the behavior of a program. It is
useful for the computer specialists to understand the behavior of a program.
Figure 4 shows the behavior graph of Microsoft notepad. Different colors of the
ellipses and the lines mean they are from different execution paths separately.
For example we track the information flow and get the purple path, while the
malicious behaviors are not included in this path. Then we could change the
input according to the behavior graph, and another path like the green one can
be tracked and labeled in the graph.

4.3 Performance

Figure 5 demonstrates the performance of the tool when it is used in SPEC
CINT2006 applications. The results show that FR incurs the low overhead.
DynamoRIO1 is the binary translation our tool based on. In the results, FR
does not significantly increase the execution time of IFT. The main reason is
that we only track the functions related to the program behavior.
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Fig. 5. The comparison of normalized execution time. “DynamoRIO-empty”
bars show the dynamoRIO without any extra function. “IFT” bars interpret IFT
system without FR. “IFT-FR” means the technique with FR.

1 http://dynamorio.org/

http://dynamorio.org/
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5 Conclusion

In this paper we provide a way to analyze the behavior of a program to assist
people to understand the program. The accuracy is an important issue in com-
puter forensics, thus we implement the FR to improve IFT. FR is the strategy
we applied to address the detection gap problem. And experimental results prove
the method we implement the FR is effective. Zero false positive and zero false
negative in our experiment illuminate the accuracy. Also the experiment results
on the performance demonstrate that our tool is practical.

Acknowledgement. This work is supported by Key Lab of Information Net-
work Security, Ministry of Public Security, and the Opening Project of Shang-
hai Key Lab of Advanced Manufacturing Environment (No. KF200902) and
National Natural Science Foundation of China (Grant No.60773093, 60873209,
and 60970107), the Key Program for Basic Research of Shanghai (Grant
No.09JC1407900, 09510701600), and the foundation of inter-discipline of medical
and engineering.

References

1. Baek, E., Kim, Y., Sung, J., Lee, S.: The Design of Framework for Detecting an
Insiders Leak of Confidential Information. e-Forensics (2008)

2. Pan, L., Margaret Batten, L.: Robust Correctness Testing for Digital Forensic Tools.
e-Forensics (2009)

3. Guilfanov, I.: Fast Library Identification and Recognition Technology,
http://www.hex-rays.com

4. Song, D.X., Brumley, D., Yin, H., Caballero, J., Jager, I., Kang, M.G., Liang, Z.,
Newsome, J., Poosankam, P., Saxena, P.: BitBlaze: A new approach to computer
security via binary analysis. In: Sekar, R., Pujari, A.K. (eds.) ICISS 2008. LNCS,
vol. 5352, pp. 1–25. Springer, Heidelberg (2008)

5. Clause, J.A., Li, W., Orso, A.: Dytan: a generic dynamic taint analysis framework.
In: ISSTA 2007 (2007)

6. Cifuentes, C., Simon, D.: Procedure Abstraction Recovery from Binary Code. In:
CSMR 2000 (2000)

7. Clause, J.A., Orso, A.: Penumbra: automatically identifying failure-relevant inputs
using dynamic tainting. In: ISSTA 2009 (2009)

8. Mittal, G., Zaretsky, D., Memik, G., Banerjee, P.: Automatic extraction of function
bodies from software binaries. In: ASP-DAC 2005 (2005)

http://www.hex-rays.com

	Enhance Information Flow Tracking with Function Recognition
	Introduction
	Motivation
	Key Technique
	Challenges
	Steps
	Enhanced Information Flow Tracking

	Experimental Results
	Accuracy
	Behavior Graph
	Performance

	Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




