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Abstract. In this paper, we propose a stream pattern matching method
that realizes a standard mechanism which combines different methods
with complementary advantages. We define a specification of the stream
pattern description, and parse it to the tree representation. Finally, the
tree representation is transformed into the S-CG-NFA for recognition.
This method provides a high level of recognition efficiency and accuracy.
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1 Introduction

The most common traffic recognition method is the port-based method which
maps port numbers to applications [1]. With the emergence of new applications,
networks exceedingly carry more and more traffic that uses unpredicted port
numbers which are dynamically allocated. As a consequence, the port-based
method becomes insufficient and inaccurate in many cases.

The most accurate solution is payload-based method which searches the spe-
cific byte pattern-called signatures in all or part of the packets using deep packet
inspection (DPI) technology[2,3], e.g. Web traffic contains the string ’GET’.
However, there are many limits tied to this method. One of them is that some
protocols are encrypted.

The statistics-based method utilizes the feature that different protocols cor-
respond to different statistical characteristics [4]. For example, Web traffic is
composed of short and small packets, while P2P traffic is usually composed of
long and big packets. 289 kinds of statistical features of traffic or packets are
presented in [5], including flow duration, payload size, packet inter-arrival time
(IAT), and so on. However, this method can just coarsely classify the traffic into
several classes, which limits the accuracy of traffic recognition, so this method
can not be used alone.

In general, the currently available approaches mentioned above have respective
strength and weakness, none of them performs well for all the different network
data on the internet nowadays.
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In this paper we propose a stream pattern matching method which implements
a network traffic classification framework that is easy to update and configure.
By the definition and specification design of the stream pattern, any kind of
data stream with common features can be unambiguously described as a spe-
cial stream pattern, according to a certain grammar and lexeme. Moreover the
designed pattern combines different approaches at present, and can be flexibly
written and expanded. In order to be easily understood by computer, a tree
representation structure is obtained through a parser for the stream pattern.
Then, for the recognition of network traffic, the parse tree is transformed into a
Nondeterministic Finite Automata(NFA) with counters, called S-CG-NFA, and
a stream pattern engine is built on it. The network traffic is sent to the stream
pattern engine to get the matching result using the bit-parallel search algorithm.

The primary contribution of the stream pattern matching method is that
three kinds of approaches (i.e, port-based method, payload-based method and
statistics-based method) are combined in this method, and the efficiency of
recognition is equivalent to a combined effect of these above approaches with
complementary advantages, thus a more accurate recognition effect is achieved.
Moreover, because of the standard syntax and unified way of parsing and iden-
tifying, the updating of the stream pattern is more simple than that of existing
methods, so does the way of traffic recognition.

The remainder of this paper is organized as follows. Section 2 puts forward
the definition and specification design of the stream pattern. The construction
of a special stream parser based on the stream pattern is described in Section
3 and the generation of S-CG-NFA in Section 4. Experimental results can be
found in Section 5. Section 6 presents the conclusion and some problems to be
further solved.

2 The Design and Definition of the Stream Pattern

The stream pattern matching method proposed in our paper describes a network
traffic classification framework that combines several classification approaches at
present with complementary advantages and is easy to update and configure. The
system framework is shown in Figure 1. First, the network traffic with certain
features is described as the stream pattern. Second, a tree representation of the
stream pattern is obtained by a stream parser. After that, the tree representation
is transformed into S-CG-NFA to get the corresponding stream pattern matching
engine. Any traffic to be recognized is first converted into characteristic flow
through the collector, and then sent to the stream pattern engine. Finally, the
matching result can be got from this engine. In this section, we will discuss the
design and definition of the stream pattern.

The stream pattern is designed to be normative, and can unambiguously de-
scribe any protocol or behavior with certain characteristics based on the gram-
mar and lexeme defined. Furthermore, for its good expansibility, the stream
pattern can conveniently be added with any new characteristic.
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Fig. 1. system framework of the stream pattern matching

A stream pattern describes a whole data flow, and vice versa; that is, the
stream pattern and the data flow are a one-to-one mapping. Here, the stream
pattern is abstractly denoted as SM . Some formal definitions of the stream
pattern are given in the following.

Definition 1. A stream-character corresponds to a data packet in the data flow.
It is the basic component of the stream pattern, which includes recognition fea-
tures such as head information, payload information, statistical information, etc.
The stream character is flexible to extend. The set of stream-character is denoted
as SΣ, sω ∈ SΣ denotes a formal stream-character, the empty stream-character
is denoted as sε, the wildcards are denoted as “sw©”.

Definition 2. A stream-operator describes the relationship between stream-
characters. It is a basic component of the stream pattern including “ (©”, “ )©”,
“ ∗©”, “+©”, “ ?©”, “{}©”, “ |©”, “ ·©”. The meaning of stream operators is described
in Definition 4.

Definition 3. A stream pattern is a symbol sequence on the set of symbols sω ∈
SΣ

⋃{sε, sw©, (©, )©, ∗©, +©, ?©, {}©, |©, ·©} which is recursively defined according to
a certain generating grammar. The generating grammar is as follows:

SM −→ sε; SM −→ sω
SM −→ (©SM )©; SM −→ SM ·©SM
SM −→ SM |©SM ; SM −→ ∗©
SM −→ SM +©; SM −→ SM ?©
SM −→ SM {}©.

Definition 4. The network data flow represented by a stream pattern SM is
described as L(SM) and the meaning of each stream-operator is described as
follows:
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For any sω ∈ SΣ⋃
sε,

L(sω) = sω (1)

L(SM1 |©SM2) = L(SM1)
⋃
L(SM2) (2)

Equation 2 represents a union of the stream pattern SM1 and SM2.

L(SM1 ·©SM2) = L(SM1) • L(SM2) (3)

Equation 3 represents a concatenation of the stream pattern SM1 and SM2.

L(SM ∗©) =
⋃

i≥0

L(SM)i (4)

Equation 4 represents a concatenation of zero or more sub-stream patterns rep-
resented by SM .

L(SM +©) =
⋃

i≥1

L(SM)i (5)

Equation 5 represents a concatenation of one or more sub-stream patterns rep-
resented by SM .

L(SM ?©) = L(SM)
⋃
L(sε) (6)

Equation 6 represents a concatenation of zero or one sub-stream pattern repre-
sented by SM .

L(SM {}©) =
⋃

m≤i≤n

L(SM)i (7)

Equation 7 represents that the sub-stream pattern is repeated a number of times
specified by a lower and upper limit.

The stream-character contains three kinds of characteristics such as head infor-
mation, payload information and statistics information. The characteristics used
are shown in Table 1.

Any additional characteristic to the benefit of recognizing network traffic can
be added to the stream pattern based on the specification defined above.

Table 1. Characteristic of stream-character

characteristic classes feature items

head source IP, destination IP, source port, destination port
payload origin, offset, content
statistics packet size, inter-arrival-time of packet, direction of packet
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3 The Construction of the Parse Tree

After the design and definition of the stream pattern, we parse the stream pattern
to obtain a tree representation, called parse tree that can be easily understood
by computer to perform calculations. The parse tree corresponds to the stream
pattern one-to-one: the leaves of the tree are labeled with stream-character, the
intermediate nodes are labeled with the stream-operator, and recursively the sub
tree corresponds to the sub stream pattern.

The grammar for the stream pattern is too complex for a lexical analyzer and
too simple for a full bottom-up parser. Therefore, a special parser for the stream
pattern is built, which is shown in Figure 2. Here “θ” represents an empty tree,
ST represents an empty stack. The end of the stream is marked with ψ.

Parse(SM=sω1, sω2, . . ., sωi, . . ., sωn, last, ST )
ν ←− θ
While SMlast �= ψ Do

If SMlast ∈ SΣ OR SMlast = sε Then
νr ←−Create a node with SMlast

If ν �= θ Then
ν ←− [

⊙
](ν, νr)

Else ν ←− νr

last←− last+ 1
Else If SMlast = |© Then

if ν = θ
Return Error

(νr, last)←− Parse(SM, last+ 1, ST )
ν ←− [ |©](ν, νr)

Else If SMlast = ∗© Then
ν ←− [ ∗©](ν)
last←− last+ 1

Else If SMlast = +© Then
ν ←− [+©](ν)
last←− last+ 1

Else If SMlast = ?© Then
ν ←− [ ?©](ν)
last←− last+ 1

Else If SMlast = {}© Then
ν ←− [{}©](ν)
last←− last+ 1

Else If SMlast = (© Then
PUSH(ST )
(νr, last)←− Parse(SM, last+ 1, ST )
If ν �= θ Then
ν ←− [ ·©](ν, νr)

Else
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ν ←− νr

last←− last+ 1
Else If SMlast = )© Then

POP(ST )
Return(ν,last)

End of If
End of While
If !EMPTY(ST )

Return Error
Else Return(ν,last)

Fig. 2. The parse algorithm of the stream pattern

4 The Generation of S-CG-NFA

For recognition, the tree representation should be transformed into automata.
Considering the features of the stream pattern and network traffic, a special
automata for the stream pattern, called S-CG-NFA is presented which is based
on Glushkov NFA [6,7] and extended with counters to better resolve numerical
constraints. Automata with counter has been proposed in many papers, and has
well resolved the problem of constrained repetitions [8,9,10,11,12,13]. Therefore,
referred to the method presented in the reference [13], the construction of S-CG-
NFA is given in the following.

For simplicity, we first give some statements to better resolve constrained
repetitions. A sub-stream pattern of the form {}© is called an iterator. Each
iterator c contains a lower limit as lower(c), an upper limit as upper(c) and a
counter as cv(c). We denote by iterator(x) the list of all the iterated sub stream
patterns which contain stream-character x; we denote by iterator(x, y) the list
of all the iterated sub stream patterns which contain stream-character x, expect
stream-character y. Several functions about iterators are defined as follows.

1. value test(C): true if lower(C) ≤ cv(C) ≤ upper(C), else false; check whether
the value of cv(C) is between the lower limit and upper limit.

2. reset(C): cv(C) = 1; the counter of iterator C is reset to 1.
3. update(C): cv(C)++; the counter of iterator C is increased by 1.

Now, we give the construction of S-CG-NFA. S-CG-NFA is generated on the
basis of the sets First, Last, Empty, Follow and C. Here, the definitions of sets
First, Last and Empty are the same as in the standard Glushkov construction,
which will not be explained further. However, it is necessary to state that the set
of C indicates all the iterators in the stream pattern, and the set Follow being
different from the standard set Follow containing a two− tuples(x, y), contains
a triple(x, y, c), where x and y are the positions of the stream-character in the
stream pattern and c can be null or the iterator in the set C.
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So the S-CG-NFA that represents the stream pattern is built in the follow-
ing way.

S-CG-NFA = (QSM

⋃
{q0}, SΣ∗, C, δSM , q0, FSM ) (8)

In Equation (8), where

1. QSM is the set of states and the initial state is q0 = 0;
2. SΣ∗ is the set of transition conditions, and is constituted with triple(conid,
sw, actid). Among them, the element sw ∈ SΣ is a stream-character, the
element conid represents the set of conditional iterators and the element
actid represents the set of responding iterators;

3. FSM is the set of final states. For every element x ∈ last,
if value test(iterator(x)) = true, then qx ∈ FSM ;

4. C is the set of all the iterators in the stream pattern;
5. δSM is the transition function of the automaton. δSM = (qs, tc, ϕ, π, qf );

that is, for all y ∈ first, (0, (null, swy, null), true, Φ, y) ∈ δSM ; for all
x ∈Pos(SM) and (y, SM

′
)∈ follow, (x, (conid, swy, actid), ϕ, π, y) ∈ δSM

if and only if ϕ=true. Among them, if SM
′
= null, then conid = iterator(x,

y); actid = null, ϕ= value test(conid), π = reset(conid); otherwise, conid =
iterator(x, SM

′
); actid = SM

′
, ϕ = value test(conid), π = reset(conid)

⋃

update(actid).

So far, the whole construction process of S-CG-NFA has been described. Con-
sidering the complexity of S-CG-NFA, here we use the one-pass scan algorithm
and the bit-parallel search algorithm to recognize the network traffic data.

5 Experimental Evaluation

In the above section, we give the design and realization of the stream pattern
matching engine which is implemented in C/C++ development environment and
on the basis of function library LibXML2 [14]. In this section, we briefly present an
experimental evaluation on the effect of the stream pattern matching technology.
We take the HTTP protocol for example and give two kinds of stream patterns
describing HTTP. Stream pattern 1 describes HTTP just contains port informa-
tion which is shown in Figure 3. Stream pattern 2 describes HTTP combined with
port information and payload information which is shown in Figure 4.

The two stream patterns are applied in four traces to separately get the total
number of HTTP flows recognized. The four traces are from DARPA data sets
[15](1998, Tuesday in the third week, 82.9M; 1998, Wednesday in the fourth
week, 76.6M; 1998, Friday in the fourth week, 76.1M; 1998, Wednesday in the
fifth week, 93.5M). A list file records the number of http flows got by port-based
method in each trace which is selected as the base of comparison. The recognition
result is shown in Table 2, where the first column corresponds to the number of
http flows recorded in the list file, the second column corresponds to the number
of http flows recognized by stream pattern 1 and the third column corresponds
to the number of http flows recognized by stream pattern 2.
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<mode>
<element type_id=‘‘word">

<head>
<dport>80</dport>

</head>
<content>NULL</content>

<statistic>
<dir>0</dir>

</statistic>
</mode>

Fig. 3. Stream pattern 1 for HTTP

<mode>
<element type_id=‘‘word">

<head>
<dport>80</dport>

</head>
<content>

<within>100</within>
<offset>0</offset>
<con>GET</con>

</content>
<statistic>

<dir>0</dir>
</statistic>

</element>
<element type_id=‘‘word">

<head>
<sport>80</sport>

</head>
<content>

<within>100</within>
<offset>0</offset>
<con>HTTP</con>

</content>
<statistic>

<dir>1</dir>
</statistic>

</element>
</mode>

Fig. 4. Stream pattern 2 for HTTP
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Table 2. recognition result for HTTP

Trace file list file stream pattern 1 stream pattern 2

Trace 1 5016 5016 5016
Trace 2 4694 4694 766
Trace 3 2233 2233 158
Trace 4 4833 4833 67

Table 2 shows that the stream pattern matching engine can be reduced to
port-based method using stream pattern 1 to achieve 100% recognition rate, that
is the stream pattern matching technology can have the same effect as the port-
based method. However, due to the existence of incomplete data flows which just
contain handshake information and have no transmission content, the number
of flows recognized by stream pattern 2 is less than stream pattern 1, since some
fake http flows are removed. So at some point, the recognition accuracy of stream
pattern 2 which combines both port-based method and payload-based method
is higher.

From the above, it is clear that the stream pattern matching technology not
only can combine different methods with complementary advantages, but also is
easy to expand.

6 Conclusion and Future Work

In this paper, we have introduced a stream pattern matching technology, which
provides a recognition framework that combines three kinds of recognition meth-
ods with complementary advantages. It is easy to configure and update. We pro-
vide a formal definition of the stream pattern, and then convert the text form of
the stream pattern into the tree representation. Finally, we transform the parser
tree to the S-CG-NFA, a special automata for the stream pattern to generate
the stream pattern matching engine. We performed a system test and the test
result shows the effectiveness of the stream pattern matching engine.

However, there are some aspects that need further effort.

1. The generation of the stream pattern: the stream pattern is manually written
after the manual analysis of network data or the reference to the existing
literature, so the validity and reliability of the generation way of the stream
pattern are challenging and need to be improved. And also the automatic
generation of the stream pattern is a future direction.

2. The speed of matching: Since different protocols correspond to different
matching engines and any network data that needs to be recognized should
be sent to every engine, so the processing speed of matching engine is highly
demanded. Therefore, the study of parallel processing is a vital task.
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