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Abstract. This paper investigates the effect of common network attacks on the
performance, and security of several biometric readers. Experiments are con-
ducted using Denial of Service attacks (DoSs) and the ARP cache poisoning at-
tack. The experiments show that the tested biometric readers are vulnerable to
DoS attacks, and their recognition performance is significantly affected after
launching the attacks. However, the experiments show that the tested biometric
readers are secure from the ARP cache poisoning attack. This work demon-
strates that biometric readers are easy targets for malicious network users, lack
basic security mechanisms, and are vulnerable to common attacks. The confi-
dentiality, and integrity of the log files in the biometric readers, could be com-
promised with such attacks. It then becomes important to study these attacks in
order to find flags that could aid in a network forensic investigation of a bio-
metric device.

Keywords: Fingerprint reader, Iris reader, Biometrics scanners, Denial of Service
attack (DoS), forensic investigation, Firewall, Intrusion Detection/Prevention Sys-
tems (IDS/IPS).

1 Introduction

Digital forensic investigations focus on finding digital evidence after a computer or
network security incident has occurred, or locating data from systems that may form
part of some litigation, even if it is deleted. The goal of digital forensics is to perform
a structured investigation to find out what happened on the digital system, and who
was responsible for it.

Nowadays, many networks include biometric readers, such as fingerprint, face and
iris readers, used for user identification and verification, in addition to the common
network devices (computers, servers, switches, routers and firewalls). These readers
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exchange biometric data with remote servers via networks. In case of incidents, the
readers’ logs and the biometric data may be used by digital forensic investigators to
acquire digital evidence. However, insecure and vulnerable biometric readers may not
contribute in finding exactly what happened on the digital systems. Therefore, prior to
any digital investigation, it is important that digital forensic investigators have suffi-
cient knowledge about the security level of the biometric readers, and the data in-
volved in the investigation.

This paper focuses on investigating the security of some biometric readers, and the
corresponding exchanged biometric data. Precisely, we investigate the effect of com-
mon network attacks on the performance and security of the biometric readers. Ex-
periments are conducted using DoS attacks and ARP cache poisoning attack, and they
are part of a master thesis submitted to the British University in Dubai (BUiD),
School of Informatics, in partial fulfillment of the requirements for the degree of
M.Sc. in Information and Networking Security.

2 Biometric Technologies

In 2001 MIT Technology Review [7] named biometrics as one of the “top ten emerg-
ing technologies that will change the world”. The term “Biometric” comes from the
Greek words “bio” (life) and “metric” (to measure). Biometric refers to technologies
used for measuring and analyzing a person's unique characteristics. There are two
types of biometrics: behavioral and physical. Behavioral biometrics are generally used
for verification while physical biometrics can be used for either identification or
verification.

Identification is determining who a person is. It involves trying to find a match for
a person's biometric data in a database containing records of biometric information
about people. This method requires time and a large amount of processing power,
especially if the database is large. Verification is determining if a person is who
he/she say he/she really is. It involves comparing a user's biometric data to the previ-
ously recorded data for that person to ensure that this is the same person. This method
requires less processing power and time, and is usually used for authentication and
access control.

The most common types of biometric technologies are fingerprint, iris, voice, hand
geometry, and face recognition [1, 2, 3, 9]. Each technology has its own benefits and
challenges. Today, fingerprint and iris technologies are widely used [10] because they
are fast, reliable, stable, cost effective, and provide excellent identification accuracy
rates. Iris recognition is the most precise of all biometric identification systems. The
false acceptance ratio is so low that the probability of falsely identifying one individ-
ual as another is virtually zero [8].

Biometric technologies may seem trendy, but their use is becoming increasingly
common. Currently, biometric readers are deployed in many public sites and are used
for user identification and verification. They play an important role in implementing
security policies within the institutions. Most biometric readers are able to connect to
local area networks (LAN), and communicate with remote biometric servers to ex-
change biometric data.
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Biometric reader manufacturers have been focusing on offering easy to use, practi-
cal devices, with low cost, low enrollment and recognition time, and low rate of false
match and non-match. However, since these devices are as any network host with IP
and MAC addresses and may be targets of malicious network users.

3 Network Attacks

DoS attacks and the ARP cache poisoning attack [11] are the two classes of network
attacks that are used in this research. Mainly, two experiments have been conducted.
In the first experiment, we investigate the effect of DoS attacks on the performance of
fingerprint, and iris readers. In the second experiment, we investigate the ability of
ARP cache poisoning attack to corrupt the ARP cache entries of the biometrics read-
ers. Network hosts with corrupted ARP caches may not be able to communicate prop-
erly with the other network hosts.

3.1 DoS Attacks

A DoS is an attack which attempts to render a system unusable or significantly slow
down the system for legitimate users by overloading the resources so no one else can
access it. A DoS attack may target users, preventing them from establishing outgoing
connections on a network. A DoS attack may also target an entire organization, to
either prevent outgoing traffic or to prevent incoming traffic to certain network ser-
vices, such as an organization’s web page.

DoS attacks are much easier to accomplish than remotely gaining administrative
access to a target system. Because of this, DoS attacks have become common on the
Internet. DoS attacks can either be deliberate or accidental. It is caused deliberately
when an unauthorized user actively overloads a resource. It is caused accidentally
when an authorized user unintentionally performs an action that causes resources to
become unavailable.

Most DoS attacks rely on weaknesses in the TCP/IP protocols. The next sub-
sections introduce the selected DoS attacks used in this paper's experiments, namely
the SYN flood, Land, Teardrop and UDP flood attacks.

Land Attack: Land attack occurs when an attacker sends spoofed TCP SYN packets
(connection initiation) with the target host's IP address, and an open port as both
source and destination. The target host responds by sending the SYN-ACK packet to
itself, creating an empty connection that lasts until the idle timeout value is reached.
Flooding a system with such empty connections can overwhelm the system, causing a
DoS (Figure 1).

SYN Flood Attack: A SYN flood occurs when a host becomes so overwhelmed by
SYN packets initiating incomplete connection requests that it can no longer process
legitimate connection requests.

When a client system attempts to establish a TCP connection to a system providing
a service (the server), the client, and server exchange a sequence set of messages
known as a three-way handshake.
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Fig. 1. The Land attack

The client system begins by sending a SYN (synchronization) message to the
server. The server then acknowledges the SYN message by sending a SYN-ACK
(acknowledgment) message to the client. The client then finishes establishing the
connection by responding with an ACK message. The connection between the client
and the server is then opened, and the service-specific data can be exchanged between
the client and the server.

The potential for abuse arises at the point where the server system has sent an ac-
knowledgment (SYN-ACK) back to the client, but it has not yet received the final
ACK message. This is what is known as a half-opened connection. The server has in
its system memory a built-in data structure describing all pending connections. This
data structure is of finite size, and it can be made to overflow by intentionally creating
too many partially-opened connections (Figure 2).

Creating a half—opened connection is easily accomplished with IP spoofing. The
attacker’s system sends SYN messages to the victim’s server that appear to be legiti-
mate, but in fact, the source address is spoofed to a system that is not currently con-
nected to the network. This means that the final ACK message is never sent to the
victim server. Because the source address is spoofed, there is no way to determine the
identity of the true attacker when the packet arrives at the victim’s system.

SYN packets with spoofed source IP

dnacker host addresses Victim host

@i

The memory buffer
in the victim host
begins filling up

ACK packets

Fig. 2. The SYN Flood attack
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Teardrop Attack: The Teardrop attack targets a vulnerability in the way fragmented
IP packets are reassembled. Fragmentation is necessary when IP datagrams are larger
than the maximum transmission unit (MTU) of a network segment across which the
datagrams must traverse. In order to successfully reassemble packets at the receiving
end, the IP header for each fragment includes an offset to identify the fragment’s
position in the original unfragmented packet. In a Teardrop attack, packet fragments
are deliberately fabricated with overlapping offset fields causing the host to hang or
crash when it tries to reassemble them. Figure 3 shows that the second fragment
packet claims to begin 20 bytes earlier (at 800) than the first fragment packet ends (at
820). The offset of fragment Packet #2 is not in accord with the packet length of
fragment Packet #1. This discrepancy can cause some systems to crash during the
reassembly attempt.

20 Bytes 800 Bytes

Fragment

| Data
Packet #1 IP-Header

———

Fragment offset=0
Packet length = 820
More fragmentsbit=1

20 Bytes 600 Bytes

Fragment
Packet #2

IP-Header | Data

i B

Fragment offset = 800
Packet length =620
More fragmentsbit=1

Fig. 3. The Teardrop attack

UDP Flood Attack: UDP (User Datagram Protocol) is a connectionless protocol, and
it does not require any connection set up procedure to transfer data. A UDP Flood
attack is possible when an attacker sends a UDP packet to a random port on the victim
system. When the victim system receives a UDP packet, it will determine what appli-
cation is waiting on the destination UDP port. Two cases are possible. If there is no
application that is waiting on the port (closed UDP port), the victim host will generate
an ICMP (Internet Control Message Protocol) packet of destination unreachable to the
forged source address. However, if there is an application running on the destination
UDP port, then the application will handle the UDP packet. In both cases, if enough
UDP packets are delivered to destination UDP ports, the victim host or application
may slow down or go down (Figure 4).

3.2 ARP Cache Poisoning Attack

Sniffing consists of re-routing (redirecting) the network traffic between two target
hosts to a malicious host. Then, the malicious host will forward the received packets
to the original destination; so that the communication between the two target hosts is
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TUDP packets with spoofed source IP
addresses and random destination
TUDPports

Attacker host Fietim host

Attacker host

£8. | UDPpackets with spoofed source IP_3
addresses and random destination
open UDP port

Fig. 4. UDP Flood attack

not interrupted and the two communicating hosts’ will not notice that their traffic is
being sniffed by a malicious one.

Man-in-the-Middle attack (MiM) is the most common attack used to sniff switched
LAN networks. MiM attack uses ARP cache poisoning[11]. ARP cache poisoning is
the malicious act, by a host in a LAN, of introducing a spurious IP address to MAC
address mapping in another host’s ARP cache. This can be achieved by manipulating
the ARP cache of a target host, independently of the ARP messages sent by the target
host. To do that, the malicious host can either add a new fake entry in the target host’s
ARP cache, or update an already existing entry using fake IP and MAC addresses.

In MiM attack, the malicious user first enables the host’s IP packet routing, in or-
der to become a router and forward the redirected packets. Then, using an ARP cache
poisoning attack, the malicious user corrupts the ARP caches of the two target hosts
in order to force the two hosts to forward all their packets. It is important to notice
that if the malicious host corrupts the ARP caches of the two target hosts without
enabling its IP packet routing, then the two hosts will not be able to exchange packets,
and it will be a DoS attack. In this case, the malicious host does not forward the re-
ceived packets to their legitimate destination as shown in Figure 5.

Denial of Service Attack Sniffing Attack

Host A HostB Host A Host B
T — o) —
e[rgg':? ________ D . @) *IQ%-' O “@)
= 8, =T el @, =5

N

A IP packet
routing disabled

I IP packet
routing enabled

Malicious Malicious
host C host C
(@) (b)

Fig. 5. Biometric data sniffing based on the MiM attack
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4 Experiments

Two experiments are conducted. In the first experiment [14], we investigate the effect
of four common DoS attacks on the performance of several fingerprint and iris read-
ers. In the second experiment, we investigate the effect of ARP cache poisoning at-
tack on the entries of the ARP caches of the biometric readers.

4.1 Network Architecture

Figure 6 shows the network architecture used in the experiments. Three attacker
hosts, a biometric server, fingerprint readers, and iris readers are connected to a
switch. The attacks are lunched from the three attack hosts using two tools.

Fingerprint/ Iris
server

2] Attack hosts

I{’)",I If 3\ if 3\

| ’T ﬁ} ’-r ?‘*’-I' ?‘* LAN network

i § I

e

Fingerprint Fingerprint Fingerprint Iris Iris Iris
reader reader reader reader reader reader

Fig. 6. Network architecture

4.2 Attack Tools

The following are the two tools used in the experiments [14]:

e  FramelP packet generator [12] is a packet generator that allows generating
any type of IP and ARP packets. The tool is used by the attack hosts to gen-
erate the Land, Teardrop, and UDP flood attacks; it is also used to perform
an ARP cache poisoning attack.

e SYNFlood tool [13] is a ready-to-use attack tool used to generate the SYN
flood attack.

Figure 7 show the online command used to generate the SYN flood attack, using the
tool SYNflood. After executing the online command, a flood of fake TCP SYN pack-
ets is sent to the target biometric reader whose IP address is 10.10.10.5.

Using the three attack hosts, SYN flood, Land, Teardrop and UDP flood attacks are
lunched simultaneously. The following section presents the experimental results.



72 Z. Trabelsi et al.

INDOWS' system32t cmd.exe

D:~Tools“8¥N Flood>
:5Tools~8¥N Flood>
D:~Tools“8¥N Flood>
D:~Tools“8YN Flood»synflood —interface 2 —ip_destination 18.108.10.5 -loops @

ZynFlood — %2end SYN ICP with spoofing IP Source — Uepsion 2.3.3.18
Create on July 23, 2803, Last compilation on August 26, 2006
by sebastien.fontaine@frameip.com

from 115.3.45.144:35118 to 10.168.18.5:80 — 6% Butes
from 168.67.147.106:42363 to 18.18.18.5:88 - 6% Bytes
from 216.103.64.150:11381 to 18.18.18.5:88 - 6% Bytes
from 74.98.223.142:26976 to 18.10.10.5:88 - 6% Bytes
from 138.247.162.64:47995 to 18.18.168.5:8

from 15.64.188.143:55083 to 10.18

from 181.43.231_208:32284 to 18. a

from 68.247.222_78:37232 to 18.18.10.5:88 — 6% Bytes
from 199.188.228.199:652%98 to 18.10.18.5:80 - 6% Bytes
from 93.224.60.237:2167 to 10.18.18.5:80 — 6% Bytes
from .168.5:8

from 65.148.9.204:57869 to 10.10.10.5:

from 145.25.156.45:39989 to 10.10.18

from

from 99.152.65.223:2863 to 16.

Fig. 7. The SYN flood attack online command

4.3 DoS Attacks Results for Fingerprint Readers

A few seconds after launching the 4 DoS attacks, the recognition performances of all
tested fingerprint readers deteriorated significantly. For example, Figure 8 shows that
before launching the DoS attacks, the response times were less than 0.4 ms when
pinging the NitGen Fingerprint reader NAC 3000 [5]. However, the response times
increased considerably and reached more than 20 ms just after launching the attacks
[14]. This is due to the fact that after launching the DoS attacks, the reader became
busy with treating the flood of packets, and consequently became unable to process
the Ping requests on time. Additionally, the reader was unable to process several
registered users when they were attempting to use it [14]. That is, the reader was un-
able to give any recognition results. Table 1 summarizes the experimental results for
each fingerprint reader.

Table 1. DoS attacks results for fingerprint readers

Effect of DoS attacks on the recognition
performance of the fingerprint readers

NitGen Fingerprint reader NAC 3000 Recognition status is unstable:

( http://www.nitgen.com) . The reader recognition response is
F7 Standalone Biometric Access Control Terminal very slow or there is no response.
(http://www.fslocks.com/f7stbiaccote.html)

MX600 Fingerprint Access Control . The readers often disconnect from

(http://www.miaxis.net/1070012/1/products_details.htm) the network.

4.4 DoS Attacks Results for Iris Readers

In this experiment [14], the iris readers are the targets of the attack hosts. The same
four DoS attacks are used in this experiment. A few seconds after launching the DoS
attacks, the recognition performances of all tested iris readers deteriorated signifi-
cantly. Table 2 summarizes the experiments results for each iris reader [14].
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Fig. 8. Response time of Nitgen Fingerprint reader NAC 3000 before and after the DoS attacks

Table 2. DoS attacks results for iris readers

Effect of DoS attacks on the recognition performance
of the iris readers

Panasonic Iris reader BM-ET330 Recognition status is unstable:
(ftp://ftp.panasonic.com/pub/Panasonic/cctv/SpecS | -The reader recognition response is very slow or there is
heets/BM-ET330.pdf) no response.
LG’s IrisAccess 4000 (http://www.irisid.com) -The readers disconnected from the network. But, when
1G-AD100® Iris Camera System, the DoS attack stopped, the readers reconnected to the
(http://www.irisguard.com) network.

For example, Figure 9 shows that before launching the DoS attacks, the response
times were less than 0.1 ms when pinging the Panasonic Iris reader BM-ET330 [4].
However, just after launching the attacks, the reader crashed, and consequently there
were no ping responses. The reader became unable to recognize users and completely
disconnected from the network. When the DoS attack stopped, the reader reconnected
to the network [14].

4.5 ARP Cache Poisoning Attack Results for Fingerprint and Iris Readers

This attack consists of corrupting the ARP caches of the biometric readers. Network
hosts with corrupted ARP caches may not be able to communicate properly with other
network hosts.

We use the FramelP packet generator tool to build fake ARP packets [14]. The pack-
ets are used to corrupt the ARP caches of the fingerprint and iris readers. Figure 10
shows the online command used to generate the fake ARP packets.

The experimental results indicate that the ARP cache poisoning attack has no effect
on the tested readers. Consequently, the readers are protected from this type of attack.
This is because of the simple implementation of the ARP protocol in these readers. In
fact, the readers do not allow the updating of their ARP caches [14]. They use static
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1 WINDDWS' system32h cmd.exe ;IE'EI

:~Tools“frame_ip> ;I

:»Jools frame_ip>

:NToolssframe_ipl

nJoolssframe_ipiframeip —interface 2 —mac_type 2854 —arp_ip source 192.168.8.2

—arp_mac_source B1-81-01-81-081-B1 —arp_ip_destination 192.168.0.10 —
—

ramelP — Create some IP frame — Uersion 5.9.3.12 —

reate on December 21, 20P2, Last compilation on March 13. 2887

reated by Sebastien FONTAIME — http:/Auvuw.frameip.con

he frame was sent from BB-19-7E-8C-32-83 to FF-FF-FF-FF-FF-FF with 57 Bytes
NToolssframe_dipr LI

Fig. 10. FramelP online command used to perform ARP cache poisoning attack

ARP cache entries, so that the entries cannot be updated by fake ARP request and
replies. The ARP cache entries are created when the readers connect to the network.
Once they get the MAC addresses of the biometric servers, they create static entries
(IP/MAC addresses) in their ARP caches.

S Enhanced Network Architecture for e-Forensic Investigation

In case of incident, forensic investigators need to collect, and analyze the data ex-
changed between the network devices (routers, firewalls, intrusions detection systems,
etc.), including the biometric readers and the servers. This investigation allows to
propose a more enhanced configuration for a network that includes biometric readers.
The log files of the network devices and biometric readers should be collected to be
used in any investigation. In addition, sniffers should be installed in order to collect
the exchanged traffic between the devices. A host running a sniffer, and connected to
a network will not be able to sniff the traffic, unless it is connect to a monitoring port
(SPAN), Figure 11. A host connect to a SPAN port will receive all the network traffic
exchanged between all the network devices. Hence, forensic investigators can use the
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Fig. 11. A network architecture with SPAN port for sniffing network traffic
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Fig. 12. CommView sniffer showing traffic generated by SYN flood attack

75

sniffed traffic to start their investigation in case of incidents. For example, Figure 12,

shows the collected SYN flood attack traffic using the CommView sniffer. By inves-
tigating the collected traffic, it is clear that host 172.20.243.3 has been under SYN

flood attack.

6 Conclusion

This paper investigated the effect of common network attacks on the performance and
security of several fingerprint and iris readers. Experiments were conducted using

DoS attacks and ARP cache poisoning attacks.
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The experimental results demonstrate that the tested biometric readers are vulner-
able to DoS attacks, and their recognition performances are significantly affected after
launching the attacks. However, the tested biometric devices are protected from the
ARP cache poisoning attack since they use a simple implementation of the ARP pro-
tocol. They use static ARP caches entries; instead of using dynamic entries as it is the
case in ordinary computers.

Biometric devices are designed to offer practical user interfaces with effective
costs, low enrollment and recognition time, and low false nonmatch and match rates.
However, our work in this paper shows that they are not designed to include basic
security mechanisms, mainly firewalls to filter the network traffic and IDS/IPS sys-
tems to detect and prevent network attacks, and malicious network activities. There-
fore, they are targets for malicious users. These biometric readers can be crashed or
disconnected from the network by common DoS attacks. Consequently, their avail-
ability and efficiency may become questionable within any institution, and it will be
difficult to rely on such devices to implement security policies, and conduct digital
forensic investigations in case of an incident. Furthermore, since these biometric
readers lack basic security features, the confidentiality and integrity of their log files
and the exchanged biometric data are questionable. Digital forensic investigators
should be aware of the fact that current biometric readers are insecure and vulnerable
devices and may exchange biometric data that can be easily attacked and altered.

As a future work, we are working on conducting further experiments using other
types of attacks and biometric readers.
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