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Abstract. RAM content acquisition is an important step in live forensic analy-
sis of computer systems. FireWire offers an attractive way to acquire RAM con-
tent of Apple Mac computers equipped with a FireWire connection.  However, 
the existing techniques for doing so require substantial knowledge of the target 
computer configuration and cannot be used reliably on a previously unknown 
computer in a crime scene.  This paper proposes a novel method for acquiring 
RAM content of Apple Mac computers over FireWire, which automatically dis-
covers necessary information about the target computer and can be used in the 
crime scene setting.  As an application of the developed method, the techniques 
for recovery of AOL Instant Messenger (AIM) conversation fragments from 
RAM dumps are also discussed in this paper. 

Keywords: RAM Analysis, Mac OS X, FireWire, AOL Instant Messenger 
(AIM). 

1   Introduction 

Forensic acquisition of data from a running computer system is commonly referred 
to as live forensics or computer forensics field triage.  It is performed in situations 
when the extraction of evidential data through post mortem forensic analysis is either 
impossible or infeasible. One such situation is when the evidential data resides only 
in the RAM of the target computer, and would be lost if the computer was switched 
off.  

Within this paper, the contributions to the field of live forensics are two-fold.  
Section 2 presents a FireWire based technique for reliably acquiring the contents of 
RAM whilst avoiding memory mapped input-output registers. This technique is appli-
cable to Intel based Apple Mac computers running Mac OS X, and requires no prior 
knowledge of RAM size or the target system's memory map. Section 3 presents an 
application of this RAM imaging technique, to the task of AOL Instant Messenger 
(AIM) conversation fragment recovery from RAM; the process, methodology, and 
Perl scripts are explained in detail. 
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2   Reliable Acquisition of Mac OS X RAM Content via FireWire 

2.1   State of the Arts 

IEEE 1394 is a serial bus interface standard for high-speed data communication. Ap-
ple Computer Inc. uses brand name of FireWire for IEEE 1394 technology. One of 
the features of FireWire is that devices connected to the FireWire bus have access to 
each other’s RAM.  Several authors including M. Dornsief, et al [10], and A. Boileau 
[1,2] demonstrated the possibility of acquiring RAM content of the target computer 
over FireWire. To do so, the target computer is connected to the investigator’s com-
puter via FireWire. A special application is then executed on the investigator’s com-
puter to extract the data from the target computer’s RAM. This paper refers to the 
acquisition of RAM content of the target computer as “RAM imaging”. 

The main problem with the existing approaches to FireWire RAM imaging is 
caused by the presence of memory mapped input-output device registers (or simply 
memory mapped I/O registers) in the memory address space of the target computer. 
Accidental reading of these registers over FireWire may trigger undesired activity in 
the corresponding devices and may cause instability and system crash in the  
target computer. The existing applications for FireWire RAM imaging, such as 
1394memimage [2], need to be explicitly told which memory areas to image. To do 
so, the investigator needs to know the size of RAM in the target computer and the 
location of the memory mapped I/O register areas apriori.  Although it is possible in 
incident response situations, where the investigator has the complete knowledge of 
the target system, it is not practical in live forensics situations, when a previously 
unknown live computer is found at the crime scene. 

To avoid instability of the target system during FireWire RAM imaging at the 
crime scene, it is essential for the RAM imaging application to be able to automati-
cally discover the location of the memory mapped I/O registers in the target com-
puter.  This research was able to develop a suitable process for Intel-based Apple Mac 
computers running Mac OS X operating system; this process is explained below. 

2.2   Reliable FireWire RAM Imaging for Intel-Based Apple Mac Computers 

The analysis of Mac OS X source code has shown that the information about the loca-
tion of memory mapped I/O registers is stored in a special data structure, Memory-
Map, of Mac OS X kernel.  To access this data structure over FireWire, the RAM 
imaging application needs to identify 

1. the version of Mac OS X on the target computer, and 
2. the address of the MemoryMap data structure. 

The following describes in detail the process and pitfalls in answering these questions. 

Accessing Kernel Data Structures over FireWire. Our experiments have shown an 
investigator’s computer connected to an Intel-based Apple Mac via FireWire can 
access the first 4GiB of the Apple Mac’s physical address space1.  The source code of 
Mac OS X kernel is freely available from Apple Open Source connection [5] and 
                                                           
1 4GiB limitation is caused by the 32-bit addressing of the host memory used in FireWire. 
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together with the debugging symbol information available in Apple’s Kernel debug-
ging kits, it can be used to interpret the content of the accessible Apple Mac RAM. 

The method for interpreting the content of physical memory dumps of Apple Mac 
computers was first described by M. Suiche in [6].   In particular, it was shown that 
the virtual address of the statically allocated data structures in Mac OS X kernel is 
equal to the corresponding physical memory address.  In relation to FireWire RAM 
imaging this means that if, for example, a statically allocated kernel data structure has 
virtual address 0x005db044, it can be accessed over FireWire using physical address 
0x005db044. This rule does not apply to all kernel data, but it does apply to all data 
structures mentioned in this paper. 

The address of the statically allocated data structure in a particular version of Mac 
OS X can be determined by examining its kernel executable file mach_kernel 
using, for example, nm command as shown in Fig. 1. 

 

Fig. 1. Determining the address of a kernel data structure 

The kernel executable files for different versions of Mac OS X can be downloaded 
from the Apple Developer Connection [7] as part of the kernel debugging kits. 

Determining the Version of Mac OS X. Mac OS X kernel has a string constant 
called version, which is a null-terminated ASCII string describing the version of 
Mac OS X.  E.g. “Darwin Kernel Version 10.0.0: Fri Jul 31 22:47:34 PDT 2009; …”. 
The address of the version string is different in different versions of Mac OS X. 

The version of Mac OS X running on the target computer can be determined by 
reading the contents of every possible location of the version string over FireWire 
and comparing the acquired data with the expected content of the version string. 
Once the version string for a particular version of Mac OS X is found at its ex-
pected location, it can be concluded that that version of Mac OS X is running on the 
target computer. 

Determining Safe Memory Regions for Imaging. Intel-based Apple Mac computers 
implement Extendible Firmware Interface (EFI) standard [8]. According to the EFI 
specification, computer firmware communicates the layout of memory mapped I/O 
registers and other areas of memory to the operating system at boot time. Mac OS X 
stores this information in the kernel and uses it when the computer is put to sleep to 
determine all memory areas whose content needs to be saved onto the hard disk. This 
information is stored in the MemoryMap data structure, whose address can be deter-
mined via FireWire by reading PE_state and boot_args kernel data structures 
as illustrated in Fig. 2. 
PE_state is a global data structure in Mac OS X kernel that contains data of the 

Platform Expert object. It is defined in the file pexpert/pexpert/pexpert.h 
in the kernel source code tree: 
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Fig. 2. Accessing Mac OS X memory map 

typedef struct PE_state {  
 boolean_t initialized; 
 PE_Video video;   
 void  *deviceTreeHead;  
 void  *bootArgs;  
} PE_state_t;  

Among other things, the PE_state structure contains a pointer called bootArgs, 
which points to the boot arguments passed to the kernel by the firmware at the boot 
time.  

The boot arguments are organized into a struct called boot_args, which is de-
fined in the file pexpert/pexpert/i386/boot.h: 

typedef struct boot_args { 
  uint16_t    Revision; 
  uint16_t    Version; 
  char        CommandLine[BOOT_LINE_LENGTH]; 
  uint32_t    MemoryMap; 
  uint32_t    MemoryMapSize; 
  uint32_t    MemoryMapDescriptorSize; 
  uint32_t    MemoryMapDescriptorVersion; 
… 
} boot_args;  
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One of boot_args fields, MemoryMap, is a pointer to the memory map of the 
computer.  The memory map is an array of memory map descriptors, where each 
descriptor defines the location, type, and size of a particular area of memory. A mem-
ory map descriptor has the following structure (defined in pex-
pert/pexpert/i386/boot.h): 

typedef struct EfiMemoryRange { 
  uint32_t Type; 
  uint32_t Pad; 
  uint64_t PhysicalStart; 
  uint64_t VirtualStart; 
  uint64_t NumberOfPages; 
  uint64_t Attribute;  
} EfiMemoryRange;  

The Type field determines the purpose of the area of memory (e.g. normal RAM vs. 
memory mapped I/O registers).  The PhysicalStart field contains the physical 
address of where the memory area begins.  The NumberOfPages determines the 
length of the memory area in pages.   

The address of PE_state data structure can be determined from the kernel sym-
bol table. The offsets to bootArgs and MemoryMap pointers can be calculated by 
adding up sizes of the preceding fields in the PE_state and boot_args data 
structures respectively. 

Once the RAM imaging application has determined the version of Mac OS X in the 
target computer, it must use the address of PE_state and offsets to bootArgs and 
MemoryMap pointers for that version of Mac OS X. To determine which areas of 
memory are safe for reading, the RAM imaging application should perform a sweep of 
the memory map array and identify all memory areas corresponding to some form of 
RAM.  The content of the identified RAM areas should then be acquired via FireWire. 

After the RAM image is created, it needs to be analyzed.  This paper describes a 
work in progress whose aim is the recovery of unsaved instant messenger conversations 
from the RAM of the target computer.  Some initial results for recovery of AOL Instant 
Messenger (AIM) conversation fragments have been obtained, and they are described in 
the next section. 

3   Extracting Fragments of Open AIM Conversations 

3.1   AOL Instant Messenger Background 

AOL Instant Messenger (AIM) is a peer-to-peer instant messaging service similar to 
many other “chat” type programs.  Below are some of the features and services AIM 
provides: 

• A user can have up to 1000 buddies added to his/her contact list. 
• Ability to add, delete or block any buddies in buddy list. 
• Viewing buddy information and knowing his/her details. 
• A user can also send typed text messages to many buddies at a time.  
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• The ability to share a user’s status, files and pictures. 
• The ability to use Text (SMS). This feature sends instant messages to the recipi-

ent’s cell phone. 
• AOL provides a free email account. 
• AIM toolbar provides the ability to see the status of AOL mail, AOL search func-

tions, and AIM messaging services as a toolbar in your browser.  
• In addition AIM is accessible on Windows Mobile Smartphone, iPhone and iPod 

touch [3]. 

Due to its availability, features, and ease of use AIM has become very popular.  
By default, the Mac OS X version of AIM does not automatically save chat logs. 

This is a hindrance from an investigative point of view. To obtain the content of an AIM 
conversation an investigator needs to extract it from RAM.  Section 2 covers this. 

3.2   AOL Instant Messenger Chat Logs Formats in the RAM 

The research described in this paper focused on AIM version 1.5.127. To determine 
formats of conversation data as stored in RAM, a test conversation was conducted. 
The content of the virtual memory of the AIM process was then dumped using gcore-
1.3 [4], and the resulting virtual memory dump was then examined using hexadecimal 
editor 0xED [11].  As a result of this experimentation, several possible AIM message 
formats were discovered. These formats and the recovery of chat logs are described in 
the following sections. 

Format A 

 

Fig. 3. AIM chat log format A 

By searching for known conversation fragments, it was possible to locate conversa-
tion data objects in RAM (Fig. 3). From the AIM process memory dump, it can be 
seen that AIM chat messages have the following format. It contains the user name of 
the sender, the time when the message was sent, and the text of the message: 
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<USERNAME> (HH:MM:SS): <MESSAGE>  

The username can only be 3-16 combined letters and numbers, but it should always 
start with an upper or lower case letter. Given below is a regular expression written in 
Perl that matches the above message format: 

m/([a-zA-Z]{1}[a-zA-Z0-
9]{2,15})\s\((\d\d\:\d\d:\d\d)\):\s(.*\s)/ 

Format B. However, after further research it was found that the RAM sometimes 
contains a different format for the AIM messages, an example of which is shown in 
Fig. 4. 

 

Fig. 4. AIM chat log format B 

From Fig. 4 the messages format is: 

<USERNAME> (HH:MM:SS PM/AM): <MESSAGE> 

In Perl matching the above chat message format would be the following expression: 

m/([a-zA-Z]{1}[a-zA-Z0-
9]{2,15})\s(\(\d\d\:\d\d:\d\d\s[A-Z]{2}\):)\s(.*\s)/ 

Format C. Another format for AIM chat logs was also found that has the following 
format: 

<USERNAME>: (HH:MM:SS) <MESSAGE> 

To extract this chat message format the following regular expression in Perl can be 
used: 
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m/([a-zA-Z]{1}[a-zA-Z0-
9]{2,15}:)\s(\(\d\d\:\d\d:\d\d\))(.*\s)/ 

See Fig. 5 for the above AIM chat log format. 

 

Fig. 5. AIM chat log format C 

Format D. From further research, another AIM message format was also found. It is 
shown in Figure 6.  

 

Fig. 6. AIM chat log format D 

The name of the sender (almansoorisony) and the text of the message (Good eve-
ning my friend) can be extracted using, for example, the following Perl code: 

if (m/\\[a-z0-9]{3}\s([a-zA-Z]{1}[a-zA-Z0-9]{2,15}:).*/){ 
   $username = $1; 
   my $firstline = <FILE>; 
   $secondline = <FILE>;  #Skip \\bs1 \\bf2 
   $secondline =~ m/[^\s]*\s(.*)/; 
   $secondline = $1; 
   $conversation2 = "$username $secondline"; 
} 
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The above code will extract the username, assign it to the variable $username, and 
then extract the conversation fragments from the following two lines read from the 
memory dump file according to the format displayed in Fig. 6. 

4   Experimental Results 

The techniques described in Sections 2 and 3 have been implemented in a software 
tool called Goldfish [9].  The tool has been tested on three distinct Apple Mac com-
puters, which were using one of the two different versions of Mac OS X (Darwin 
Kernel Version 10.0.0 and Darwin Kernel Version 9.8.0). Results have been mixed; in 
all experiments the tool successfully performed RAM imaging over FireWire without 
crashing the target computer.  In most experiments AIM messages of the ongoing 
AIM conversations were successfully recovered. However, in some experiments, 
AIM message recovery did not recover any messages. The reasons for this failure to 
recover messages are being investigated. 

5   Future Work 

The research described in this paper is a work in progress.  The basic method for 
extracting RAM content from Apple Mac computers over FireWire has been devel-
oped, and the initial steps in the analysis of the RAM dump were performed.   

Future work will have to focus on further analysis of the RAM dump.  In order to 
go beyond the simple data carving using regular expressions, it will be necessary to 
reconstruct the virtual memory spaces of the individual user processes. A method for 
doing so has been proposed in [6].  Additional difficulty is caused by the inconsisten-
cies in the RAM dump.  RAM imaging over FireWire is a lengthy process that hap-
pens concurrently with the normal operation of the target computer.  As a result, the 
content of some memory pages may have changed during the imaging process, and 
the data collected at the beginning of the imaging may contradict the data collected at 
the end of the imaging. The future research will have to come up with a way of identi-
fying and working around such inconsistencies.  

References 

1. Boileau, A.: Hit by Bus: Physical Access Attacks with Firewire,  
http://www.security-assessment.com/nz/publications/ 
security_publications.html 

2. Boileau, A.: Releases: Winlockpwd, Pythonraw1394-1.0.tar.gz,  
http://www.storm.net.nz/projects/16 

3. Wikipedia Article: AOL Instant Messenger,  
http://en.wikipedia.org/wiki/AOL_Instant_Messenger 

4. Singh, A.: Process Photography on Mac OS X (Handcrafting Process Core Dumps), 
http://www.osxbook.com/book/bonus/chapter8/core 

5. Apple Open Source Connection, http://opensource.apple.com/ 



64 P. Gladyshev and A. Almansoori 

6. Suiche, M.: Advanced Mac OS X memory analysis, Presentation at BlackHat Briefing 
Washington DC (February 2010), http://www.blackhat.com/presentations/ 
bh-dc-10/Suiche_Matthieu/Blackhat-DC-2010-Advanced-Mac- 
OS-X-Physical-Memory-Analysis-wp.pdf 

7. Apple Developer Connection, http://developer.apple.com/ 
8. Unified Extendible Firmware Interface Specifications,  

http://www.uefi.org/specs 
9. Goldfish tool, http://cci.ucd.ie/goldfish 

10. Becher, M., Dornseif, M., Klein, C.N.: 0wn3d by an iPod. In: Proceedings of PacSec 2004 
Applied Security Conference, Tokyo (2004), 
http://pacsec.jp/psj04/psj04-dornseif-e.ppt 

11. 0xED hexadecimal editor, http://www.suavetech.com/0xed/0xed.html 


	Reliable Acquisition of RAM Dumps from Intel-Based Apple Mac Computers over FireWire
	Introduction
	Reliable Acquisition of Mac OS X RAM Content via FireWire
	State of the Arts
	Reliable FireWire RAM Imaging for Intel-Based Apple Mac Computers

	Extracting Fragments of Open AIM Conversations
	AOL Instant Messenger Background
	AOL Instant Messenger Chat Logs Formats in the RAM

	Experimental Results
	Future Work
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




