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Abstract. Apple iPhone has made significant impact on the society both as a 
handheld computing device and as a cellular phone. Due to the unique hardware 
system as well as storage structure, iPhone has already attracted the forensic 
community in digital investigation of the device. Currently available commer-
cial products and methodologies for iPhone forensics are somewhat expensive, 
complex and often require additional hardware for analysis. Some products are 
not robust and often fail to extract optimal evidence without modifying the 
iPhone firmware which makes the analysis questionable in legal platforms. In 
this paper, we present a simple and inexpensive framework (iFF) for iPhone fo-
rensic analysis. Through experimental results using real device, we have shown 
the effectiveness of this framework in extracting digital evidence from an 
iPhone. 
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1   Introduction 

The Apple iPhone is among the most popular smart phones on the market, since its 
release in July 2007. According to a recent report on market share of mobile devices 
by Gartner  [1], Apple's share of worldwide smart phone sales grew from 5.3 percent 
in the first quarter of 2008 to 10.8 percent in the first quarter of 2009. In terms of unit 
sales, iPhone jumped from 1.7 million in the first quarter of 2008 to 3.9 million dur-
ing the same period in 2009. Though many smart phones have functionalities similar 
to iPhone, user interface and prevalence of numerous applications make them popular 
among many. The iPhone 3rd Generation Cellular Communication device, widely 
known as iPhone 3G was released in July, 2008 which has featured GPS service and 
faster Internet connection. Considering the mobility and functional similarity to stan-
dard computing devices, experts predict that iPhone can soon become a handy choice 
for cyber criminals. So, it is important for forensic community to focus on developing 
sound forensic methods for iPhone, forecasting the potential use of it in cyber crimes.  

There are efforts from both commercial and individual forensic experts on iPhone 
forensics. Commercial products include Aceso by Radio Tactics [2], UFED from 
Cellebrite [3], Device Seizure by Paraben [4], .XRY by Micro Systemation [5] and 
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CellDEK by LogiCube [6]. However, these products can be expensive (up to multiple 
thousand dollars), requires additional hardware and functionality is limited only to the 
built-in features provided. Also, some approaches alter the firmware of iPhone to 
access the storage area using a method widely known as “jailbreaking” which is copy-
right infringement and illegal [7]. It also violates the Association of Chief Police 
Officers (ACPO) guideline for computer forensics and electronic evidence [8], which 
clearly states that “No action taken by law enforcement agencies or their agents 
should change data held on a computer or storage media which may be subsequently 
be relied upon in court.”   

In this paper, we propose a forensic framework for iPhone which simple to perform 
and free from the requirement of additional devices. In addition, this approach does 
not alter the iPhone firmware which keeps the digital evidence acceptable in legal 
venues. Using an iPhone device, we show the effectiveness of the framework in re-
trieving various digital artifacts. Additionally, we show the soundness of the evidence 
through comparisons to existing approaches using forensic standards. A preliminary 
version of this framework was tested on iPhone instant messaging forensics in [9]. 

2   Literature Review 

The Apple iPhone OS is an optimized version of Mac OS X. There are two partitions 
on the iPhone storage device. The first partition is the system partition (approx. 300 
MB). This partition includes the operating system and the default applications. The 
remaining space is partitioned as the user data (or media) partition. This space is 
where all music, contact, SMS as well as other user data are stored. When an iPhone 
is connected to a computer, it communicates with it using Apple File Communication 
protocol and creates a backup folder of user and device configuration data on it. Fo-
rensic acquisition of iPhone data can take different approaches such as acquiring the 
backup folder to analyze available data or obtain a physical image of the storage  
device. 

Commercially available iPhone forensic products such as Aceso, UFED, Device 
Seizure, .XRY and CellDEK have some common drawbacks. Some products require 
additional hardware to perform the forensic analysis such as Aceso, UFED and Cell-
DEK . Prices of most products vary from one to fifteen thousand USD according to 
our survey [10]. In addition, none of these solutions guarantees a complete recovery 
of device data.  

Individual effort such as Zdziarski [11] approaches this problem through a bit-by-
bit copy of the physical data in the iPhone. However, this approach modifies a read-
only system partition which may eventually make the evidence questionable at legal 
venues.  Forensic experts [12] extensively reviewed this approach and commented “I 
feel certain that without 15+ years of highly technical experience, I would have likely 
failed or would have certainly taken much longer to succeed (and perhaps sacrifice 
the iPhone data a few times along the way).”  Efforts that use “jailbreaking” modify 
the user data partition of the iPhone opening it for legal challenges according to  
ACPO guideline. 
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Fig. 2. Data Analysis Framework 

We use MobileSyncBrowser (MSB) [13] to parse the binary backup files into lists 
and databases. To analyze database files, we use SQLite Database Browser [14]. Plist 
Editor for Windows [15] is used to analyze the Apple Property List files. Although we 
have used these three softwares in our current experiment, our framework is generic 
in the sense that a forensic investigator can choose other software as long as it serves 
the required purpose of data parsing and analysis. For example, one can write a sim-
ple script to parse the mdbackup files instead of MSB and choose other softwares to 
read databases and lists. 

3.3   Data Reporting 

Depending on the nature of retrieved evidence, the forensic investigator can use suita-
ble reporting format to present it to appropriate authority. This report may be a written 
report, oral testimony, or some combination of the two. The investigator should ad-
here to RFC 4998 “Evidence Record Syntax (ERS)” [16] whenever possible. 

4   Experimental Results 

For this experiment, we used an iPhone third generation with firmware version 3.0 
which is not jailbroken. The phone was heavily used including: Email, contacts and 
calendar, web browsing, phone calls, text messages, multiple Wi-Fi networks, camera 
images, and songs via iTunes, YouTube movies, Google maps and notes. For privacy 
reasons, personal information will be redacted as needed throughout the experiment.  

The following is a list of digital evidence that can be found by analyzing the data 
from iPhone using our proposed framework.   

4.1   Voice Communication Related Evidence 

The backup of iPhone data contains most of call related information. For example: the 
callhistory.db (figure 3) file under Library folder contains recent call history with 
timestamp and duration. The voicemail.db file contains information regarding the 
received voicemails including callback number, timestamp and duration. Each voice-
mail is given a unique identifier. The actual content of the voicemail is saved as iden-
tifier.amr narrow band content file.  A .token file contains credential which is used to 
retrieve voicemails from the cellular provider.   

4.2   Text Communication Related Evidence 

Three types of text communication related evidence can be recovered from the backup 
folder: e-mail, instant messaging (IM) and short text messaging (SMS). Information  
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5   Evaluations of the Digital Evidence 

According to RFC 3227 “Guidelines for Evidence Collection and Archiving” [17], the 
legal considerations of collected evidence should be: 

 

Admissible: Evidence must conform to certain legal rules before it can be put before 
a court. In our framework, we strictly follow the ACPO guidelines to make evidence 
sound in legal venues. 

 

Authentic: There has to be a way to tie evidentiary materials to the incident. In the 
iFF framework, we recover different types of digitals evidence which make it possible 
to tie it to the incident according to necessity. 
 

Complete: It must tell the whole story and not just a particular perspective. Our pro-
posed framework retrieves a large amount of evidence to give the snapshot of the 
overall occurrence. 
 

Reliable: Evidence collection method has to be free from doubts about its authentici-
ty and veracity. As our framework follows the clearly stated procedures in Figure 1 
and 2, reliability is maintained throughout the evidence collection.  
 

Believable:  It must be readily believable and understandable by a court. The digital 
evidence retrieved by our framework is in human readable format and it can be quick-
ly reproduced in the courtroom for authenticity. 

6   Comparisons with Existing Products and Methods 

Table 1 compares our framework iFF with the existing commercial iPhone forensics 
products discussed in the literature review. The second column compares whether the 
product requires an additional hardware or standalone device. This information is taken 
from the product information webpage of respective companies. Next column com-
pares, whether these products can retrieve media file (contacts, call log, sms, images 
etc.) related evidence. All the approaches show good performance in this feature. 
However, in recovering configuration files (application information, settings, and net-
work related information), performance of Aceso and UFED is not satisfactory. 

Table 1. Comparison of iFF with Existing Products and Methods 

Method Additional HW Media Files Configuration 
Files 

Price   
(USD) 

Aceso Required Yes Unknown NA 

UFED Required Incomplete No 4K 

Device Seizure Not Required Yes Yes 1K 

.XRY Not Required Incomplete Incomplete 9K 

CellDEK Required Incomplete Yes 15K 

iFF (proposed) Not Required Yes Yes <50 
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The last column compares prices of these products found at Paraben Forensics 
product comparison webpage [10].  In our framework, only MobileSyncBrowser 
charges a very nominal fee of USD20 for parsing the backup files. Plist Editor for 
Windows and SQLite Database Explorer are freeware. This brings the cost of execut-
ing our forensic framework below USD50 which is quite inexpensive compared to 
other products. Table 2 shows the detailed comparison of extracted media files from 
commercial products [12] with our approach. Table 3 shows the comparison of confi-
guration files. 

Table 2. Comparison of Extracted Media Files 

 Aceso UFED Device 
Seizure 

.XRY CellDEK iFF 

Call Logs Yes Yes Yes Yes Yes Yes 

SMS Yes Yes Yes Yes Yes Yes 

Contact Yes Yes Yes Yes Yes Yes 

Calendar Yes No Yes Yes Yes Yes 

Notes Yes No Yes Yes Yes Yes 

Images Unknown Yes Yes Yes Yes Yes 

Audio Unknown Yes Yes No No Yes 

Table 3. Comparison of Extracted Configuration Files 

 Aceso UFED 
Device 
Seizure 

.XRY CellDEK iFF 

Web History Unknown No Yes Yes Yes Yes 

Bookmarks Unknown No Yes Yes Yes Yes 

App Info Unknown No Yes Yes Yes Yes 

Passwords Unknown No Yes No No Yes 

Lists/XML Unknown No Yes Yes Yes Yes 

Phone Info Unknown Yes Yes Yes Yes Yes 

Wi-Fi Info Unknown No Yes No Yes Yes 

HTML Unknown Yes No No Yes Yes 

7   Challenges and Limitations 

Despite the proposed method’s advantages over other existing forensic methods, there 
are some challenges and limitations. These challenges are listed and briefly discussed 
below. 

Most of the existing methods cannot bypass the pass-code mechanism and encryp-
tion if it is enabled. However, the proposed method inherently captures this fact and 
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overcome this issue by taking the suspect computer into custody as one can still gain 
access to the iPhone even with the pass-code protection on if iPhone pairing files are 
captured from an iPhone backup.  

Jailbreaking is a term used by iPhone users that wish to install applications that are 
not authorized by Apple. The jailbreaking process allows users access to the iPhone’s 
file system.  It would be critical to investigate if the proposed method is affected by 
jailbreaking the iPhone.  

Understanding the backup structure of the iPhone may not be a onetime task.  With 
the different generation of iPhones hitting the market, and the different firmware 
versions, the data structure of the backup may change. This in return pushes research-
ers to continuously investigate the iTunes backup structure.  

We notice that with the various iPhone updates, Apple is keen on taking security 
measures that may impact iPhone forensics. It is critical to understand how current 
security updates, and future updates as well, may affect the proposed method [18] 
[19] [20] [21] [22].   

The proposed method has the limitation of logical acquisition from the iPhone. Be-
cause, the data is logically acquired from the iPhone, all the deleted data may not be 
available in the backup. There are other methods, like the Zdziarski [11] method which 
performs a physical acquisition of the iPhone, enabling the forensic examiner to re-
trieve data that has been deleted. A research study confirms that the physical acquisi-
tion method was the method capable of retrieving deleted data from the iPhone [12].  

8   Conclusion 

In this paper, we present a simple forensic framework for iPhone. The approach is 
cost efficient and does not include complex tasks difficult to be performed by a foren-
sic investigator. It follows the ACPO guideline and RFC 3227 for evidence collection 
and archiving to keep the recovered digital evidence sound in legal venues. Compari-
son of our framework with existing products also showed significant promise. We 
believe that our approach will be beneficial for both forensic researchers and investi-
gators who want to experience legally sound iPhone forensics in an uncomplicated 
and cost effective manner. 
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