Interoperability among Different IMS Cores

Fernando Ortigosa', Sergio Fernandez', Andres Marin®, Davide Prosepio’,
Borja Iribarne3, Itziar Ormaetxea4, Ivan KotuliakS, Tomas Kovaciks,
Eugen Mikoczy®, Timo Lahnalampi’, Timo Koski®, Piritta Hakala®,

Janne Ilitalog, and Juha Teriislahti’

! Ericsson Network Services S.L. ¢/ Hungria, 8
28943, Fuenlabrada, Madrid, Spain
{Fernando.ortigosa, Sergio.Fernandez}@ericsson.com
% Universidad Carlos III de Madrid, Spain
amarinit.uc3m.es, dade.pro@gmail.com
3 Telefonica Investigacion y Desarrollo, Spain
iribarne.borja@gmail.com
* Software Quality Systems, Innovalia Group
iormaetxea@sgs.es
> Slovak University of Technology in Bratislava, Slovakia
ivan.kotuliak@stuba.sk, tokosklé6@gmail.com
6 Slovak Telekom, Slovakia
eugen.mikoczy@t-com. sk
" DIMES, Finland
timo.lahnalampi@dimes. fi
8 University of Turku, Finland
{timo.koski,piritta.hakala}@utu.fi
o Octopus, Finland
{Janne.ilitalo, juha.teraslahti}@octo.fi

Abstract. The IMS as core for operators’ network is imminent. However, the
interconnection is still an issue on basic call layer, but also on services layer. In
this article, we present the NetLab project approach, which has the aim to create
a testing environment for research and development of new services and
applications based on the IP Multimedia Subsystem (IMS). The results of
interconnection tests between several IMS platforms are also provided here.
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1 Introduction

NetLab project aims to sustain research and experimentations that will ascertain the
convergence and interoperability of different test beds, protocol variants and services
based on IP Multimedia Subsystem (IMS). The choice of IMS is considered a key factor
by the project for obtaining a sustainable and generic interconnection proof testbed
where the user can discover and select the network and services used to perform his
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tests. Particular emphasis is placed on interoperability of the test beds, the interconnec-
tion and sharing of software tools, the experimentation and validation of protocols and
services, and in providing trusted access to services.

IMS was originally designed by the standardization body “3rd Generation Partner-
ship Project” (3GPP). However standards may slightly differ in their implemen-
tation, causing some interoperability issues among different manufactures.

In order to be able to accomplish these objectives, various IMS cores have been
used for testing. The tests have been done from different locations at different coun-
tries. Each partner has set up a lab environment to connect to the Netlab net-
work. Two technologies have been used in order to deploy this network:

e A virtual private network (VPN) which does not need any special infrastruc-
ture but a simple connection to the Internet

e GEANT. This is a high bandwidth network for research and education pur-
poses.

As long as Netlab project pretends to create a testing environment for research and
development of new services and applications based on the IMS the first set of tests
have been oriented towards the interoperability of different IMS cores and
IMS clients.

Netlab test bed is composed of three vendor-different IMS cores from:

e Nokia IMS core
e Ericsson SDS
e Fokus OpenIMS core

Netlab consortium has dedicated their efforts to study these multimedia platforms
and their interoperability. Every partner has been able to connect to all the available
IMS cores and test different services from them.

The article is organized as follows: Section 2 describes interconnection of IMS
cores and provides further details. Section 3 deals with test detailed description
and also with their evaluation. This is the core section of whole article. Conclud-
ing remarks and open question for future work are given in Section 4.

2 Network Interconnection

The GEANT project was a collaboration project between 26 National Research and
Education Networks representing 30 countries across Europe, the European Commis-
sion, and DANTE. Its principal purpose was to develop the GEANT network - a
multi-gigabit pan-European data communications network, reserved specifically for
research and education use. The project also covered a number of other activities
relating to research networking. These included network testing, development of new
technologies and support for some research projects with specific networking re-
quirements. This European Network is continuously being increased on size and
bandwidth features.
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The VPN is a network that is constructed using the Internet as the medium for
transporting data. This system uses encryption and other security mechanisms to
ensure that only authorized users can access the network and that the data cannot be
intercepted. The technology we are using for implementing this virtual private
network is called “transport layer security (TLS)” an application layer technology
which allows tunneling an entire network's traffic over the Internet. In particular we
are using “openVPN” which is an open source solution available for general usage.
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Fig. 1. Netlab interconnection

2.1 Netlab IMS Cores

Netlab project includes international partners participating in testing IMS cores inter-
connection in all network layers. IMS networks cores are deployed by different
vendors (OpenIMS, Ericsson and Nokia).

OpenIMS. The Open IMS Core is an Open Source implementation of IMS core
functions. It has been developed by the Fraunhofer institute and it is composed
of IMS Call Session Control Functions (CSCFs) and a lightweight Home Sub-
scriber Server (HSS), which together form the core elements of all IMS/NGN archi-
tectures as specified today within 3GPP, 3GPP2, ETSI TISPAN and the PacketCable
intiative. The four components are all based upon Open Source software (e.g. the SIP
Express Router (SER) or MySQL). This core is deployed at UC3M and STUBA
cores. Slovak partners provide their NGN lab for Netlab tests. OpenIMS core is
installed in a virtual machine (Sun Virtual Box environment). It has 512 MB of RAM
memory reserved for the virtual machine and a Pentium IV at 2.4 Ghz. The operating
system is Ubuntu Jaunty.
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Ericsson SDS (Service Development Studio). This is a emulation for the Erics-
son IMS core. SDS is a tool for development and end-to-end testing of both the client
and server side of new convergent all-IP (IMS) applications. SDS contains a stan-
dards- based IMS network simulator with communication services (CoSe) emulators.
SDS supports clients and devices for Mobile, Fixed Broadband, and WLAN access.
It uses Java community common practices and de-facto standards and provides high-
level APIs to hide the network and terminal device complexity from the designer.
This core is provided by Ericsson. This IMS core is installed in a virtual machine
(VMware environment). It has 512 MB of RAM memory reserved for the virtual
machine and a Pentium IV at 2.4 Ghz. The operating system is Windows XP.

Nokia IMS CORE. Nokia release 2.0 is based on Nokia FlexiServer Platform. The
platform supports high availability and load balancing for applications and services
running on the platform. Nokia IMS has a static subscriber capacity of 500 000 and
is able to process dynamically 10 000 SIP messages per second. The Nokia IMS
solution is implemented according to 3GPP/3GPP2 Rel.6 IMS specifications
and ETSI TISPAN architecture. Software used: Nokia release 2.0 IMS consists of
Connection Processing Server (CPS) and Nokia IP Multimedia Register (IMR).
Nokia CPS provides the Call State Control Function (P/I/S-CSCF) functionalities and
IMR provides HSS functionality. Hardware used: Both CPS and IMR have been
built on top of fault tolerant FelxiServer 3 platform. FlexiServer 3 platform uses
FlexiServer Blade hardware which provides flexible and scalable platform for achiev-
ing carrier grade availability. Each server blade has two 1.6 GHz Intel Pentium 4
Xeon processors, memory and back panel interfaces like Ethernet and FC-AL (Fiber
Channel Arbitrated Loop). The PMC card has two 1 Gbps Ethernet ports for commu-
nication to the outside.

3 Tests

Tests described in this article have been completed in environment of interconnected
IMS cores using VPN technology. However, involved universities have been inter-
connected through GEANT network. OpenIMScore was located at Leganes, Madrid
and in Bratislava, Slovakia. SDS (Ericsson IMS core) was located at Fuenlabrada,
Madrid. Nokia IMS core was located at Oulu, Finland.

The tester has remote access to all of the IMS cores in order to be able to retrieve
log information. The remote access is provided by Remote Desktop connection for
Windows XP operating systems and VNC technology in case of Linux based cores.

The proof of correct interconnection of IMS cores has been done using following
scenarios:

e Registration of client in different labs
e Voice session establishment

e Instant messaging service provisioning
e Presence service provisioning

e Roaming scenario.
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Fig. 2. Netlab laboratory

3.1 IMS Registration

3.1.1 Test Objective

IMS-level registration is the procedure where the IMS user requests authorization to
use the IMS services in the IMS network. The IMS network authenticates and author-
izes the user to access the IMS network.

IMS-level registration is accomplished by a SIP REGISTER request. A SIP reg-
istration is the procedure whereby a user binds his public URI to a URI that
contains the host name or IP address of the terminal where the user is logged in.
Unlike regular SIP procedures, registration with the IMS is mandatory before the
IMS user’s terminal can establish a session.

The IMS registration procedure uses a SIP REGISTER request. However, this
procedure is heavily overloaded in the IMS, in contrast to SIP registration, and this
overload is for the sake of fulfilling the 3GPP requirement of a minimum number of
round trips.

Two algorithms have been used for registering: AKAv1-MDS5 and basic
username/password.

3.1.2 Test Procedure
To test registering process in Netlab we propose to register a user in IMS cores in-
cluded in Netlab project — NGNLAB (SK), Octopus (FI), Ericsson (ES), UC3M
(ES) and SQS.

User registers from different locations (from different labs of Netlab partners) using
different IMS User Agent applications: UCT IMS client, X-lite, Monster and Mercuro.

3.1.3 Test Results
Following table shows the fact that most of the registration tests have been success-
ful. We can see the different IMS clients and the different cores tested.
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Table 1. IMS registration results

Client/Core OpenIMS Remarks
Ok (basic Ok (basic Ok (basic Registration
X-lite user/pwd user/pwd user/pwd without two
algorithm) algorithm) algorithm) | round-trip
authentication.
Ok (both Ok (basic Ok (both
UCT algorithms) user/pwd algorithms)
algorithm)
Ok (both Ok (basic Ok (both
Monster algorithms) user/pwd algorithms)
algorithm)
Mercur Ok (both Ok (both Ok (both
ereuro algorithms) algorithms) algorithms)

X-lite application is pure SIP client. It supports only registration without two round-
trip authentication while it does not support MDS5 authentication. X-lite is not prepared
for two round trip authentication which can be accomplished only by an IMS client.

UCT and Monster do not support MD5 authentication in Ericsson SDS core. The
reason is that the UCT and Monster do not include cnonce in the authenticated request
for the qop reply. qop support is optional and should not be forced by the core, as UCT
and Monster simply ignore it and this backward compatibility is aspired by RFC 2617.

In case that we want to use different IMS/SIP clients for registration tests, we
should use simple authentication method without two round-trip algorithm as some
clients do not support complex algorithms.

3.2 Voice Call

3.2.1 Test Objective

The objective for this test is an establishment of a voice call between two IMS clients
registered IMS cores deployed at different labs in different countries. We use the
infrastructure being given by the VPN and the GEANT networks.

Test prerequisites
The clients need to be registered at IMS cores before starting the voice call.

3.2.2 Test Procedures

The main idea for this test is setup of a voice call through IMS cores included
in Netlab project. At this testing stage a call is established always only through one
of involved IMS cores (to involve several cores for voice calls we propose dif-
ferent test). An objective of this scenario is to repeat the voice call establishment
process from different locations (different labs of different partners) using different
IMS/SIP clients (UCT ims client, X-lite, Monster or Mercuro).
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3.2.3 Test Results

The process of the voice call establishment through one core has been successful
for all Netlab project partners’ cores. The tests were successful for all chosen
IMS/SIP clients. There were no problems while we tried to setup a voice call be-
tween X-lite client on both communicating sides.. Same result was achieved while
using UCT IMS client, Monster and also Mercuro.

However some problems came up when we tried to establish a voice call using
two different IMS clients. We could successfully test a voice call between X- lite
and Monster client and vice versa. Also calls from X-lite to Mercuro and vice
versa were successful.

3.3 Instant Messaging

3.3.1 Test Objective
There are two modes of operation of the instant messaging (IM) service - stand-
alone instant messages or messages which are part of a session of instant messages.

Pager mode instant messaging is IM mode where message is sent as a stand-alone
message not having any relation with previous or future instant messages. The name
of the mode comes from the way a two-way pager works. The model is also similar
to the SMS (Short Message Service) in cellular networks.

Session-based instant message is IM mode where message is sent as part of an
existing session, typically established with a SIP INVITE request.

Both models have different requirements and constraints; hence their implementa-
tion is different.

We focus on pager mode instant messaging.

3.3.2 Test Procedure
At this testing stage we send and receive instant messages through each one of
the IMS cores included in Netlab project. The messages are sent from one IMS

core to another one.

Server LE 1 - Maonsker ICSCF-Fokus

[1] MESSAGE sip:bi:ll@netlab.imscnre SIPf2.0
i db :

L

{ [2] MESSAGE sip:bob@netlib.imscore SIP2.0
: a

P [3] 5IPj2.0 200 QK !

 [4]5IPj2.0 200 OK
! 4

Fig. 3. IM flow diagram
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Instant messages are are sent from different locations (different labs from different
partners) using different IMS clients.

Test prerequisites
The clients must be registered to the IMS core before starting the session.

3.3.3 Test Results

The following table of tests results shows that all of IM tests have been success-
fully passed. We can see the different IMS clients and the different cores tested:

Table 2. IM results

Client/Core OpenIMS SDS Nokia Remarks
X-lite Ok Ok Ok
ucr Ok Ok Ok
Monster Ok Ok Ok
Mercuro Ok Ok Ok

Some problems were raised when trying to execute instant messaging with differ-
ent IMS clients at the end of the communication. Probably because of internal im-
plementations on the IM service within the IMS clients.

UCT crashed occasionally when messaging with Monster or Mercuro.
UC3M modified the UCT IMS client code in order to avoid this kind of crashes.

3.4 Presence Service

3.4.1 Test Objective

The presence service enables any user to subscribe to the presence information of
his friends, publish his own presence information or decide if he wants to provide
others with his presence information. The presence interconnection assures that the
presence information is exchanged through different operators’ networks, assuring
rich communication between end users. The objective of this test is to demonstrate
how presence service works through different IMS cores.

3.4.2 Test Procedure
For this test we use the following functional entities:

e PGM (Presence and group management) - presence application server pro-
vided by Ericsson.

e Two different IMS cores - Ericsson SDS and OpenIMS.

e Two different IMS clients
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e X-lite which subscribes to Ericsson SDS
e Monster which is registered at OpenIMS core

Both cores are configured to point to the same presence server.

3.4.3 Test Results
We proved that presence service worked between chosen IMS cores and clients. Fol-
lowing figure shows the flow of SIP messages exchanged.

Server LE 1 - Monster PGM ICSCF-fokus SCSCF-fokus

[1] REGISTER Sip:ericsson.imscore SIPZ.0
R STe
ar

[2] 5IPj2.0 200 COK
%

3] PUELISH sip:alicg@ericsson.imscore SIPfZ,
———
ar

] SUBSCRIBE sip:h:ob@netlab.imscore SIPfZ.
L ——
; +

[5] PLUELISH sip:alice@ericsison.imscore SIPf2.0
+

[6] SUBSCRIBE sip:bob@nefl:lab.imscore SIpfz2.0
: +

[F]5IPfz.0 200 K |
! [8] SIPf2.0 200 0K
_——»

[=] SIPj2.0 200 OK

[10] NOTIFY sip:alice@10.57.0,51:5060 SIPf2.0

§[11]5IPY2.0 200 OF
I
%

[12] MOTIFY sip:alice@10.47.0,81:5060 5IPf2.0
—_—
4

[13] 5IPj2.0 200 COK
%+

[14] 5IPf2.0 200 OK

Y

Fig. 4. Presence test flow of SIP messages

In Figure 4 we can see how a client (Alice) registered into SDS core, published
her status and subscribed to the presence status of Bob (which was registered into the
OpenIMS core) . At that moment Bob notified Alice about his status.
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3.5 Voice Call among Different Cores

3.5.1 Test Objective

The aim of this test is to demonstrate the interconnection among different IMS
cores. In order to accomplish this test we have to configure the IMS cores to be able
to reach each another. We also had to configure the DNS servers from every IMS
core so that they were able to reach the I-CSCF of other cores.

3.5.2 Test Procedure
In this test we use following infrastructure:

e Two different IMS cores - Ericsson SDS and OpenIMS.
e Two different IMS clients

e X-lite which is registered at Ericsson SDS

e Monster which is registered at OpenIMS core.

The purpose of this test is to test a voice call in both directions, from OpenIMS
to SDS and from SDS to OpenIMS.

3.5.3 Test Results
The voice call was successfully established in both directions.

3.6 Roaming

3.6.1 Test Objective

The purpose of this test is to allow a user to register at visited network. This
means that the subscriber could travel and connect to a different access network but
he still would be able to access his home network although the operator which
provides access network to him is not the one which he has contract with. We had to
enable roaming and configure allowed visited networks to allow registration
from a particular visited network.

3.6.2 Test Procedure
We use the Ericsson SDS core and the OpenIMS. We try to register at OpenIMS
core configuring the Ericsson SDS as our P-CSCF. In this architecture the Ericsson
SDS is the visited network and OpenIMS is customers’ home network.

At the same time we register at Ericsson SDS using OpenIMS as P-CSCEF. In this
case we have the opposite configuration - Ericsson SDS is customers’ home network
and OpenIMS is the visited network.

3.6.3 Test Results

The test successfully proved that roaming scenario works in Netlab testing
environment. Following figure shows the flow of SIP messages from the point
of view of the visited network (the server is the SDS IMS core and the visited net-
work). In the opposite direction (SDS as the home network and OpenIMScore as
visited network) the test was also successful.
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2 x X

Setver LE - Monster client [CSCF - QpenllMS core

[1] REGISTER sipinetiab.imscore SIP/2.0 |
i <k H

i [2] REGISTER sip:netlab.imfcore SIPJ2.0
' =

[5] 51Pj2.0 401 Unautborized - Challenging the UE |
= H

e

} [4]51P/2,0 401 Unauthorizéd - Challenging the UE
. = >

[5] REGISTER sipinetiab.imscore SIP2.0 |
Vo e '

i [6] REGISTER sip:netlab.imfcore SIPf2.0
i <

L

[7] REGISTER sipinetlab.imscore SIPj2.0

i <k H
[_8] SIPf2.0 200 OF - SAR SLiCEESFI.Il and registrar saved
. T |
[9] SLUBSCRIBE sip:alice@nétlab.imscnre SIFfz.0
’ +

Ll

i [10] SIP}2.0 200 OK - SAR succesful and registrar saved,
H = i E

Fig. 5. Roaming flow of SIP messages

4 Conclusions

Within this paper, the Netlab consortium has established a distributed test bed
for IMS interconnection tests. During the tests, we have executed several basic test
cases and have addressed the difficulties. We were able to register at different IMS
cores with several IMS clients, we were also able to establish voice sessions through
different IMS cores, send instant messages, test presence through OpenIMS and SDS
cores and prove that roaming scenario works in mentioned cores.

We have proved interoperability among different IMS cores although in
some occasions specific configuration had to be done. We have achieved positive
results however more work will be done before the project ends. The future work
consits in more sophisticated scenario and also on sustainability of the NetLab pro-
ject results.
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