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Abstract. This paper describes the experiments which have been con-
ducted to determine the optimal implementation concept for AES (Ad-
vanced Encryption Standard) data encryption in a ZigBee network [112].
Two concepts have been considered. The first one is a AES128-CBC
hardware co-processor embedded on a Spartan 3A FPGA[. The sec-
ond configuration implements the same cryptographic algorithm on the
processor which controls the ZigBee nodes. The ZigBee modules in the
network contain an 8-bit microcontroller which takes care of the ZigBee
protocol stack —and the encryption calculations in the second case. Both
approaches are examined and compared. In this paper we show that —
in general- a software implementation is feasible in a ZigBee network,
though a low-power hardware cryptographic co-processor could prove to
be useful in some cases.
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1 Introduction

It is obvious that securing a wireless sensor network is a challenging task. Sensor
nodes don’t have the same computational power, memory and energy resources
as e.g., a personal computer. Commonly, an 8-bit general purpose low power
processor takes care of the software that controls the sensor node. A good portion
of the program memory (typical 128 kB [3]) is required for controlling the sensors
and the RF part of the module. The remaining memory space is available to
implement a security algorithm. Batteries or energy scavengers can be used to
power the nodes [4/5].

The ZigBee standard applies the Advanced Encryption Standard (AES) [6] for
securing wireless transmissions. In this paper we evaluate the implementation of
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AES128-CBC, which is a symmetric key cryptographic algorithm. This algorithm
is three to four orders of magnitude faster to compute, compared to a public key
cryptographic algorithm with the same security level, such as RSA [7].

It is important to mention that, because of the aforementioned resource con-
straints, security in wireless sensor networks was originally considered exclusively
through symmetric key cryptography. Symmetric cryptography is not as versa-
tile as public key cryptographic techniques —especially when it comes to key
management— which complicates the design of secure applications. Gaubatz et
al. [8] show that special purpose ultra-low power hardware implementations of
public key algorithms could be used on sensor nodes.

However, AES is widely used and it can be trusted as it gained confidence
through the years. In addition, a lot of WSN-applications do not require the flex-
ibility granted by the use of public key cryptography. Numerous papers discuss
AES hardware implementations in various technologies which are very compact,
energy efficient and with a high throughput (see e.g., [QTO/TI]).

So we know that, by using hardware encryption we reduce the energy con-
sumption. What we want to achieve in this paper however, is to point-out that,
although being more efficient, a hardware encryption is not always the opti-
mal solution. A balance needs to be found between the extra chip-cost and the
gain or loss in energy consumption. To find this equilibrium, we have measured
the share of each step in the data-transmitting process, for hardware as well as
software.

In the following section we cover the important facts which need to be taken
into account when implementing AES in a ZigBee network, in both soft- and
hardware. In section [3] we give a general overview of the implementation setup.
The software approach, as well as the hardware approach are elucidated. In
section @l we present the results of both implementations. And finally, in section
we state our conclusions and we give some opportunities for future work.

2 Relevant Considerations

Fig. [[ represents the ZigBee protocol stack [I]. The Application Layer (APL)
and Network Layer (NWK) along with the Security Service Provider (SSP) are
defined by the ZigBee Alliance [12]. The two lower layers —the Medium Access
Layer (MAC) and the Physical Layer (PHY)— are defined by the IEEE 802.15.4
standard [I3]. The following paragraphs will only consider the APL, NWK and
SSP. The security in ZigBee consists of methods for key establishment, key trans-
port, frame protection and device management. It is clear that, in this paper,
we will focus on the aspect of frame protection. We will not consider the topics
key establishment and transport. Instead, we work with pre-programmed keys.

In a ZigBee network, a so-called open trust model is used; i.e. it is considered
that the different layers and all the applications on the device/node can trust
each other. This has some consequences. First of all, it implies that the same
keys can be used in the different layers —which reduces the storage and setup
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Fig. 1. ZigBee protocol stack

cost. Also, each layer is responsible for securing its own frames. For example,
when the APL wants to send encrypted data, it has to do the encryption by itself
because the NWK will not necessarily encrypt the frame. A major disadvantage
of the open trust model is its weakness with regard to insider attacks. To simplify
the communication and cooperation between different nodes, all the nodes in the
network have the same security level. This means that each connection is as safe
as any other connection in the network.

In general, we can consider two types of WSN. We will refer to them as
centralized and distributed networks (Fig. ). In the former, data flows from
different nodes all over the network to one central sink node and, depending
on each case, also back. In the latter, data flows between groups of nodes. An
example of an application requiring a centralized network is a fire detection
system. The smoke detectors are connected to a central unit which is able to
e.g., control the fire alarm and call the emergency services. An example of a
distributed network application is a lighting control system. A switch (or a couple
of switches) is bound —to use the ZigBee terminology— to a light. Fig. 2] depicts
the difference between the two types of WSN.

Generally, the nodes in these types of applications generate small amounts
of data resulting in small data rates. However, different types of applications
can exist in one WSN, increasing the total amount of data traffic. Moreover,
as the number of nodes increases, the links closest to the central sink node can
experience high data rates or packets can arrive with a larger delay [I8]. We will
try to study this situation by saturating a wireless link, thus testing the behavior
of a node under stress.
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Fig. 2. A centralized WSN (left) versus a distributed WSN (right)

As for implementing AES, a very nice step-by-step overview of how to make
a hardware implementation the algorithm is given in [I4]. Each design decision
is clarified and described in detail for each building block of the architecture.
Here it is also stated that for low-end applications (like those in a WSN), high
throughputs are not required. Techniques like loop-unrolling and pipelining —
which lead to complex and expensive designs— can be omitted.

A detailed list of different AES implementations can be found in [15].

3 Implementation Concept

To illustrate the implementation of AES128-CBC in a ZigBee network, we set up
a small network with a ZigBee coordinator and two ZigBee routers. The mod-
ules contain an 8-bit microcontroller ATmegal281 [16] and a Chipcon CC2420
transceiver [I7]. The three nodes are connected to three different laptops to vi-
sualize what is happening in the respective nodes, as one can see in Fig.[3l The
laptops are not doing any cryptographic calculations. These are performed by
the nodes —possibly extended with an FPGA (see subsection [B.).

In order to measure calculation speed, throughput and energy consumption
of the implementation, we send a picture (282 kB) through the network. By
sending this large amount of datzﬁ, we put a maximum load on the wireless link,
so we are able to see the effects of the security measures more distinctly. The
sending node is able to encrypt the data using AES128-CBC and transmit the
encrypted picture to the other node. This one contains the decryption algorithm.
The laptop receives the decrypted photo and displays it on the screen. To prove
the data was really encrypted and for demonstration purposes, an eavesdropper
node is able to collect the data. But this node does not “know” the secret key,
so the laptop shows an unreadable picture.

2 In a “real-life” ZigBee network, nodes are not permanently sending data to reduce
energy consumption.
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Encrypted data

Fig. 3. Demonstration setup

3.1 The Hardware Implementation Setup

A first mechanism to achieve the aforementioned setup, is a hardware implemen-
tation of the AES algorithm in a Spartan 3 FPGA. The ZigBee module is now
extended by the FPGA, which acts as some kind of co-processor —see Fig.dl The
photo is transmitted via an RS232 connection, encrypted by the FPGA and sent
to the ZigBee module. The AES128-CBC algorithm is written in VHDL and is
optimized for speed. For every 16 bytes, the algorithm calculates ten rounds in
which the data is encrypted [9]. This requires 15 clock cycles, i.e. one clock cycle
for each round and five cycles for control signaling.
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FPGA LSPH CC2420 Y
- >
AES |LRs232+
- stack

| extended node |

Fig. 4. Hardware implementation block diagram

Fig. Bl presents an overview of the different blocks used in the FPGA-design. A
PicoBlaze (softcore) processor is implemented to control every hardware block.
Upon receiving a data byte (serial), the byte is clocked into a shift register. When
all 16 bytes (of a data block) are received, the whole block is clocked into the
AES calculation block. After encryption, the data is sent to the ZigBee module
over a serial line.

A hardware implementation could solve any limitation in program memory.
Moreover, with a hardware implementation, the calculation speed promises to



168 G. Ottoy et al.

1
1
RS232 RS232
receive buffer transmit buffer

PicoBlaze
I controller I
byte-to-block block-to-byte
128 J- 128

e ceced

AES128-CBC calculation block

— data flow
— control signals

Fig. 5. FPGA-design block diagram

be much faster than any software implementation. Because the ZigBee module
does not have to take care of the encryption calculation anymore, we expect the
communication to go faster.

3.2 The Software Implementation Setup

Fig. [@l shows an overview of the software implementation. Instead of using a
co-processor, the AES encryption/decryption is embedded on the ZigBee mod-
ule’s microcontroller. This controller already contains the code of the ZigBee
protocol stack, so the remaining program memory spacﬂ and computation time
are limited. The algorithm is implemented in C and optimized for 8-bit Atmel
controllers. A node contains an encryption-only or a decryption-only implemen-
tation, utilizing the total available memory resources of the provided platform.
This means that this concept is usable in an application where the nodes in
the network do not have to decrypt, but send their encrypted data to a more
powerful node (e.g., a sink node) which can take care of both.

ATMEGA1281
AES -
~SPI= CC2420 X
_>
stack
node,

Fig. 6. Software implementation block diagram

3 Our platform provides 128K program memory and 8K + 32K data RAM.
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4 Implementation Results

In this section we give the results of the conducted measurements. These include
power measurements for the software and hardware implementation as well as
the influence of the encryption on the data rate. To interpret the results correctly,
some additional data are given (Table[I]). In Table[2lthe measurements, necessary
to calculate the energy consumption of both approaches, are shown.

Table 1. Additional data

Metric Value Additional Info

MCU clock 8 MHz

ZigBee Viupply 9.04 V we use a standard 9-Volt battery

Prx -15 dBm the ZigBee transmission power

FPGA clock 8 MHz the same as the MCU clock to make an
“honest” comparison between both approaches

FPGA Vit 1.2V the internal core supply voltage

FPGA Vauz 33V the auxiliary supply voltage

Table 2. Current measurements

Metric Value Metric Value

tenc sw 2.64 ms Ienc sw 31.5 mA
tenc hw 1.88 S Ienc hw int 16.0 mA
Ienc hw auzx 10.4 mA

tdee sw 3.96 mS Igee sw 31.5 mA
tsend 1.80 ms Iseng 122.5 mA
treceive 360 MS Ireceive 122.5 mA

Isleep 1 ,uA
tstack 4.56 ms Isiack 31.5 mA

Table 3. Energy consumption for manipulating 128-bit data blocks

Energy Software Hardware

FEsena 2.0l mJ 2.01 mJ

Ereceive 343 pud 343 pd
Bene  782pJ 0.1 pd
Edec 949 /,LJ *

*We have not yet tested the hardware decryption, however if we extrapolate
our results, we assume that Egq, pq, will not exceed 0.2 pJ.

The first striking result is the current drawn when the ZigBee module is
transmitting (122.5 mA). The time needed to send a 128-bit data packet along
with the necessary headers is 1.80 ms. This results in an energy consumption of
2.01 mJ (TableB)). The I cceive —also 122.5 mA~— is in fact the required current
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to send an acknowledgment frame to the sending node. The total time to receive
a packet is approximately the same as for transmitting —with a current of 31.5
mA.

When the MCUH is performing the encryption or handling stack-related tasks
(tstack), the current consumption is the same (31.5 mA). This means that if
we want to reduce Fe,. s We need to reduce the encryption time. This is con-
firmed by the results of the hardware encryption. With a slightly lower current
consumption, the small value of Fe,c e is primarily due to the faster encryption
(1.88 us or 15 clock cycles).

We take the period between encryption and transmission as being tsiqcr. For
the ease of programming, the MCU always stays in his active mode, but the rest
of the time, the microcontroller could be in sleep mode (1 pA).

If we assume the node to be in sleep mode when not processing any data,
the energy to transmit a secured data packet consists of: the energy needed to
encrypt the data (Eep.), the energy needed to perform stack-related tasks Fgiqck
and the energy required to send the data E.,q —see Fig.[[l This figure is based
on Fig. B (to be found in the appendix) and represents the power consumption
of an encrypting ZigBee node.

s P

possible energy gain

\j

sl eep Eenc Estack sl eep

«—20%— t

Fig. 7. Representation of possible energy gain when using hardware encryption

In our case, we believe that by eliminating the software encryption, we can
save about 20% of energy. It is clear to see that the relative amount of energy
gained, is highly dependend on Pryx.

The maximum throughput attainable with our ZigBee network (no encryption)
is one packet of 16 byte every 61 ms. This results in a net data rate of 2.1 kbps.
Consequently, in the approach with the hardware implementation we obtain the
same data rate. The software encryption slightly lowers the data rate —16 bytes
every 63.6 ms or 2.0 kbps— however, this is a negligible performance loss.

5 Conclusions and Future Work

5.1 Conclusions

We have shown that AES128-CBC can be used to integrate security in a ZigBee
network. The algorithm can run in both hardware or software. A hardware

4 Micro Controller Unit.
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approach can help to counter program memory issues and in some extent, speed-
up the processing of data. However the data rate is not increased greatly because
the main bottleneck is not the software encryption itself, but the sluggishness of
the network. Moreover, using extra hardware —which requires a redesign of the
board layout— will increase the cost and complexity of a ZigBee module. On the
other hand, the use of hardware encryption can help to reduce the energy required
to send encrypted data over the network. However, this gain depends largely on
Prx. Thisimplies that attempting to make a low-power application, and therefore
also lowering Prx, the software encryption will be responsible for a relatively large
share in the total power consumption. In this case it could be more advantageous
to use a hardware implementation. We must also note that, in our measurements,
the transmission power is already at a very low level, so the relative gain (of 20 %)
is almost maximized.

Altogether, we can state that implementing AES in software is feasible in most
cases. However, when more processing power is needed —e.g., on sink nodes— or
when designing very low-power devices, a hardware co-processor could prove to
be useful. So for each application a thorough analysis needs to be made before
taking a decision.

5.2 Future Work

Further research should be done to determine which of the proposed solutions
(hard— or software) is the best performing in a high density network. In these
networks, the central node could act as a bottleneck if the encryption is too slow.
It could be useful to measure the performance of the two implementations and
see if the results presented in this paper are still applicable.

Another interesting path is implementing a hardware cryptocore for the pro-
cessor. When this hardware block is embedded in the processor, it could possi-
bly combine the advantages of both solutions, thus creating an interesting new
component that is fast, configurable without consuming more power than a non-
encrypting node.
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Appendix: Graphs
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