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Abstract. The success of Internet-based attacks and frauds targeting fi-
nancial institutions highlights their inadequacy when facing such threats
in isolation. Financial players need to coordinate their efforts by sharing
and correlating suspicious activities occurring at multiple, geographically
distributed sites. CoMiFin, an European project, is developing a collabo-
rative security framework, on top of the Internet, centered on the Semantic
Room abstraction. This abstraction allows financial institutions to share
and process high volumes of events concerning massive threats (e.g., Dis-
tributed Denial of Service) in a private and secure way. Due to the sensitive
nature of the information flowing in Semantic Rooms, and the privacy and
security requirements then required, mechanisms ensuring mutual trust
among Semantic Room members (potentially competitive financial play-
ers) must be provided. This paper focuses on the design and preliminary
implementation of a trust management architecture that can be config-
ured with trust and reputation policies and deployed in Semantic Rooms.

Keywords: Financial critical infrastructures, collaborative environment,
trust, reputation, monitoring, trust metrics.

1 Introduction

Context and Motivations. An increasing amount of financial services are pro-
vided over publicly accessible communication mediums such as the Internet. As
a result, those services and their supporting IT infrastructures are exposed to
a variety of coordinated and massive Internet-based attacks and frauds [1], [2],
[3], [] that cannot be effectively handled by any single financial organization.
Therefore, financial institutions need to coordinate their efforts in order to of-
fer the computational power and collective information assets that are capable
of discovering and containing those threats [5]. Let us consider as an example
large-scale stealthy scans. An attacker performs such scans against financial in-
stitutions with the aim of capturing sensitive information on edge sites of the
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target institutions, this typically includes reachability and status of specific ports
and IP addresses [6]. The outcome of the scan is to create a list of potentially
vulnerable hosts. This list can then be exploited by the attacker to compromise
such hosts and, as an example, deny the access to hosts’ services from customers
and/or internal users. Stealthy scans are becoming increasingly sophisticated:
they are typically initiated from many geographically dispersed locations simul-
taneously and target multiple hosts scanned at random [7]. Hence, it is likely that
single existing detection systems (e.g., Intrusion Detection Systems), deployed
in isolation at individual financial institutions, are incapable of discovering a
sufficient number of scans within a predefined time window to identify these
events as an attack. Collaborative security environments are, thus, required in
order to detect such attacks, as they can be effectively deployed to aggregate
and correlate a higher amount of data, coming from multiple financial sources,
that collectively show evidence of an attack.

In the context of the EU funded project CoMiFin [§] we are developing a
framework that enables the construction of such collaborative security environ-
ments centered on the Semantic Room (SR) abstraction. An SR allows financial
institutions to customize private spaces on top of the Internet for secure data
sharing and data processing. SRs have a specific strategic objective to fulfill (e.g.,
an SR for stealthy scans detection) and are regulated by contracts that specify
the set of rights and obligations to be met for being part of them (e.g., security
and privacy requirements). Such sharing of information raises trust issues with
respect to the information flowing in the SR. Indeed, in this setting, there can
exist different types of SRs with different levels of trust requirements. At one
extreme there could be SRs formed by financial institutions that trust each other
implicitly (e.g., branches of the same bank), and consequently trust the informa-
tion being processed and shared in those SRs. At the other extreme, there could
be SRs whose membership includes participants that are potential competitors
in the financial market. In this case, the issue of trusting the information cir-
culating in a semantic room becomes a point of great importance and if this
issue is not adequately addressed, the semantic room abstraction will be infea-
sible as financial institutions will refrain from becoming members of it. Proper
mechanisms that ensure a measurable level of trust among SR participants are
therefore required.

Contribution. In this paper, we propose the design and preliminary imple-
mentation of a trust management architecture that is capable of specifying and
communicating trust metrics among distributed SR financial institutions. An
example of a trust metric we evaluate is the reputation value associated with
each financial institution belonging to an SR. This measure reflects the perceived
competence, integrity, and/or behavioural aspects of each financial institution
that is providing information to an SR. The reputation value depends on the
configuration of the trust algorithm for that metric and the result can be used
to weight the quality of information provided thereby increasing or decreas-
ing its significance. The architecture is able to dynamically update the level of
trust attributed to participants according to monitored participants’ behaviours,
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undertaken in SRs; this includes compliance with the requirements specified in
SR contracts. The design of the architecture is highly flexible and includes the
ability to apply multiple trust update policies to SR information flows. In this
paper we present a specific policy that dynamically computes at run time the
reputation of SR participants based on their monitored behaviours and their
reputation in other SRs to which they may belong.

Related work. The need for collaborative systems for coping with the current
generation of threats and security attacks is highlighted in a number of works
that can be found in the literature (e.g., [B][9][10]). In addition, the need to
properly deal with trust in distributed environments in which many distrusting
entities can collaborate is emphasized in some recent works (e.g., [II][12]). This
highlights just how important it is to ensure a certain level of trust among
collaborative entities, especially in contexts where sensitive information must be
shared, as in our case.

Reputation management, that is, the combination of first hand experience
with third party recommendations to create a feedback loop for determining
trustworthiness, has proven to be an integral part of modern trust management
systems [13], [14], [15] [16], [I7], [I8]. These works share a number of similarities
with our approach. In all cases, a feedback-based mechanism is utilised in order
to assess the reputation of participants in the system. In particular, a local rep-
utation value is used that is analogous to our local history function as described
in Section 3.2l In addition, all the works above are applied to P2P environments
when computing the reputation of peers for file sharing purposes. Typically, in
these P2P systems contracts are not used to regulate relationships among peers;
the system is “flat” and the reputation is not controlled and differentiated on
the basis of the type and requirements as contractually specified, as in our case.

The rest of this paper is organized as follows. Section 2] presents the Seman-
tic Room abstraction where the trust management architecture can be used.
Section [ describes the design of the trust management architecture. In partic-
ular, this Section explains how monitoring SR contracts can impact the level of
trust within SRs. Section Ml presents a premilinary implementation of our trust
management architecture and finally Section [ provides the conclusions of the

paper.

2 The Semantic Room Abstraction

A Semantic Room is a federation of financial institutions that wish to be grouped
together for the sake of information processing and sharing. The partners par-
ticipating in a specific SR are referred to as the members of the SR.

Each SR is associated with a contract that defines the set of processing and
data sharing services provided by that SR along with the data protection, isola-
tion, trust, security, dependability, and performance requirements. The contract
also contains the hardware and software requirements a member has to provision
in order to be admitted into the SR. In Figure [[l SR members provide raw data
to the SR(s) that they are part of. This data may include real-time data, inputs
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from human beings, stored data (e.g., historical data), queries, and other types
of dynamic and/or static content. Raw data is processed internally by each SR.
) The resultant processed data can be
[ Semantic Room used for internal consumption within
P —— the SR: in this case, derived events,
models, profiles, blacklists, alerts and
query results can be fed back into the
L & SR so that the members can take ad-
vantage of the intelligence provided by
« the processing. SR members can, for in-
stance, use these data to properly in-
struct their local security protection
mechanismsin order to trigger informed
and timely reactions independently of the SR management. In addition, a (possibly
post-processed) subset of data can be offered for external consumption. SR mem-
bers have full access to both the raw data that the members agreed to contribute by
contract, and the data being processed and thus output by the SR. Data processing
and results dissemination is carried out by SR members based on the contractual
obligations and restricts specified in the SR contract.

In addition to the SR members, there can exist clients of the SR. These
clients cannot contribute raw data directly to the SR; however they can be
consumers of the processed data that the SR is willing to make available for
external consumption (Figure [I]).

SRs can communicate with each other. In particular, processed data produced
by an SR can be injected into another SR (e.g., through the SR client role
described above) as regulated by its contract. The ability for SRs to communicate
with one another may enable a composition of multiple services, provided by each
individual SR, into higher-level functionalities. For instance, processed data in
the SR related to “DDoS attacks on FIs” can be used by a more specialized SR
such as “DDoS attacks on banks in a country” whose data can be, in turn, used
by the SR related to “DDoS attacks on a specific bank in a specific country” in
order to provide partners with richer services (Figure [2]).

Figure [ depicts a hierarchy of SRs in which a member (in the example
bankl Agencyl) belongs to more than one SR. The hierarchy structure enabled
by the SR abstraction can be effectively used in order to control the level of pri-
vacy and security provided by the SR for the information being accessed, shared,
and processed inside it. Specifically, in “private” SRs where only members of
the same organization participate (in Figure [ the leaf nodes in the hierarchy)
sensitive information, possibly concerning financial transactions, might be fully
visible and accessible to the members of that SR. In this case, members trust
each other as they belong to the same organization and mutual trust is inher-
ently ensured. In contrast, in large and heterogeneous SRs (e.g., in Figure 2] the
“DDosS attacks to FIs” SR), the level of privacy and security specified in the SR
contract (in Figure 2lthe SLA associated with each SR), and required by FIs for
the exchanged and processed information can be significantly different from that

Processed data

Fig. 1. Semantic Room abstraction
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Fig. 2. SR hierarchy and communication

required in the leaf node SRs. This is due to the fact that in large SRs FIs can
be potential competitors in the financial market. Competitor FIs may decide to
federate despite this in order to take advantage of the intelligence produced by
the SR; however, they do require more stringent requirements on the SR mem-
bers’ behaviours before making available their own data to the SR. In these large
scale SRs with distrusting members, it is necessary to support the information
processing and sharing while guaranteeing mutual trust among members (i.e.,
while ensuring information trustworthiness). This requirement can be crucial:
without any trust guarantees, these SRs might run the risk of not starting up
as distrusting participants can be reluctant to provide their own data to them.

The architecture we introduce in the next section is designed so as to meet such
trust requirements including an incentive scheme that promotes constructive
participation of members.

3 The Trust Management Architecture

We have designed a trust management architecture which stores, monitors, and
updates trust levels of SR members based on the behaviours of those members.

Each SR deploys its own Trust Manager (TM) that, in order to monitor those
behaviours, interacts with other two main subsystems we have included in our
design; namely, the Event Processing and Metrics Monitoring subsystems, and
possibly with other TMs deployed in other SRs.

The TM design is highly flexible to include different types of configurations.
Authorized administrators can configure (through a web-based interface) a num-
ber of parameters related to the way in which the level of trust is computed.
In particular, as illustrated in the use case diagram in Figure Bl administrators
can set the preferred update policy of the trust management architecture. This
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policy can be obtained either from an available set of policies (e.g., a policy
repository) or from the SR contract where requirements on how the trust is to
be computed can be specified (see below). The administrator can also specify
the values of constant parameters such as default trust for new members, and
trust threshold to be used in order to identify when interested parties are to be
notified of changes to a member’s trust (note that, also for these parameters,
administrators can properly configure the trust management architecture using
the value that might be included in SR contracts).

System

<<include>> j!\
setupUpdatePolicy <<extend>> EventProcessing

N &

0
|

~
Administrator
<

<<extend>> <<extend>>

- X

setDefaulTrust .
requestRecommendation MetricsMonitoring

v

Fig. 3. Trust Management: Main Use Case

Administrators can use those configurations to specify how the initial trust
value of each member is calculated and to control how these levels of trust are
dynamically computed and updated at run time.

The Event Processing subsystem of an SR interacts with its related TM by
sending alarms related to an event of a member that may trigger trust changes.
Analogously, the Metrics & Monitoring (MeMo) subsystem of an SR sends alarms
to its related TM in case a change in the SR metrics evaluation (e.g. SLA viola-
tion/adherence) for a member occurs, as this change can affect other SR mem-
bers’ trust in that member. Additionally, the Event Processing subsystem uses
notifications of the trust levels from the TM in order to filter the events based on
the sources of those events. For example, events originating from a member with
a low trust level might be ignored or assigned to a low priority. Since trust itself
is one of the metrics that the system monitors, the MeMo subsystem receives
trust updates so that it can monitor the adherence to the SR contract’s trust
requirements in the same way as it does for the other SR contract metrics such
as security, performance, dependability, etc.

Finally, note that it may be possible for the trust management architecture to
calculate the trust for a new SR member by asking recommendations related to
that member to other SR’s TMs. As depicted in Figure 2] a member can belong
to more than one SR and the interactions among TMs of different SRs can be
required in order to obtain information on the trust levels of that member in
different SRs. In general, this approach helps to build reliable trust informa-
tion on the members by considering their behaviours in many SR collaborative
environments.
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3.1 SR Contract Monitoring for Trust Management

As previously highlighted trust is a crucial requirement in both the design and
operation phases. Trust management in the operation phase utilizes a control
algorithm that takes decisions based on trust metric values, which are provided
by a metrics monitoring system of the SRs.

Figure d shows the general metrics monitoring architecture used in Semantic
Rooms. The purpose of the Metrics & Monitoring (MeMo) is to continuously
measure and present the status information of services and resources and to
generate notification for other components in case of undesired status changes
(e.g. SR contract violations).

v v Trustworthiness monitoring can re-
4 . fer to various levels of a system ar-

Metrics and Monitoring chitecture. Typically, high level trust
st metrics are composed of low-level

o Mevice [ Evaletor oligin | indicators (number of false alert mes-

[ Evalustor plugn | sages, number of viruses found, num-

W ber of lost messages, etc.). These can

be measured by typical system mon-

ﬁhgen“ mizw (AW‘NI itoring tools (Monitoring Server),
3

such as Nagios [19] or Tivoli Monitor-
ing [20], which have good tool support
for measurement of I'T component pa-
rameters by using low-level sensors or
agents (Agent 1..N); however, no sophisticated evaluation methods are offered.
Therefore, a plugin-based monitoring architecture is designed which allows for
plugging-in mathematical tools, rule engines, Complex Event Processing facili-
ties or even other system components such as the Trust management architecture
to be used as sophisticated metrics evaluator in the system. Our purpose is to
separate SR specific evaluation (e.g. detection of domain-specific DDoS attacks)
from infrastructure level monitoring.

Resource level monitoring settings (i.e. placement and configuration of sen-
sors/agents) are generated on the basis of the SR contracts. As the resource pool
(and therefore the monitoring requirements) of an SR may change frequently,
the monitoring configuration is maintained in a model-based way to adapt sen-
sor/agent setups quickly.

In a plugin-based monitoring architecture the TM is used as a plug-in with
enhanced trust calculation features. The trust maintenance algorithm will be
implemented in the TM while MeMo keeps track of system status information
both for low-level security metrics and trust values computed by the TM.

MeMo offers both a query functionality and a publish/subscribe middleware
interface to forward measurement data. This supports a scalable, distributed
management architecture for SRs, e.g., security alerts are available for both the
components managing the SR and the TM which updates trust metrics.

&cownw companent x kCCIMIFIN companent

Fig. 4. MeMo architecture
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3.2 Pluggable Trust Policies: A Reputation Framework

We have designed the trust management architecture in order to be configured
with different trust policies. In this paper, we focus on a policy that allows us
to update the reputation of an SR member at run time. Specifically, we consider
here the distributed system depicted in Figure[2in which an SR member can be
involved in more than one SR. As stated above, SRs are regulated by contracts,
which we call SLAs from now on; each SLA defines different QoS requirements
for which SR members are willing to pay. These requirements can include in
which way reputation of members can be computed. In particular, SLAs might
specify an initial reputation value (see below) and the functions that are used to
compute and update it according to the behaviours of SR members within SRs.

The reputation defined into an SLA can be used as input for other SLAs, thus
enabling links among SLAs and, consequently among SRs. The binding among
SR SLAs permits different SR members to take advantage of the knowledge on
a specific member reputation in other SRs in order to enforce their trust in it
and build, as previously mentioned, reliable levels of trust of the members. This
knowledge can be crucial in some cases as it might be used for also determining
how fast or slow can the reputation judgement towards that SR member be
changed. For example, if an SR member does not always behave correctly in the
eyes of the other members in the same SR, its reputation in other SRs can count
more and influence the final reputation evaluation.

Owing to this scenario, our reputation policy works as follows. It uses the
trust parameters included in the SR SLA (e.g., the rules for determining the
reputation). Thus, let sr be an SR member involved in more than one SR; we
claim that in general its reputation is a function that can be defined as in [T}

Ry, = f(historyj, {Rer;, ..., Rspy } \ {Rsr; }) (1)
where 4,7,k € {SR1,SR2,SR3,...}

To compute the reputation, two principal elements are taken into account: (i)
the behavior of sr in an SR; we call it local history i.e., the evaluation of the sr’s
actions carried out in the SR, (ii) and the reputation that sr has in other SRs in
case bindings among SLAs are enabled. Note that, if more than one bind exists
with other SRs, the reputation function above is able to take into consideration
all the reputation functions derived by the linked SRs (what we have called above
recommendations).

The local history is a function that is computed, as in case of [[l above, by our
policy as follows:

history; = g(init rep value, [factsi(sr), ...., factsg(sr)]) (2)

where j € {SR1,SR2,SR3,...}

In other words, the local history is defined by considering an initial reputation
value associated with an SR member, and an evaluation of the actions performed
by sr over the entire duration of the SLA (we call these evaluations facts in
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formula [2]). These facts are the input of a feedback-based mechanism through
which other SR members belonging to the SR can judge the sr’s behavior based
on the facts they have observed in that SR. Note that the facts are determined
on the basis of the SR contract monitoring carried out by the MeMo subsystem.
The result of the monitoring triggers interactions between MeMo and TM so
that TM can determine accordingly the behaviours of an SR member.

The initial reputation is a value in the range of [0,1] and represents the initial
credibility of the member in the eyes of the other members. This credibility can
be influenced by many factors: a previous business experience with the member,
the type and the quality of service the member supply to the SR. For instance,
we might think that some SR members have a previous long running business
relationship with a specific member with which are part of an SR; in this case
their initial reputation judgement towards that member can be high; that is,
close to 1; in contrast, there can be other SR members that do not have any
previous business experience with that member so that they can be reluctant
to consider it credible, and wish to evaluate its behavior in the SR in order to
define its reputation.

The initial reputation value is then dynamically adjusted at run time by the
local history function according to the judgements the SR members express on
the specific sr’s actions.

4 Trust Manager Design and Implementation

Figure [l depicts the class diagram of the TM and the subsystems with which it
interacts. This preliminary design is based on the architecture described above.

Trust is an object that has a number of attributes including the trust level or
the score of the member, the recency, and the confidence of the trust. The recency
indicates how recent the trust level is. This allows trust services consumers to
determine how reliable the trust level is, and it is useful for update operations
as older trust values can be considered less important. Trust confidence ranges
between 0 and 1. It is calculated based on the source of the trust value i.e. based
on the experience or local history (more confidence) vs. recommendations (less
confidence) and the number of trust updates. The more trust is updated, the
more the confidence value.

MeMo and Event Processing subsystems subscribe to updates on the trust
values and the TM receives metrics and events trust alarms from MeMo and
Event Processing, respectively, that it uses in order to update members’ trust
levels.

The sequence diagram in Figure [6] depicts the use case resulting from an
interaction with the MeMo subsystem described above. Specifically, the MeMo
sends an alarm to the TM. The alarm triggers a trust update: existing trust is
loaded and the configured update policy can be applied in order to update the
trust.

If we refer to the pluggable policy described in Section the trust can be
updated by two f and g functions we have used in our current implementation.
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5 : loadConfiguration()

6 : updatePolicy()

8 : calculateTrust()

7 ¢ Trust = getTrust()

9 : updateTrust()

10 ; setTrust()

Fig. 6. Trust Management Architecture: Sequence Diagram
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Specifically, when a member in SR z interacts with a another specific SR member
in the same SR its reputation is computed using the following function:

Je

n+1

_ Z?:l Ri . Ti,w + Rw

3)

where R; represents the reputation value provided by SR ¢, T; ; is the reputation
of SR i with respect to SR members in SR z, R, is the current reputation of the
specific member with respect to the other members and, finally, n is the number
of reputation values read from other SRs.
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The value returned by the function is the new reputation computed after
each interaction with the member. Note that, since we assume interactions to
be deterministic (e.g. we assume that all interactions with the member happens
with the same order for all the other members in an SR) and the method used to
calculate f is deterministic, all members in SR z agree on the reputation value
toward the specific SR member.

After some interactions we suppose that administrators at each member can
check through a set of facts the exact behaviour of a specific SR member. This
can be modelled by defining the function g. In our case, g is defined in such
a way that the current reputation value for a member is modified after each
verification and increased if the verification confirms the expectations (R, > 0.5
and correct behaviour or R, < 0.5 and bad behaviour), and reduced otherwise.
The same type of update is executed on the reputation values for other SRs too:
if the reputation value read from an SR confirms the verified behaviour of the
specific SR member, the corresponding reputation value is increased, otherwise
it is decreased. More specifically we used the following function:

1 (z—0.5)2

. 262

oy 27re )
where K is a constant real multiplicative factor, ¢ is the standard deviation
and s is parameter that has value 0 if the verification confirms the reputation
value or value 1 otherwise (we assumed K = 0.005 and o = 0.15). The rationale
behind this formula is that reputation values in the middle of the range are not
useful to take decisions; therefore, the formula is designed to quickly polarize
the reputation value either towards a large or small value and then maintain the
reputation in this state despite possible sources of fluctuations.

Using these functions we have also conducted an experimental evaluation in
order to assess the effectiveness of our approach. For the sake of brevity, we do
not include these results in this paper; interested readers can refer to [2I] for
detailed results.

g=(-1°-K

5 Conclusions

In this paper, we have introduced the SR abstraction that allows financial insti-
tutions to share and process high volumes of events concerning massive threats
(e.g., stealthy scans, Distributed Denial of Service) in a private and secure way.
This collaborative event processing facilitates the correlation of suspicious events
that would otherwise be overlooked by isolated institutions. The identification
and prediction of those threats can thus trigger timely local reactions. Such shar-
ing of sensitive information raises trust issues with respect to the information
flowing in the SR. Robust mechanisms that ensure a measurable level of trust
among distrusting SR participants are therefore required. To this end, we have
proposed a Trust Management architecture that monitors, stores, and updates
trust levels of SR members based on the behaviours of those members. In doing
so, it interacts with both the Event Processing subsystem, in order to evalu-
ate the events generated by the members, and the MeMo subsystem, in order
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to dynamically update the level of trust. Monitoring of SR contract rights and
obligations allows members adherence to SR contract requirements (including
trust thresholds) to be evaluated and incorporated into the trust feedback loop.
The TM design is highly flexible and allows for different trust update policies.
In this paper, we have described the design and a preliminary implementation of
a policy that computes and manages at run time the reputation of SR members
based on their behaviours in the SRs and their reputation in other SRs that they
may belong to.

Both the design and implementation of our TM and the other subsystems
are still preliminary: we are currently working in the context of the EU funded
project CoMiFin in order to enhance and extend them and evaluate them in more
complex scenarios (e.g., asynchronous settings and failures in the collaborative
SR environment).
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