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Abstract. Central to the ethos of digital ecosystems (DEs) is that DEs should be 
distributed and have no central points of failure or control. This essentially 
mandates a decentralised system, which poses significant challenges for  
identity. Identity in decentralised environments must be treated very differently 
to identity in traditional environments, where centralised naming, authentication 
and authorisation can be assumed, and where identifiers can be considered 
global and absolute. In the absence of such guarantees we have expanded on the 
OPAALS identity model to produce a general implementation for the OPAALS 
DE that uses a combination of identity claim verification protocols and trust to 
give assurances in place of centralised servers. We outline how the components 
of this implementation function and give an illustrated workflow of how  
identity issues are solved on the OPAALS DE in practice. 
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1   Introduction 

Central to the ethos of digital ecosystems (DEs) is that DEs should be distributed 
and have no central points of failure or control. This means that failures are  
always local and that system-wide authorities are not necessary for the ecosystem to 
function. On the OPAALS project, it has been a policy to re-use existing  
technologies and standards, where appropriate, in building the DE infrastructure in 
order to focus resources on what is truly innovative. These requirements have  
essentially shaped the identity model and implementation that have emerged from the 
project. Thus we have reused existing authentication and authorisation mechanisms, 
as well as federated identity specifications and technologies, to build a solution for 
identity on DEs, which are not centrally governed or maintained. 

Traditionally, an identity was merely a username and a password (or perhaps an 
X.509 certificate) supplied by an identity provider (IdP) for a system, and it applied 
universally across the system. As a result, there is a continued expectation that in 
order to access a system or service, a user authenticates somewhere and then  
is fully identified to all parties on the system and can consume any service. This is 
what users, administrators and service providers want and expect. 
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The problem is that on a DE, we do not assume a centralised authentication 
or authorisation infrastructure. If a user authenticates, the user perhaps has access 
to local services, but not automatically to services hosted on other systems. 
Other contractual or trust based mechanisms are required to bridge the  
inter-domain gap. Clearly, authentication on a DE is only the first step, other 
mechanisms must then be used to assure service providers (SPs) in one domain of 
the validity of an identity asserted by an IdP in another. 

In this paper, we state our motivation for supporting decentralised identity 
provisioning; we outline what we mean by identity on a DE, what this identity can 
be used for. We also outline what steps an entity must perform in order to be 
identified. We describe how entities can have an identity on a DE that is derived 
from an identity that they previously used to authenticate with for another  
purpose. We describe how the OPAALS identity model implementation, based on 
the open source project, IdentityFlow, can be used to provide this functionality. 
Finally, we describe how IdentityFlow integrates with Flypeer, the P2P  
infrastructure on which the OPAALS DE is based. 

2   Motivation 

DEs are devolved network environments with no central points of control or fail-
ure. The power structure inherent in particular digital systems is often reflected in 
the identity provisioning scheme adopted. For example, if identity is provided  
centrally, the centralised IdP will exert a large amount of control over the entire 
system due to its control over sensitive user data and the processes of authentica-
tion and authorisation. If identity is provided by a number of parties exerting only 
localised control, no single IdP will be able to exert control over the entire system. 
Therefore, our primary motivation is to devolve identity provisioning to a large 
number of localised IdPs whilst still maintaining the possibility of an identity that is 
applicable systemwide. 

Fig. 1 gives a typical identity domain with centralised identity provisioning, in 
this case, Google. All of the Google services illustrated use a common identity that 
is backed by the Google IdP (not shown). The more services within that identity 
domain, and the more users consuming those services, the more power that is  
centralised in Googles hands by virtue of their ownership of the IdP and control 
over all aspects of identity provisioning. Microsoft attempted to create a global 
identity domain, administered by them, called Microsoft Passport. Passport offered 
the possibility of single sign-on (SSO) to all participating services on the web, 
which would have centralised a huge amount of power and responsibility in  
Microsofts hands. However the service was cancelled due to concerns about user 
privacy and a change of strategy based around the user-centric ideals embodied in 
Kim Cameron’s Laws of Identity[4]. 

Subsequent attempts to introduce SSO across heterogenous service platforms  
focussed on the federation of identity domains rather than the expansion of  
one dominant domain. Federated identity allows identities on one domain to be used  
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Fig. 1. An illustration of services in the Google identity domain 

to access services on another. This is facilitated by inter-domain identity asser-
tion protocols, such as SAML, and a business and/or legal agreement between 
the identity domains, specifying how identity attributes are passed between the 
domains. Fig. 2 gives a prominent example of a UK-based federation of academic 
identity domains, the UK Access Management Federation for Education &  
Research (UK AMF). Constituent identity domains host IdPs or SPs or both, 
allowing, for example, university students to authenticate with their university 
IdP and potentially use any service hosted by any university within the federation 
(e.g. online academic databases). Thus, although identity provision is local to 
the university, the federation agreement ensures that identities are applicable 
throughout the federation. 

 

Fig. 2. Selected UK Access Management Federation for Education & Research domains 
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Although the federated domain scenario is a significant improvement on the 
large, monolithic identity domain scenario, there are still a number of issues that 
predicate against its immediate adoption in DEs: 

1. All parties must sign up to a single agreement, which limits the scope and 
the scalability of the federation. 

2. When federations become large, a single authoritative entity is required in 
order to moderate federation membership (e.g. Eduserv for the UK AMF). 

3. Federation agreements are difficult to change because a consensus of all par-
ticipants is required in order to enact proposed changes. 

The focus of our work is to overcome these issues and arrive at a solution for de-
centralised identity provisioning in DEs, and to do this in such a way as to 
maximise the re-use of federation specifications and software. The particular  
approach adopted has been to replace the fixed federation agreements with contex-
tual, transient agreements, based on measures of computational trust. These 
agreements strengthen and weaken in particular contexts based on the experi-
ences of the IdPs and SPs in the DE, allowing unstable federations to be  
continuously created, destroyed and modified. Overlapping federations, or sets of 
federations with common participants, can potentially extend the applicability of 
identities to the entire DE (see Fig. 3), thus ensuring scalability and avoiding the 
need for authoritative entities. 

 

Fig. 3. Dynamic overlapping identity federations based on trust 

The current work furthers this agenda by laying out in concrete terms how  
identity claims arising from a user-centric, local authentication can be asserted 
to other entities in a DE, and how these claims differ in scope from traditional, 
centralised or federated identity claims. 
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3   State of the Art 

There is currently much work being conducted in the area of online identity,  
from a social as well as from a computer science viewpoint[7]. Many definitions have 
been put forward for digital identity[6],[4],[15],[24] and partial identities [8],[6] 
[5],[24]. When we talk of identities, we define them similarly to partial identities in 
[8],[6]: ‘that which represents a person in a particular context in the online world’, 
where not otherwise specified. There is also much work being conducted in the  
related areas of trust and reputation[10],[13]. In this work we use trust to refer  
to reliability trust in [10]. Federated identity[17] is concerned with federating  
previously separate identity domains, across large organisations and the enterprise, 
such that users in one domain can consume services in another. Federation  
specifications and protocols, such as SAML[1], facilitates federated identity  
management. 

Digital Ecosystems can be described as “distributed adaptive open socio-  
technical system, with properties of self-organisation, scalability and sustainability, 
inspired by natural ecosystems” [3]. The term has been used in other contexts [2], 
however, we refer here to the body of research initiated under the heading of 
Digital Business Ecosystems (DBE), that is intended to promote the pervasiveness 
of ICT in SME and move organisations towards a “more, fluid amorphous and, 
often, transitory structures based on alliances, partnerships and collaboration” 
using biologically inspired metaphors [23]. 

Identity management in DEs draws inspiration and influence from the  
intersection of distributed/decentralised identity management[26],[17] and user- 
centric identity management[15],[18], and utilises the SAML federated identity 
specification. The implications of trust in these identity management configura-
tions is explored in [11]. The initial work in DEs was performed by[16],[9], which 
form a precursor to the final OPAALS identity model, given in [21]. The identity 
model and implementation includes a generalised identity protocol framework 
(which includes SSO), and a number of bindings, including a JXTA1 binding. 

Trust has long been a topic of study in psychology, sociology, philosophy and  
economics; but in the nineties it has also found application in e-commerce, particu-
larly in online markets such as eBay [25]. Trust can be described as “a directional 
relationship between two parties that can be called trustor and trustee,” [10] where a 
trustor is said to trust, or not to trust, a trustee, in a particular context. Trust can be 
used as a form of ‘soft security’ [10] or, by reflecting the real world social relations, 
as an enabler of “trade, competition, collaboration and so on” [25]. There are  
numerous models for computing trust and reputation2 [25, 10] on various systems and 
networks, including decentralised P2P networks [19]. 

 
                                                           
1  JXTA is a P2P platform: https://jxta.dev.java.net/ 
2 “The overall quality or character [of some trustee] as seen or judged by people in  

general.” [10]. 
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4   Identity in Digital Ecosystems 

An identity is something that is unique to an individual, or other entity, and is 
in some sense intrinsic to the entity in question. Traditionally, identities on  
computer systems have been represented by an identifier and a set of other  
attributes, describing that identity. The identifier is usually that attribute that is 
guaranteed to be unique systemwide. This guarantee of uniqueness is enforced by 
a centralised identity provider (IdP) on the system, which is responsible for  
maintaining a registry of all identities on the system. 

In the real world, human identities are unique because no two human beings 
have identical biology and history. For the purposes of administration, the nation 
state will maintain identifiers and certain sets of attributes on behalf of each 
individual in the state, and it will guarantee the uniqueness of these by similarly 
using a centralised IdP or public service registrar(s). These attributes are linked 
to the real human being using some biometric data (e.g. a passport photograph) 
that are encoded along with them, as well as on identifying documents. However, 
in a DE, where there are no central points of failure or control, uniqueness of 
identifiers cannot be guaranteed, since there are no absolute identity authorities. 

In the absence of a global identity authority, asserting the uniqueness of an 
identity, and maintaining a registry of unique identifiers, identity must operate on 
a different basis. Digital identities can no longer be unique, since there is no 
maintainer of a global identifier namespace. Our solution is to base identity on 
decentralised, inter-personal relationships, analogous to real life experience, 
where the following hold true, 

1. Entities can be introduced to other entities. 
2. Entities are recognisable to other entities. 
3. Entities can make identity claims to other entities. 
4. These claims can be verified by other entities. 

In explaining 1., since no authority maintains the lifecycle of an identity,  
identities are effectively created, as far as other entities are concerned, by the 
process of ‘introduction’, analogous to the real world. Only when an entity has 
introduced itself, or represented itself to another entity with a given identity, 
can a history of interactions between the two begin. In explaining 2., entities 
must be ‘recognisable’ to other entities as being the entity that they have dealt 
with before, since they cannot rely on the system to ‘announce’ entity identities, 
which are accepted without question by the system as a whole. Recognisability can 
be affected by re-using the same public-private key pair for signing messages in a 
PKI3, or by re-using the same shared secret passphrase. 

1. and 2. allows entities to introduce themselves to others, to be subsequently 
recognised by those parties, and therefore any two entities can build a shared 
history between themselves. This shared history between entities is a basis for the 
decentralised uniqueness of identity and as a surrogate for the uniqueness offered 
by a canonical registry. It can also, itself, be later used for recognisability, since 

                                                           
3 Public Key Infrastructure. 
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either entity can pose a question about their shared history that only the other 
entity can know the answer to. This shared history can also be used to evaluate 
trust between entities. Trust can then be used as a basis for accepting identity 
claims from asserting entities. 

In explaining 3. and 4, we note that there are a number of identity claims that 
may be made about a subject, pertaining to issues such as ‘age’, ‘address’, ‘fin-
gerprint’, ‘portrait photograph’, or ‘occupation’, such as “john murphy’s finger-
print is represented by the following image” or “user longday11 is over the age 
of 18”. These claims were formerly asserted by the ‘system’, however in decen-
tralised environments, we must use a federated identity-like process of claim and 
claim verification, where any entity can make a claim about another entity and 
other entities can attempt to verify those claims. However, in the absence of a 
federation agreement, there is no straightforward mechanism for evaluating when 
the claims made by others are trustworthy. Our approach is to use computational 
trust and networks of transitive trust between entities in a DE, to evaluate the 
trustworthiness of these claims. 

We discuss the process of claim and claim verification and their applicability 
to identifier claims in a DE in the proceeding two sections. 

5   Identifier Claims from IdPs and the Role of Authentication 

Here we discuss how identifiers, derived from authentication, can be used in a 
DE, even though there are no centralised authorities to back these identities or  
control the identity ‘namespace’, and therefore guarantee the uniqueness of these 
identifiers. The use of a pseudo-unique, ‘näıvely distinguishing’ identifier is still 
useful even though absolute uniqueness is impossible. For example, humans find 
it convenient to apply first name labels, such as ‘john’ and ‘philip’, even though 
these identifiers do not identify these individuals uniquely. The kind of identifiers 
we propose for DEs will be similarly provisional. The ability to verify that this 
‘john’ is the ‘john’ that I know well means that I will not be deceived by a 
multitude of individuals calling themselves ‘john’, even though the name john is 
not unique. 

These non-unique identifiers can be identifiers that are already used by an entity for 
another purpose, such as an email address (used by Yahoo! and Google), e.g. 
bob@bob.org, or an LDAP distinguished name, e.g. dn: dc=org,dc=bob,username=bob. 
If the IdPs for these identities are represented on the DE, then they can be used. How-
ever, these IdPs, which act as authoritative IdPs on their respective domains, are not 
authoritative on the DE, and therefore the identifiers that they are responsible for are only 
naїvely distinguishing on the DE. These identifiers are in effect self-asserted by entities, 
since they can choose an arbitrary IdP to ‘assert’ them on their behalf. (They could in fact 
assert their own identifiers if they had the functionality of an IdP.) 

In order to make use of these identifiers, authentication mechanisms will usually be 
used, allowing entities to authenticate with their IdPs. Authentication may appear 
pointless when all identifiers are non-unique and self asserted, but it does serve the 
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purpose of binding an entity to its IdP in an implicitly strong trust relationship, and 
provide a strong basis for trust between that entity and other entities using the same 
IdP. Hence authentication can be of benefit in building out a trust network. It also 
provides the benefit of outsourcing IdP functionality, such as generating and verifying 
identity assertions, to third parties equipped with this functionality, which also allows 
identities on legacy systems to be re- used, if the IdP in question has been modified to 
interoperate on the DE. 

In order to refer to other entities, it is clear that some kind of identifier is  
required by referring entities, whether it is unique or not, however authentication 
is not a strict requirement for obtaining this identifier. 

6   Verifying Identity Claims with Identity Operations 

In federated identity, identity domains are federated such that identity claims 
made in one domain can be accepted in another. Single Sign-On (SSO) is the 
process by which a user can sign-on in one domain and consume services on the 
other domain using the same login or username. From a technical point of view, 
SSO is a protocol flow between the user, the service provider (SP), and the user’s 
(domain) IdP, in which the IdP passes identity assertions to the SP, often via the 
user (see Fig. 4). These assertions are accepted by the SP because there is a 
federation agreement in place that allows IdP and SP to trust each other in the 
context of a certain set of identity claims. The process has been adapted to 
make identity claims possible in a DE. 

 

Fig. 4. High level view of federation SSO protocols (e.g. SAML) 

IdentityFlow is a SAML-based, programmable framework for building arbitrary 
protocol flows for verifying identity claims. It is capable of operating in a DE 
composed of heterogenous platforms, by allowing separate bindings to be specified 
for portions of the overall protocol flow. The approach taken is to model DEs as a 
set of unstable federations between overlapping identity domains. However, rather 
than relying on federated agreements to provide trust between IdP and SP, we 
propose the use of a trust network for deriving explicit trust evaluations between 
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two entities in the context of asserting identity claims. These trust evaluations 
would change over time based on the experiences of entities dealing with would-
be trusted entities, as well as the referrals of other trusted entities. As a result, 
unstable federations are constantly made and unmade, and the claims supported 
by these federations are trusted or not trusted accordingly. 

IdentityFlow allows us to modify the standard SAML SSO profile to include  
an extra actor, the SP’s IdP. As a convention, we say that all entities have an  
IdP that is capable of generating and consuming identity assertions on its behalf, even 
if the entity can behave as its own IdP, just as the SP does in accepting assertions in 
the standard SAML SSO profile. This allows us to consider the trust between  
IdPs only, in the context of asserting identity claims, as the criteria for whether  
claims can be accepted. We term IdentityFlow protocols that use unstable federations 
based on trust to assert identity claims, Identity Operations. Identity operations  
were introduced in [21], and are based on SAML-like profiles and bindings. 

A basic, but typical identity operation protocol flow is given in Fig. 5, which is 
equivalent to the typical federation SSO protocol flow illustrated in Fig. 4 except 
the SP is split into ‘Entity B’ and ‘Entity B’s IdP’. 

 

Fig. 5. Basic identity operation protocol flow 

7   The Role of Trust in Identity Operations 

During the execution of the protocol flow there will be appropriate points at which 
to measure the level of trust relationships to ensure they are sufficient for the 
operation to succeed, since messages from untrusted parties are useless. Fig. 6 
gives an identity operation triggered by a service request. The User claims a given 
identifier, ‘real world’ identity or makes some other identity claim, and the SP 
verifies the claim before service access is granted. We see that the SP’s IdP makes 
a call to the User’s IdP (connection 3) and later receives a response (connection 
6); it makes sense to test the level of trust that the SP’s IdP has in the User’s 
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IdP in the context of making identity claims, prior to making connection 3, since 
other connections are redundant if there is insufficient trust to accept the re-
sponse sent in connection 6. Trust checks are particularly important where it is 
felt that trust relationships are non-absolute and/or evolving over time. 

 

Fig. 6. Identity operation triggered by service access conducts trust checks 

Trust ratings are conveyed in (trustee,context) pairs, where trustee is the 
trustee and context is the trust context. A component called the trust manager 
records ‘performance’ trust ratings based on direct experience and is capable of 
gathering ‘referral’ trust from third parties. Referrals are conveyed from an entity 
with performance trust in the trustee back to the trustor. Trust managers have 
the following functions, 

1. Maintain a set of trust ratings with entities with whom the trustor has direct 
experience. 

2. Discover trust transitive paths between trustor and trustee in the given  
context. 

3. Aggregate these paths using appropriate strategies and algorithms to pro-
duce a trust rating. 

4. Be capable of checking the integrity and authenticity of referrals from referees 
on the trust paths. 

5. Have some mechanism for updating trust ratings based on experience. 

2. is a challenge in decentralised environments, or otherwise, where a virtual 
trust network must be traversed in order to discover trust transitive paths. A 
number of options for discovering such paths in decentralised networks with various 
topologies are given in [22]. A scheme for aggregating trust paths and using 
belief calculus to produce a compound rating is given in [12]. [14] gives the  
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rationale and methodology for verifying the integrity and authenticity of referrals. 
Entities can update their trust ratings, and strategies for deriving trust ratings 
based on experiences from interacting with other entities. ‘Experience reports’ can 
be automatically or manually generated and submitted to the trust manager to 
derive an updated trust rating, according to some subjective scheme. The proc-
esses and algorithms for trust evaluation are described in [20]. The open source 
project Trustflow4 is actively developing an implementation of a trust manager 
for use in P2P environments. 

We leave a discussion of appropriate strategies for generating and incorporat-
ing experience reports on the OPAALS DE and the specification of the trust 
manager for a future work. 

8   A Practical Approach to Identity on DEs 

Thus far we have expressed a set of requirements and potential strategies arising 
from a critical appraisal of identity in DEs vis a vis identity in centralised and 
federated environments. In this section, we will outline a workable solution for 
asserting identity claims in the OPAALS DE environment. 

The OPAALS DE environment is based on Flypeer5, which in turn is based on 
JXTA. Two main steps are outlined for verifying identity claims on the OPAALS 
DE. 

 
Step 1: Identifier Claims from Authenticating IdPs 

 
JXTA provides a MembershipService framework for authenticating to Peer-Groups, 
which IdentityFlow implements as an extension to its core functionality. This allows 
Flypeer to authenticate users to the main Flypeer group. The IdP- MembershipSer-
vice, which IdentityFlow implements, is available to each node on the JXTA network 
and operates as follows, 

1. A set of login parameters, and the JXTA advertisement of a preferred IdP, is 
supplied via Flypeer as a JXTA Authenticator on the authenticating node. 

2. The IdPMembershipService contacts the IdP node and supplies it with the 
correct authentication parameters. 

3. The IdP returns an authentication result to the authenticating node, allow-
ing the IdPMembershipService to complete it’s PeerGroup ‘join’ attempt. 

4. If authentication has been successful, the IdPMembershipService generates 
a credential from the result passed back from the IdP, which acts as proof 
that the entity’s identity is indeed asserted by the IdP. 

5. This credential can then be used as a means of filtering access to services in 
a JXTA-based environment. 

 
                                                           
4 TrustFlow, http://sourceforge.net/projects/trustflow/ 
5 http://kenai.com/projects/flypeer 
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The scheme for generating and using the credential assumes that all IdPs have 
a public-private key pair, and is as follows, 

1. Following a successful authentication attempt, an IdP will sign the 
‘claimed identifier’6 with its private key. 

2. The identifier, the IdP’s public key, the encryption method and the signed iden-
tifier are packaged with other metadata into a JXTA Credential object. 

3. Other entities can verify that the IdP in question authenticated the authenti-
cating entity by obtaining the Credential object and using the IdP’s public 
key to decrypt the signed identifier and comparing it with the claimed 
identifier. 

The Credential implementation used by IdentityFlow marshals and unmarshals to 
and from XML. An edited (for space) example of a marshaled Credential is given 
below. 

 
<?xml version="1.0"?>

<!DOCTYPE jxta:Cred>

<jxta:Cred type="jxta:LocalCoordinatorCred" xml:space="..." xmlns:jxta="http://jxta.org">

<PeerGroupID>urn:jxta:uuid-FEF..102<PeerGroupID>

<PeerID>urn:jxta:uuid-596..403<PeerID>

<SignedPeerID>MCwpf4i...K3O2oEPw=</SignedPeerID>

<SignAlgorithm>DSA</SignAlgorithm>

<GroupPublicKey>MICC...MYboJk=</GroupPublicKey>

<Username>identityflow@Guigoh</Username>

</jxta:Cred>  
 

Step 2: Verifying an Identifier Claim 
 

Identity claims are verified using identity operations, as discussed in sections 6 
and 7. The identity operation specifies7 

1. A set of contingent ordered connections that are executed in sequence (from one 
actor to the next), potentially with conditional logic affecting the protocol flow. 

2. A set of actor tasks for each possible state of each actor in the protocol flow, 
that are executed when an actor assumes a particular state. 

3. A binding, or set of bindings, that specify connection transport functionality 
in particular environments (e.g. JXTA binding). 

4. A set of trust checks that must be made at appropriate points during proto-
col execution to ensure that there is sufficient trust between actors for the 
operation to succeed. 

Identity operations are typically triggered by resource access, where it is necessary 
for entity identity claims to be accepted by the SP before the accessing entity can 

                                                           
6 This is currently the PeerID of the authenticating entity, but the entity’s public key 

would be less spoofable. 
7 A detailed specification of identity operations is beyond the scope of this work. 
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be granted access. Claims concerning identifiers issued by IdPs are important 
examples of claims that must be verified. In the particular case of the OPAALS 
DE, operations that verify user identifiers are simplified by the fact that each user 
propagates a credential which effectively encodes an identifier claim made by the 
user’s IdP on behalf of the user. Therefore, only connections 1, 8 (service request 
and response) and 2, 7 (identifier claim verification request and response) in  
Figs. 5 and 6 need to be executed. 

For all other identity claims, pertaining to any property that an entity can 
claim to possess and that its IdP can verify, identity operations are necessary. 
Examples of other claims are “I am over the age of 18” or “I am a member of 
the OPAALS consortium” or “My real name is John Murphy”. Whether or not 
these claims are accepted by other entities will depend on whether the accepting 
party’s IdP trusts the claiming party’s IdP in the context of asserting identity 
claims. 

Since the OPAALS DE is a JXTA-based environment, a JXTA binding is 
used, which means that all operation connection messages (by current conven-
tion) are passed via JXTA pipes. Using JXTA transport functionality ensures 
entities operate in a pure P2P overlay, where entities can be contacted by name 
without the need for knowing a peer’s underlying transport address (i.e. IP ad-
dress); and also provides transparent firewall traversal. 

Identity operations will tend to be designed to address a particular need, such 
as identifier verification, and will tend to be triggered by an actor seeking to verify 
a claim during the course of some activity. Therefore, it is anticipated the devel-
opment of identity operations will be in response to the needs of SPs. However, 
it is likely that the template of the simple operation given in Fig. 5 will suffice 
for most purposes. An example of a more complicated identity claim would be a 
situation where an SP would not accept a particular claim unless two or more 
IdPs asserted the claim on behalf of the user. This would necessitate a more 
complicated protocol flow involving 5 rather than 4 actors. In general, if any of the 
items in the list above change, modification will be required, which should be 
simplified by the modular, extensible design chosen by IdentityFlow. 

9   An Example of an Identity Workflow on the OPAALS DE 

A user logs into his Flypeer node by specifying his work chat server node as his 
IdP and his usual username and password (e.g. using the authentication 
mechanims of the XMPP8 chat protocol). The chat server is already on Flypeer 
and can act as an IdP on the DE because it has implemented IdentityFlow 
JXTARequestInterceptors, which intercept IdentityFlow messages. The user’s 
local node supplies the authentication parameters to the IdP and the IdP node 
authenticates the user remotely by passing these parameters to the backend 
XMPP chat server. If successful, the IdP will then create an AuthenticationResult, 
which will be passed back to the user’s node. The user’s node will then create a 
Credential object from the AuthenticationResult. Because the IdP node has 

                                                           
8 http://xmpp.org/protocols/ 
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signed the claimed identifier it has returned to the user node, the user cannot 
choose another identifier for this Credential, because he will be unable to verify 
that his IdP signed it. 

Once the user has authenticated, and has generated a Credential, he has gen-
eral access to the DE, for discovering other users and services, and so on. Unlike a 
centralised system, the user does not have automatic access to resources determined 
by centrally maintained access control lists, permissions or an authorisation 
service. Instead, he has provisional access to resources determined by the parties to 
whom those resources are assigned and depending on whether sufficient trust be-
tween the user and those parties exist. Similarly, identities are not global and 
absolute, but merely local (on the user’s trust network) and provisional (in that 
trust levels can change). 

At some point the user attempts to join a collaborative document editing ses-
sion, coordinated by an SP node. This SP node has an IdP that is responsible 
for verifying identity claims. When the user attempts to join the session, the SP 
triggers an identity operation to verify that “the user’s claimed identifier (stored 
in the credential) is asserted by a trusted/competent IdP”. The SP triggers the 
operation by requesting its IdP to verify this claim. The SP’s IdP examines the 
user’s Credential and retrieves the user’s IdP’s public key; the SP also retrieves 
the PeerID of the user’s IdP that was sent as part of the user’s request to join the 
session. The SP’s IdP checks that the claimed identifier in the Credential was 
signed by the owner of the public key by decrypting it with the public key and 
matching it to the unsigned string. The SP’s IdP then does a trust check on the 
user’s IdP’s in the context of asserting identity claims. The trust check indicates 
that it currently has sufficient trust in the user’s IdP to proceed. If the SP’s IdP 
does not already know the user’s IdP’s public key, it will contact the user’s IdP to 
request it, and conduct a ‘signed conversation’ to prove that it is the true owner. 
Once the SP’s IdP is satisfied, it will send a response to the SP informing it that 
the claim regarding the supplied identifier is verified. 

If the SP were to later decide that only users over the age of 18 were allowed 
to join a particular document editing session, it could specify this to the users, 
and it could inform them that for the purpose of verifying age, it (or rather its 
IdP on its behalf ) would only accept assertions from one particular IdP. This IdP 
might take measures to ensure that the users registered on its system are the age 
that they report themselves to be. In this case, users could register with this new 
IdP, and use this different IdP as their IdP when dealing with the SP’s IdP in the 
context of asserting age claims. The SP’s IdP will verify these claims by starting 
an identity operation, which entails performing a trust check on the user’s IdP in 
the context of age claims, which ought to succeed since the SP’s IdP recom-
mended the user’s IdP in the first place; and then initiating/continuing the  
protocol flow, as illustrated in Fig. 5. 

10   Conclusion 

In this paper, we state the critical differences between identity in a centralized 
environment and identity in a decentralised environment, such as a DE. These 
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differences are so fundamental that they invalidate many accepted assumptions, 
such as the belief that an identifier, or name, can be unique on a decentralised 
system, or the belief that one can authenticate with a decentralised system and 
obtain a globally applicable identifier. (Unfortunately, the JXTA MembershipService 
framework itself tends to give this impression.) What can be achieved however, is a 
kind of ‘local’ uniqueness, based on the principle that entities that have been 
encountered before can be recognised again in the future, and that entities can 
form themselves into a trust network, which adapts to entity behaviour towards 
other entities, good and bad. This makes it possible to build trust into recognised 
entities, and to use the trust network to propagate referrals such that the bene-
fits of experience can be shared. 

We also give a sketch of how our solution to identity problems are being  
implemented on the OPAALS DE. We recommend a two step approach to iden-
tity problems in general: i) users authenticate against an IdP of their choice, ii) 
SPs trigger identity operations to verify identity claims that are necessary for 
allow users access to services. IdentityFlow has been integrated into Flypeer 
from version 0.6, which allows users to authenticate to IdPs using a number of 
authentication mechanisms, i.e. LDAP, XMPP and Guigoh9. IdentityFlow has  
provided a framework for building operations since the start, and has added HTTP 
GET/POST and JXTA bindings. A template operation has also been provided 
that is akin to that illustrated in Fig. 5. 

We are currently in the process of integrating trust checks into operations, 
and in general integrating IdentityFlow and TrustFlow. We intend to give the full 
identity operation specification, the trust manager specification, and strategies for 
generating experience reports and updating trust evaluations in future works. 
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