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Abstract. The increased traffic load, proliferation of network nodes and, in par-
ticular, wireless user devices, and the boom in user services and exponential
growth of information stored in content distribution networks (CDNs) have
brought new challenges for current networks. One major challenge has and con-
tinues to be efficient load balancing and information access. The topics have
been well studied for wired networks for, for example, process load balancing
in distributed computer networks with migration. However, the wireless net-
works and ubiquitous computing environments create new limitations and addi-
tional requirements to perform service or process migration. In this paper, we
present a simulation case and proof-of-concept implementation for service mo-
bility as a part of the BIONETS service evolution process with the aim of opti-
mizing service penetration in a pervasive computing environment and balancing
the load in the system caused by the high service utilization rate.
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1 Introduction

The current network environment can already be characterized by an extremely large
number of networked devices possessing computing and communication capabilities.
The trend is towards a ubiquitous network environment where the networked embed-
ded devices integrate seamlessly into everyday use. At the same time, the networks
are becoming increasingly information and service centric, with the conventional
communication and service provisioning approaches starting to become ineffective as
they fail to address the device and service heterogeneity, the huge number of nodes
with consequent scalability, node and network mobility and device/network manage-
ment well. From the communication point of view, the scalability and management
issues, in particular, decimate the possibility of arranging a global always-connected
network infrastructure. In other words, the global network starts to resemble an archi-
pelago of network islands. In such a pervasive, decentralized computing environment,
one of the key challenges is to arrange efficient load balancing, and guarantee service
penetration and user access.
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In order to tackle the problems of pervasive computing environments, the BIO-
NETS project has proposed the architecture solution SerWorks, which incorporates
service and network architectures and benefits from the biologically inspired commu-
nication paradigms [1, 2]. According to the BIONETS concept, services and service
management are autonomic, and services evolve to adapt to the surrounding environ-
ment, just as living organisms evolve by natural selection.

One solution to improving system efficiency, balancing load in the system and op-
timizing service penetration in order to guarantee access for the majority of users is to
utilize the concept of service mobility. Here, service mobility is described as the mi-
gration of the service or part of the service between nodes. The service mobility con-
cept includes not only the migration procedure but also the selection of the service,
possible replication or deprecation of the original service, migration of service im-
plementation, its execution state and runtime data, adaptation to the target platform
and handover of user associations.

Several similar solutions have been introduced on other biologically inspired
communication platforms. Nakano and Suda in [3] and [4], for example, have intro-
duced a network framework based on software agents to model the services. In addi-
tion, Suzuki and Suda have presented support for autonomic service management on
[5] a middleware platform on top of a JAVA virtual machine. The main difference
between BIONETS’s approach and these solutions is the management of the services
and implementation of the decision logics. The BIONETS platform utilizes so-called
mediator entities for management and decision-making, e.g., for service migration.
The mediators in BIONETS SerWorks are service external, located at each node, and
one mediator can serve several individual service components where, as in the agent-
based systems, each agent needs to implement algorithms for the decision logic itself.
With BIONETS’s “semi-centralized” system, the complexity of the services can be
minimized by introducing the management functionalities outside the service and,
with generic interfaces, it is possible to also provide evolution mechanisms for “leg-
acy” services without re-implementing those as software agents.

In recent years, much work has also been carried out on load balancing using mi-
gration. In these cases, the migration is usually referred to as process migration for
distributed computer systems [6] and the decision-making processes mainly consider
only the CPU and memory load. Bearing in mind the pervasive computing environ-
ment and wireless ad-hoc type networks, the load balancing also needs to be taken
into consideration, for example, user preferences and network conditions as well as
system resources. We have defined a utility function for this to aid the migration deci-
sion, and we argue that with such an approach, the system is implementable, and by
utilizing controlled service mobility, it is possible to achieve improved quality of
service (QoS) also in a disconnected ad-hoc network environment.

The rest of the paper is arranged as follows. In Section 2, we present the system
model for service mobility support in BIONETS. Section 3 concentrates on simula-
tion modelling and results. Section 4 discusses proof-of-concept implementation for
IP-based networks, and, finally, in Section 5 we draw the conclusions from the results
and introduce our future work.
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2 System Model

The ecosystem, similar to that presented in the BIONETS project [1], in which the
Services live is illustrated in Figure 1. The decentralized and mobile ad-hoc network
environment can be characterized by the temporally formed islands of devices that are
dependent on the movement patterns of the user. On top of this networking infrastruc-
ture we are establishing a Mediator plane that provides autonomic control functional-
ities, network connections and other platform resources to services. Above the Media-
tor plane we have a user-centric service environment that allows for seamlessly inte-
grating services of different devices in the user’s surroundings to fulfil the user’s
needs. The atomic services (Service Cells) running on top of the platform can be any
kind of small application providing certain functionality to other services or users. As
the platform provides all the functionalities related to autonomic migration, the ser-
vice only needs to implement the basic life-cycle controlling interfaces for starting,
stopping, migrating, replicating and deprecating the service. With these interfaces the
mediators can control the life cycle of the services located in the node.

The network topology is based on mobile ad-hoc connections between nodes. The
devices cannot assume any backbone connection, and all the communication is done
with the nodes inside the local connection range. The devices connected over local
short-range links have the capability to locate, communicate and provide services for
each other.

Node Island
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Fig. 1. Service and Mediator planes in U-nodes

The runtime architecture of our proposed service mobility framework is presented in
Figure 2. The runtime platform operates on top of the nodes’ (devices) operating
system and provides the functionalities needed for service mobility. We have chosen a
two-tier approach: we have a platform providing the autonomic functionalities for
services on top of which we have the service execution layer where the services
operate. The platform consists of the following functional blocks: NodeMediator,
InteractionFramework, ServiceDiscoveryMediator, ServiceCreationMediator, Migra-
tionMediator, ServiceRequestHandlingMediator, ServiceMediator, Service-
ExecutionRepository, ServiceBuffer and Node Information Repository.
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Fig. 2. The main components of BIONETS SerWorks Architecture needed to support
service migration

Below, we give a brief description of the main role of each component.

o InteractionFramework: Handles all the communication between mediators in
different nodes and inside the node.

o  ServiceDiscoveryMediator: Discovers the services available in the node island,
and makes the local services available to other nodes.

e ServiceCreationMediator: Builds the core for processing user requests.

o  ServiceRequestHandlingMediator: Builds the interface to the user.

o  ServiceMediator: Suspends service execution, migrates runtime service data and
state to a destination node, initiates new service with restored state on the new
destination and resumes application execution.

e  MigrationMediator: Enables the movement of service application logic between
different nodes.

e NodeMediator: Gathers and distributes the necessary information for the deci-
sion logic needed in the migration process, e.g., node fitness, CPU, battery,
memory, speed or signal strength, etc.

o  NodelnformationRepository: Keeps the information gathered by the Node Me-
diator.

o  ServiceBuffer: Stores the services that are not currently executed in the node.

e ServiceExecutionRepository: Service execution environment. When an execut-
ing service is suspended, it is moved to the ServiceBuffer.
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3 Simulation Model and Results

3.1 Simulation Model

The purpose of the simulation work is to model the service mobility in a BIONETS
environment in which devices (nodes) move in a limited geographical area and dy-
namically form Service Islands with nearby nodes. Some of these nodes contain ser-
vices offering limited sets of services (Service Cell A, B, C and D). In the model there
are also entities (users or other services) connected to the nodes using one or all of
those services.

The purpose of the simulations is to obtain knowledge about how the selected
technologies and solutions would work in real implementations. We compare differ-
ent decision-making mechanisms, migration models and overall service architecture
variations to find out which ones are best suited for BIONETS-like environments. The
purpose is to find solutions that ensure the best “Service penetration” for popular
services with the minimum overhead cost. For example, we will look into whether the
decision logic is more beneficial for implementation in the Service Cell or in the Me-
diator. The networking aspects related to the Service Migration are left outside the
scope of the simulation. The simulation model does not implement the network level
functionalities. The connections between different nodes are handled by the Interac-
tionFramework (IF) component. The IFs of different nodes can “see” each other and
form logical connections only when the nodes are in the same Node Island (NI), thus
inside the given connection range.

The simulation model is implemented on top of the MASON simulation toolkit [7].
MASON is a fast discrete-event, multi-agent simulation library core in Java designed
as the basis for large custom-purpose Java simulations. On top of MASON, we im-
plemented the core BIONETS components presented in Section 2 (see Figure 2) that
are required for service mobility purposes. The Mason toolkit executes all the compo-
nents (U-nodes and Service Cells) at every step, with one step representing one sec-
ond in real time.

In the simulation model, U-nodes move randomly in an X m*X m playground
(City or Open field). The movement of nodes is based on the random waypoint mobil-
ity model [8] with an enhancement of “service gravity”. This movement model pro-
vides semi-random movement with nodes picking a target point somewhere inside the
circle with radius r and starting to move towards that point at every step. In some
cases, we enhance the movement model with a “gravity factor”, which makes the
nodes less likely to leave an area that is providing services used by that node.

The U-nodes contain Service Cell components’ and/or ServiceUser components.
The ServiceUser mimics the real-world service users (user or other service) and is
fixed to their host nodes (in certain cases the user may “change the device”, i.e., move
to another node). The services can (depending on the scenario) migrate freely between
U-nodes. The U-nodes communicate with each other through the InteractionFrame-
work (best effort messaging). The network part of BIONETS is not implemented in
the simulation model. The U-nodes have a connection range and form Nodelslands
with other nodes inside the range, enabling the InteractionFramework to exchange
messages.
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For reasons of simplicity, we do not have separate variables for each U-node’s re-
source (e.g., CPU, memory and disk space), but model all these basic resources as
general variables: Runtime Resource (7r) and Static Resource (s7). Each U-node has
an amount of x resources rr and sr. The rr models the runtime resources consumed by
services such as CPU and Memory load, and the sr models the static resource con-
sumption such as disk space. Each hosted Service Cell consumes a certain amount of
static resources from the host U-node when installed and frees it when it is unin-
stalled. In contrast, the runtime resources are consumed by Service Cells when exe-
cuting a service response, and these are reset at each step. Similarly, the Service Cells
have the variables Static Resource consumption (src) and Runtime Resource Con-
sumption (rrc), modelling the amount of static resources required by the Service Cell
when installed to a U-node and the amount of runtime resources consumed by the
Service Cell per service response.

A more detailed view of simulation model implementation is presented in Appen-
dix 1, which presents a sequence diagram of service migration in the Simulation
Model.

3.2 Simulation Results

The primary purpose of a simulator model was to provide a (somewhat simplified)
view of a model to be tested and studied. In the first phase of the research work we
created a simple hypothesis: “It is possible to achieve improved service penetration in
a disconnected ad-hoc network environment utilizing controlled service mobility.” In
order to evaluate the hypothesis, we envisaged a three-parted simulation study to set
the base line for future more advances simulation studies. The simulation contained
three different scenarios presenting different migration models: Static services, Viral
distribution and Controlled mobility.

In the Static services scenario, the services laid completely static in their host
nodes. The purpose of the scenario was to provide a reference point where, much like
with the current systems, the services do not migrate and thus provide weak service
penetration, but at same time require minimum resource consumption. In the Viral
distribution scenario, when the U-node hosting service x comes within the connection
range of another U-node, the node migrates the service to the new U-node. After the
U-node is “infected” with the service x it also starts to distribute it to other U-nodes
inside the connection range. The purpose of the scenario was to provide another op-
posite reference point where the services spread uncontrollably to new nodes resulting
in very good service penetration, but with the cost of inflated resource consumption.

In the Controlled mobility scenario, the services migrate, applying the rules given
by the MigrationMediator’s decision process. The assumption was that the service
penetration is better in this scenario than in the Static scenario, but with reasonable
resource consumption. In order to evaluate the different scenarios, we run extensive
simulations using the presented simulation model (Section 3.1). We set the square
size L to 2 km, the communication range R to 50 m and the speed of the U-node V to
4 m/s. In each simulation run, we injected one hundred U-nodes into the environment
in random locations. We also implemented four different Service Cell types (SCI,
SC2, SC3, SC4), each providing simple calculation tasks (SC1 = add{x, y}, SC2 =
subtract{x, y}, SC3 = multiply{x, y}, SC4 = divide{x, y}), and injected 10 of each
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into the random U-nodes. We also randomly injected 20 Users into the nodes. The
Users were set to create queries to one (random) service type at random every 5 steps
(seconds). We measured the number of successful replies (SRN) to the User on aver-
age for the sent service request in each simulation run, thus giving a reasonable pres-
entation of the service penetration among U-nodes. We also measured the average
resource consumptions for static resources (ASR) and runtime resources (ARR). We
scaled all the numerical results to [0.1] for better comparisons.

We ran the simulation 20 times with each simulation setting. Each simulation run
lasted 10000 steps (seconds). From histograms presented in Figure 3 we can see how
the number of successful replies varied in different scenarios. Figures 3a, 3b and 3c
present the distribution of measured SRN values for separate simulation runs in each
case. As expected, the best service penetration was in the Viral distribution scenario
in which the Users received responses to sent service queries on average about 49.6%
of the time. In the Static scenario, the percentage was significantly lower at 10.4%. In
the Controlled migration scenario, in which the services migrate according to prede-
fined rules, taking account of the resource load, the percentage was 29.8%.
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Fig. 3. Distribution of SRN values for each case
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The average resource consumptions for same simulation runs are illustrated in Fig-
ure 4 below. As we can see, the resource consumption is somewhat reversed com-
pared to the SRN values. The AVG variable presents the average of both ASR and
ARR values. We can compare the “goodness” of each scenario by calculating a value
Q = SNR / AVG for each scenario (bigger values are better). For the Static services
scenario, we get Q = 0.846. For the Viral distribution scenario, we get Q = 0.728.
Finally, for Controlled mobility, we get Q = 0.937, which supports the original hy-
pothesis that we can achieve better service penetration with reasonable resource con-
sumption with controlled service mobility.
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0,8
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m ARR
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Static Controlled Viral

Fig. 4. Resource consumption values for different cases.

4 Prototype

The prototype model implements the basic BIONETS components required for ser-
vice mobility purposes. The prototype implementation was developed on top of the
J2EE platform and the services were implemented as web services. PC/Linux was
selected as the implementation platform mainly because of its flexibility in collecting
network information. It also provides easier access to system parameters required for
decision-making. SIGAR API [9] was used to access the system information required
for decision-making. This SIGAR (System Information Gatherer and Reporter) is a
cross-platform, cross-language library and command-line tool for accessing operating
system and hardware-level information in Java, Perl and .NET technologies. The
SIGAR API enables the developed platform to also run on top of Windows OS.
Glassfish [10] was chosen as the web server due to its programmatic Application
Server Management Extensions (AMX) [11] API. AMX is a superset of the JSR 77
interfaces built on JMX, which simplifies and smoothes out the management and
monitoring process. The information gathered with SIGAR (system information, e.g.,
memory usage, CPU consumption, networking, etc.) and AMX (web-services
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information: response times, throughput, total number of requests, faults, etc.) is col-
lected in the Node Information Repository.

In the following, we present simplified decision logic that we implemented for real
devices based on the research work and simulation results. We want to emphasize that
the parameterization and utility functions here are only preliminary, though they are
general enough to cover many real world tasks and will be extended later.

Each time a node makes its decision, it has a fixed set of options. The fitness utility
value is computed for each possible option using the utility functions (see below). An
option with the highest utility value, that is the best fit for this purpose, is then se-
lected for execution. In a similar way to the simulation model, we implemented four
simple integer calculators (add, subtract, multiply and divide) as services, which mi-
grate over the developed platform running inside real devices (Linux OS laptops).

Below is an example of a simple utility function for calculating the fitness of
Service Cells based on the memory usage and operation-related CPU. A detailed
explanation of the migration process implemented in the prototype is presented in
Appendix 2.

Parameters:

Number of requests (SCy,r), size of service: memory allocation

required (SCy4), operation-related CPU (SCcpy) and memory usage

(SCuyyp), user evaluation (SCyp), battery (Up) and free memory (Upy).
Utility function for SC:

c(SChor> SCpa> SCcpy» SCyus SCuk, Up, Ucpys Upn ), c€ L
c is a function of the parameters of a service cell and the platform on which
the service is running. L is a partially ordered set, e.g., the unit interval [0,1].

Example utility function:
c(SCepy»SCyy) = U cpy =SCopy ) +(A=)U pyy =SCyy))

o is a parameter in the unit interval [0,1], which weighs the importance of
memory and CPU usage.

5 Conclusion and Future Work

In this paper, we presented the service mobility framework in the BIONETS concept
together with the results of the service level simulations with a MASON simulator
and proof-of-concept demonstration for an IP network with PC hardware. The frame-
work can be utilized for balancing the service load and resources, and to optimize the
service penetration in and between the network islands, when the connection is not
always guaranteed. We discussed basic principles of the service ecosystem and pre-
sented a system model for service mobility support in BIONETS. We also presented a
simulation model for service migration and a simplified prototype implementation.
Finally, we presented preliminary simulation results. The main results confirmed that
the controlled service mobility can provide better service penetration with reasonable
resource and energy consumption.
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The next step in our research is to better optimize the service mobility management
by applying more extensively, for example, game theory and learning capabilities to
the decision-making. One possible approach is also to utilize more efficient mobility
triggering and define the triggering events needed for the mobility management as
presented in, for example, [12] for node mobility. In addition, we are aiming to con-
tinue the prototyping activities by applying the service mobility framework to, for
example, energy-aware cloud computing and distributed systems, implementing the
more complex utility functions for decision logics in order to also better the network
conditions and provide more extensive results from the hardware implementation
testing.
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Appendix 1: UML Sequence Diagram of Service Migration
Implementation in the Simulation Model

Bellow we present the UML diagram showing the migration process implemented in
the simulation implementation. In this figure, we show the process sequence for a
scenario where the NodeMediator of the U-Node triggers a service migration of Ser-
vice Cell X to a new host. The MigrationMediator offers the X to U-Node B (which
accepts it) and then migrates the Service Cell to a U-node B. It also shows the interac-

tion between Mediators and the exchange of messages between them.
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Appendix 2: UML Diagram for a Prototype Implementation

Bellow we present the UML diagram showing the migration process implemented in
the prototype implementation. In this figure, we show the requestMigration of U-
Node A to U-Node B to migrate its ServiceX to U-node A. It also shows the interac-

tion between Mediators and the exchange of messages between them.
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