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Abstract. Service Provisioning over the internet using web service specifica
tions becomes more and more difficult as real business requirements start to
shape the community. One of the most important aspects relates to dynamic
service provisioning: whilst the straight forward web service usage would aim
at exposing individual resources according to a fixed description, real organiza
tions would want to expose a flexible description of their complexly aggregated
products. This paper presents an approach towards reducing the technological
overhead in virtual service exposition overthe internet, thus allowing for more
flexibility. It therefore introduces a dynamic gateway structure that acts as vir
tual endpoint to message transactions and can encapsulate complex business
process onbehalf of theprovider.

Keywords: Business communication, Communication standards, Communica
tionsystem control , Communication system operations andmanagement.

1 Introduction

Today's eBusiness scenarios require a consequent realization of the Service Oriented
Architecture (SOA) paradigm. Such a consequent realization provides benefits for
both sides, the service providers as well as for the service consumers. Service pro
vider can easily provide their "products" in such a way that potential service consum
ers can integrate these services in their own products. This is done in an abstract
manner which means in particular that no implementation details of the underlying
service implementation need to be considered.

Service virtualisation goes even one step further. Here operational, integration and
life cycle issues are faced which is critical regarding the success of SOA [I].

Service virtualization has already taken place in our everyday life. An example
for such a virtual service is a banking service providing functionality allowing a client
to execute financial transactions. Therefore in the background several underlying
services are needed, like a transaction manager and a database system. The user of
the banking service does not recognize these underlying subsystems since he only
sees the interface of the banking service. Via this interface the complexity of the
underlying infrastructure is hidden from the current user. Another example is a DNS
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or virtual network capabilities. Without virtualization it would not be possible to han
dle such complex systems at all. Altogether virtualization can be seen as a more
abstract view of the corresponding services and the underlying service infrastructure.

In modern eBusiness scenarios it is necessary to decouple service implementations
and the corresponding service interfaces . The main reasons therefore are that such a
decoupling increases fundamentally the maintainability of services as well as the
flexibility of both, service providers and service consumers.

Actually Web services provide an infrastructure towards a SOA paradigm [17] but
still have some gaps regarding the needed dynamicity in eBusiness and collaborative
working scenarios [16]. An example of the latter one is the research project CoSpaces
[2]. This projects aims to develop a framework allowing dynamic collaboration ses
sions for engineering teams being distributed all over the world. The issues being
faced within this project are to bring together the involved people within such a col
laborative working session as well as the corresponding applications. So a consequent
realization of the SOA paradigm is here also very important. In this paper we provide
an approach towards virtual services allowing a decoupling of service implementa
tions from the corresponding service interfaces .

2 eBusiness and Web Services

In current eBusiness scenarios an abstract integration of collaboration partners is one of
the main issues to be faced. In particular this means that partners within a collaboration
want to consume the provided "product" of a partner without taking into account the
corresponding service infrastructures. Web Services provide a first step towards such
an approach. Web service technologies allow the consumption of services without the
need to take into account the underlying service implementation . This is done by pro
viding a standardized interface of these services (WSDL). These interfaces are inte
grated in the customers' code allowing him to consume the corresponding services.
This interface just describes the functionality of the service in a syntactical manner. To
announce a "product" consisting of the composition of several services enforces a
more abstract view of the underlying services. One of the main disadvantages of the
web service approach is that in the case of a change in a web service interface descrip
tion the corresponding client code has also to be adapted to these changes.

Therefore abstract entities [3] have been introduced describing such a level of ab
straction in a first instance. These abstract entities allow the integration of partners in
an eBusiness process by assigning roles to partners and access the corresponding
services or products via these abstract entities. This allows the design of collaborative
eBusiness scenarios without the burden of taken into account the complexity of the
underlying service infrastructures and the corresponding service implementations.

The main goals from an eBusiness perspective are

• The easy encapsulation and usage of services being distributed all over the
world

• The easy composition of services in order to provide a "new product"

To realise these goals a new kind of infrastructure is needed with the goal to ease the
maintenance of the underlying service infrastructures. In particular, changes of an
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interface or the service infrastructure should not affect the corresponding client appli
cations. Additionally, service provider should also be able to easily adapt their infra
structures without affecting the corresponding interfaces and consequently the client
applications consuming these services. The approach being presented in the following
section is also going to ease the provision of new products regarding the currently
available services.

3 A Dynamic WS Interface

Currently WSDLs describe a static interoperable interface to a service which is used
in static manner. The interface is once proposed and linked in a static manner in the
corresponding client code. This static approach does not provide the needed flexibility
in a dynamic eBusiness scenario.

To provide such an adaptive and dynamic infrastructure just a contract should be
proposed describing the name of this "virtual" service as well as the available opera
tions and what they mean in particular . Additionally it should be mentioned how these
operations can be invoked.

Service virtualization provides such an infrastructure by not directly proposing a
static interface in the means of WSDL, instead a kind of contract is proposed describ
ing the available functionality and how these services can be invoked as well as which
information is needed to invoke these services. The introduced middleware maps in
the next step after having intercepted an invocation of such a virtual service endpoint
the calls to the corresponding service implementations.

The next sections are going to reflect this new approach in detail.

The New Gateway Architecture

In this section the Architecture of the new gateway is introduced and described in
more detail. As mentioned before there is a concrete need in service virtualization and
so consequently in an abstraction layer. This abstraction layer operates as an interme
diary service between the service consumer and the service implementation by captur
ing the corresponding messages and mapping them to the corresponding services .
This mapping also includes the necessary transformations since the virtualization
gateway does not focus on a specific interface description.

Beside the mapping of messages to the corresponding service implementations
within the service virtualization layer the following jobs can also be realised within
this layer since the gateway describes a single point of entry to use the underlying
services. This is preferable since most of the SOA infrastructures are some kind of
"grown" nature with the restriction that some already existing implementations may
not be compatible with current standards in interface definitions and messaging. So
the gateway also provides functionality to encapsulate services.

In particular , this includes:

• Policy enforcement: The gateway acts as a policy enforcement point since it allows
the definition of criteria that must be fulfilled before a potential service consumer is
authorized to access a specific service. For example, it is possible to distinguish ser
vice consumers based on their reputation, e.g. in good and "not so" good customers.



220 A. Kipp, L. Schubert, andC. Geuer-Pollmann

Based on their reputation, the customers' requests are forwarded to services with dif
ferent SLAs, such as "gold" services or "standard" services, where the "gold" rated
services e.g. could provide a better quality of service as the "standard" services.

• Message security, identity and access management: In an ideal world, all deployed
client applications and web services support the corresponding specifications like
WS-Security, WS-Trust and WS-Federation . Ideally, each client application
should be able to fetch security tokens that are necessary for service access, and
each deployed service should be able to authorize an incoming request using a
claims-based security model with fine-grained authorization. Unfortunately, many
applications in production today do not yet adhere to these principles, and the
gateway can serve as a migration path towards broader adoption of the claims
based access model. The customer-side gateway can authenticate internal request
ors, request security tokens on their behalf and protect the outgoing messages. A
service-side gateway can act as a policy-enforcement point to authenticate and au
thorize incoming callers. For example the gateway can establish a secure connec
tion to the service consumer while the concrete client application does not support
any secure data transmission.

• Protocol translation: Since standards in the area of web services are always a
matter of change, the reflection of current needs of service consumers as well as
of service provider are an essential criterion for such an infrastructure . In particu
lar, the change of an addressing standard like WS-Addressing forces the adaption
of the service implementations at the service provider side as well as the corre
sponding client applications consuming these services. In such a scenario the
gateway allows the adaption of the corresponding service calls to the most cur
rent standards without affecting the concrete service implementation.

• Transformation: Since the gateway provides an universal interface for the under
lying services a transformation has to be done before the message is forwarded to
the corresponding service.

• Filtering and information leakage protection: The gateway can detect and re
move private information from a request, offering a hook to install information
leakage detection and prevention mechanisms.

• Load balancing & fail over: The gateway can act as a load balancer. If e.g. one
service is currently heavy in use the gateway may decide to forward requests to
this service to an equivalent one.

• Routing: If several equivalent services are available the routing of the messages
to these services can be handled in this abstraction layer.

• Login monitoring: Often it is interesting for a service provider to see which ver
sion of a service is still used by the customers . Via the gateway this information
is also available .

Figure I shows the structure of such a gateway. This structure enables service provider
to encapsulateand hide their infrastructure in a way that also allows for virtualization of
products. With the gateway being extensible, it provides the basis to non-invasively
enact security, privacy and business policies related to message transactions. With the
strong SOA approach pursued by the virtualization gateway, the structure furthermore
meets the requirements of minimal impact and maximum deploymentflexibility; through
its filters, it furthermore supports the standardized messaging support. The gateway is
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Fig.1. Gateway Structure

furthermore constructed in a way that allows for participation in multiple collaborations
at the same time without requiring reconfiguration of the underlying infrastructure.

The gatewayof a service provideracts as the virtualization endpointof the services
exposed by the respective organization. Its main task consists in intercepting incom
ing and outgoing messages to enforce a series of policies related to access right re
strictions, secure authentication etc. (cp. Figure 2) thus ensuring that both provider
and collaboration specific policies are maintained in transactions.

Fig. 2.The GatewayPrinciple

As a virtual endpoint, the gateway is capable of redirecting messages from virtual
addresses to actual, physical locations (local or in the Internet), thus simplifyingend
point management from client side, i.e. applications / client services are not affected
by changes in the collaboration, such as replacement of providers etc. An intrinsic
handler in the gateway channel hence consists in an endpoint resolution mechanism
that identifies the actualdestinationof a given message.

Figure 3 shows the conceptual overviewof such an approach. In particular, the virtu
alization manager of a service provider announces a virtual service interface definition
(WSDL). This virtual interface is also announced by the web server of the service pro
vider to receive external service calls via the included virtual methods. These calls to the
virtual interface are forwarded to the virtualization manager. In the following proceed
ing the virtualization manager transforms the incoming virtual message to a message
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that can be interpreted by the corresponding service implementation. Therefore the
virtualization manager accesses a knowledge base containing all the necessary informa
tion like e.g. the mapping of the virtual name to a concrete service endpoint and the
transformation of method names and parameters. The mapping of virtual service names
to concrete service endpoints is also needed in the case when several service implemen
tations on e.g. different machines hosting the same service are available as well as to
avoid the client to take into account concrete service implementation aspects.

Via the knowledge base it is also possible to provide services dynamically. On the
one hand new services can be announced via a new virtual interface. On the other
hand it is also possible to develop new services for already announced virtual inter
faces and map the calls from the old virtual interface to the new service implementa
tions. So the mapping logic is encapsulated in the knowledge base providing the
information needed to transform the corresponding message calls.

Service Provider

IlMI"
WSIX service

ImplementationI

Transformed message

Fig. 3. General Architecture

Realisation of the New Gateway

Referring to the statistic of used web servers within the internet of April 2009 [8]
there are most commonly used 2 web service infrastructures in current environment s.
In particular, those are the Apache Tomcat server with a contingent of 45.95% and
Microsoft Internet Information Service (lIS) with a contingent of 29.97%. The re
maining 24.06% are distributed over more than 30 other web server solutions, so they
are not being taken into account for the following technical analysis considering in
how far the service virtualizat ion manager can be realized with existing and mainly
used web services infrastructure solutions .

In the following it will be shown, how such a service virtualization manager can be
realized with the mostly used web server solutions, namely the Apache Tomcat Server
with AXIS and the lIS with WCF [I I].

To provide a service virtualization manager, an ideally transparent intermediary
service is needed acting as a message interceptor und as a message transformer. In
particular, in the area of web services a HTTP router is needed doing this transforma
tion without affecting the client calling the corresponding service as well as the under
lying service implementation. Figure 4 illustrates an example of this processing:
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In particular, the HTTProuter tunnels a request from a virtual WSDLto a concrete
service calI of a "real" service interface, Therefore in this example the virtual WSDL
provides a method with the name "wsa:Action='call' . The HTTP router now maps
this web service calI to the corresponding "wsa.Actioneinvoke'" method calI of the
underlying service implementation, This is done completely transparent to the invok
ingclient as welI as to the service implementation.

Within the lIS / WCF realization the gateway infrastructure exposes virtual end
points (URLs) similar to the (lIS) and may even be hosted inside the lIS like a simple
service. The service administrator uses the capabilities of the virtualization gateway /
lIS to decide which resources / services / worktlows are exposed underwhich URL
alI other services either remain hidden in the infrastructure or are exposed without a
virtualization gateway intermediary. This way, the administrator can specify concrete
ly which services are exposed in which manner (cp. Figure5).

M,JnG,tf'WIY
Logic

fltgln ervirtual endpoint

Actua lService
I/Utan,.

Fig. 5. Gateway Structure and itsRelationship to lIS and ServiceInstances

Policy handlers can be registered at the virtualization gateway using the according
management interface and the identifier of the specific gateway structure. Each ser
vice instance can thus principalIy be associated with its own gateway and policy
handler chain, allowing for maximum flexibility .

The Service Instance Registry is a specific type of policydecision point that identi
fies the actual endpoints on basis of the transaction metadata (sender, related VO,
addressed endpoint etc.). It will instructthe message chain about the next endpoint to
forward the message to.

Axis [12] provides with the Handler concept an approach that alIows to plug-in
applications between the web server and the corresponding application services.



224 A. Kipp, L. Schubert, andC. Geuer-Pollmann

Therefore so called handler-chains can be realized describing a list of operations that
can be executed on arriving messages for a specific service or for all web services
being hosted on the corresponding web server. Figure 6 shows the general overview
of the Axis architecture:

Service

Axis Engine

Fig. 6. AxisEngine Overview [12)

In particular, incoming messages are stored in a request queue. Before these mes
sages are processed and forwarded to the corresponding service implementation the
handlers being defined for this service are executed . These handlers are able to mod
ify the incoming and outgoing messages, so at this point it is possible to plug in the
knowledge support doing the mapping and the necessary transformations of the corre
sponding messages.

4 Trust Management

In distributed-system scenarios, the main security problem is cross-organizational
authorization. Most identity and access systems available today provide flexible solu
tions for authorization-related problems within the boundaries of a single organization.
Still, IT professionals who need security solutions for cross-organizational collabora
tion typically need to develop their own custom solutions.

The BREIN project extends the security work done in former projects, such as
TrustCoM, MOSQUITO [6], NextGRID [5] or MYCAREYENT [7]. The security
research in these projects addressed problems such as human-supported federation
establishment and enactment, YO-centric identity and claims management, and au
thorization for cross-organizational service invocation. While that led to many in
sights into the YO security area, the BREIN project identified a couple of issues that
needed further research: One open question is how to leverage the human user for
context provisioning, such as why a particular service interaction happens, and subse
quently utilizing that context for security decisions. The second broader issue for
which a solution is needed is the access management for resources located outside of
the data owner's organizational trust boundary. The third topic is related to the sup
port for claims-based security in protocols that do not support WS-Security , such as
MTOM-based streaming.

In the BREIN architecture, security-related implementation artifacts are located
at various places and layers, so that BREIN can scale the flexibility of the solution
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depending On the COncrete security requirements of the respective scenario. For ex
ample, it is clear that cross-organizational message exchanges always have to be inte
grity and confidentiality protected, and that the requestor needs to be authenticated
and authorized . Depending Onthe capabilities and features of the web services stacks
of both clients and application services, either the end-nodes take care of handling the
cross-organizational security themselves, or big parts of that responsibility are fac
tored into infrastructure components such as the gateway service. For example, if a
web services-based client application cannot encrypt and sign SOAP messages using
the appropriate cross-organizational security tokens, then that responsibility has to be
handled by the gateway service which is sitting in the message path, On behalf of the
client.

The Security Token Service (STS) issues claim-based tokens to authenticated users
(or a gateway acting on behalf of the user) and is also involved in the process of estab
lishing federations with other STSs' . Similarly to the gateway, the STS component
needs to be installed within the security domains of the entities that want to communi
cation and depending on the role they hold they perform different functions. Therefore
the STS can play both the role of the client side STS as well as the server side STS
performing different functions. The client-side role of the security token service issues
tokens that are necessary to pass the access check On the service side. The tokens are
generated based on the information that is extracted from the service call message. The
Service-side role of the security token service performs an authorization decision on
the ultimate service and issues a security token that will be understood by the service.
It hence has the role of a policy decision point (PDP). The STS is a middleware com
ponent and is configured using its policy store. The policy store contains both the at
tribute information about clients in the OWn organization (i.e. the claims that can be
issued), the capabilities of partner organizations (i.e. claims that the STS accepts from
other issuers), and access policy for local resources, such as web services:

• User attributes and claims can be stored either within the STS' own configura
tion, or in external attribute stores such as Active Directory.

• The trust relationships with partner organizations describe e.g. which roles a
partner company assumes in a given virtual organization, i.e. which statements
and claims the partner is authorized to issue. Essentially this is similar to
SecPAL's 'can-say' verb.

• The access policy for local services describes claim requirements for local ser
vices, i.e. which claims need to be present in the client's security token to access
a particular service.

The STS will be queried for security token issuing by the security handler. This hand
ler resides inside the Gateways and protects message that is about to be sent, and
requests access control decisions for incoming messages.

The STS is implemented using .NET and WCF. The interaction will be through
WS-* message. Most likely the component needs a network connection, although it
could (theoretically) also communicate by local inter-process communication like
named pipes. The WCF-based client-side security handler is implemented as a special
SIR binding, which fetches the routing, security and binding information from the
local SIR, creates the 'real' cross-organizational binding based On that endpoint in
formation, and dispatches the message though this cross-organizational binding.
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5 Brave New World

In order to evaluate the conceptual approach of the introduced virtualization infra
structure the WCF gateway prototype integrated within the Integrated Projects (IP)
CoSpaces and BREIN [4], considering different of the mentioned benefits of such a
virtualization infrastructure .

The IP CoSpaces is facing the challenging task in providing an infrastructure al
lowing for the support of collaboration of worldwide distributed engineering teams.
Therefore CoSpaces aims to develop a framework that supports dynamic, ad-hoc
collaborative working sessions [14]. This infrastructure stresses, beside the considera
tion of dynamic aspects within collaborations, security issues to be of the utmost
priority and importance. Since security aspects usually affects every involved compo
nent within such a collaboration session, a new approach has been considered to allow
application developers as well as collaboration participants to concentrate on their
original tasks, e.g. the provision of a specific functionality within an application or the
solving of a specific problem within a collaboration , without having to consider secu
rity aspects whilst being involved in a collaboration.

Since within collaborations between industrial partners often beside services also
business critical data has to be shared, authentication, authorization and secure com
munication between participants has been determined as one of the most critical as
pects that need to be considered by such a framework. Within CoSpaces Shibboleth
has been chosen as the best suitable solution for providing an authentication infra
structure for authorization issues whilst considering dynamic aspects of such collabo
rations [15]. Therefore , the virtualization approach being presented within this paper
is going to be used to transparently integrate an authentication and authorization in
frastructure within the entire framework without affecting the underlying steering and
coordination infrastructure components as well as the corresponding shared services
and data. Consequently, the users as well as the application providers do not have to
consider security aspects within their tasks whilst the framework ensures that only
foreseen partners are allowed to access the corresponding services and data sets.

The IP BREIN faces the challenge that in today's world, enterprises, independent
of their size, have to cooperate closely with other companies to keep their competi
tiveness, as no company is capable of fulfilling all requirements alone. But setting up



Dynamic Service Encapsulation 227

these collaborations is still difficult and extremely costly. Especially for SMEs these
collaborations are not really cost-efficient, as they have to put in high efforts to be
able to compete on the market with other players. Therefore BREIN will enable ser
vice providers to reduce costs whilst maximizing profit by providing a framework that
will automatically adapt to changes in individual business needs and/or environment
in an intelligent manner. Cost and effort for service provisioning will be greatly re
duced by simplifying business goal definition, intelligent optimization and decision
making support. Therefore, BREIN is going to support the integration of "virtual"
resources in workflows in order to achieve a higher degree of flexibility. This ap
proach allows for both, an easier and more abstract usage of resources (e.g. a cus
tomer just invokes a "simulation" service without considering technical details) as
well as an increased support of dynamism in such environments by easing the re
placement of service providers (e.g. the customer still invokes a "simulation" service
whilst his own company gateway redirects this request to a new service provider).

The "classical" WSDL approach would affect in such a dynamic environment that
every client of a specific service provider has to adapt their applications to new ser
vice interfaces in case of any modification of the corresponding service provider in
frastructure or in the case of a service provider change. Additionally a lot of added
effort has to be spent for the corresponding service setup. But with the new gateway
the client does not need to update his code, although the syntactical interface may
have changed, since the messages of the calls via the old interface are mapped or, if
needed, transformed, to the interface of the new service.

With this gateway the service provider is now able to implement any adoption
needed, even regarding changes in inter-communication standards. Now it is possible
to provide several interfaces for the same service, each adapting to another interface.
E.g. one customer needs a secure connection to the service because sensible data has
to be transferred while another one uses another version of WS-Addressing [9] or
WS-Security [10].

eBusiness and the New Gateway

This approach introduces a new abstraction layer for SOAs facing the needs of eBusi
ness environments. In particular the main benefit is an increment offlexibility : Both,
for the technical as well as for the business perspective, flexibility has been increased.
From a technical point of view it is now possible to bind services statically in applica
tion codes while the corresponding service implementation can be migrated. Addi
tionally the service provider can announce the available services independently from
the protocol the potential service consumer are going to use. This way of announcing
services allows the service provider to use and re-use already existing services in a
very easy way. Beside this, the composition of services in a workflow has also been
improved: Depending on the target outcome of a workflow services can now be com
bined regarding the announced contract. The service provider is consequently able to
provide "new" products depending on the currently available resources, services and
their current payload.

Resulting from this increase of flexibility, the main benefits of this approach are

• Increased customers satisfaction: service providers are now able to adapt very
fast to different customers' needs.
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• Easy and improved maintenance of provided services
• Efficient development since the customers' technical point of view does not

need to be considered within a concrete service implementation.
• Easy adaptation of provided services to changing web standards. Since web

standards in the area of security, addressing, reliable message transfer, etc. are
continuously under development and improvement, the corresponding service
provider has to support as most of these standards as possible.

• Decreased costs
• loose coupling can be better realised with such an approach
• Monitoring and logging in abstraction layer: enables the administrator to see

which versions of a specific service are mostly used
• Governance guidelines force the realisation of specific functionality which

is often not conforming with the current service realisation . The presented
approach can realise this requirement without affecting the service
implementation.

• Service consumer may use different end user systems to consume the corre
sponding services

• Many "grown" SOA infrastructures available are already existing and need to
be integrated. This can be realised with an extremely reduced effort with the
presented approach.

6 Conclusions

In this paper we presented an approach towards a "real" SOA paradigm and how
this can only be realized with a corresponding support of a service virtualization in
frastructure . We also presented a conceptual approach to realize this service virtuali
zation taking into account the already existing, partly grown SOA realization with
web service technologies. Finally we presented how this concept can be realized in
principle taking into account the most common used web services infrastructures. The
latter presentation showed that the current available concepts of these web service
infrastructure implementations allows an adaptation of the "intelligence" of a service
virtualization infrastructure in the sense that the corresponding knowledge support
can be added in such a way that incoming messages of a virtual service definition can
be mapped to a concrete service implementations .

Actually a first prototype of the WCF approach is available and in the testing phase
within CoSpaces and BREIN. This first prototype actually allows the mapping of
virtual EPRs to concrete EPRs including enhancements regarding security, policy
enforcement, etc. The mentioned plug-in approach makes the introduced concept
quite flexible regarding new requirements. A first prototype supporting the Shibboleth
infrastructure is also be available. Additionally, the AXIS gateway is currently
under development and will be available soon allowing a comparison of these two
realizations .

We strongly believe in the success of SOA. The presented approach describes a ne
cessary step towards an entire, SOA enabled infrastructure .
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