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Abstract. This paper gives an overview of an ongoing effort to con-
struct tools for automating the process of extracting structured informa-
tion about border-security related events from on-line news. The paper
describes our overall approach to the problem, the system architecture
and event information access and moderation.
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1 Introduction

Mining open sources for gathering intelligence for security purposes is becoming
increasingly important. Recent advances in the field of automatic content extrac-
tion from natural-language text result in a growing application of text-mining
technologies in the field of security, for extracting valuable structured knowledge
from massive textual data sets on the Web. This paper gives an overview of
an ongoing effort to construct tools for Fronted] for automating and facilitat-
ing the process of extracting structured information on border-security related
events from on-line news articles. The topics in focus include illegal immigration
incidents (e.g., illegal entry, illegal stay and exit, refusal of entry), cross-border
criminal activities (e.g., trafficking, forced labour), terrorist attacks, other violent
events (e.g., kidnappings), inland arrests in third countries, displacements, troop
movements, man-made and natural disasters, outbreak of infectious disease, and
other crisis-related events.

The need of strengthening capabilities for tracking the security situation in
the source and target countries for illegal immigration into the EU has been
identified and acknowledged by the European Commission (EC). Specifically,
the Commission Communication COM (2008) 68 proposes the creation of an

! Frontex is the European Agency for the Management of Operational Cooperation
at the External Borders of the Member States of the European Union.
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Integrated European Border Surveillance System (EUROSUR), where step 6 of
Policy Option 1 suggests development and deployment of new tools for strategic
information to be gathered by Frontex from various sources in order to recognize
patterns and analyze trends, supporting the detection of migration routes and
the prediction of risks for Common Pre-frontier Intelligence Picture (CPIP). The
deployment of open-source intelligence tools for event extraction plays a signifi-
cant role in this context. There are two end-users of such tools in Frontex, namely,
the Risk Analysis Unit (RAU), whose task is to carry out border-security related
risk analysis to drive the operational work of the agency, and Frontex Situation
Centre (FSC) respounsible for providing a constant and short-term picture of the
situation, at the EU-external borders and beyond.

Taking into account RAU’s and FSC’s needs, there are some challenges to be
tackled while developing tools for automated event extraction from on-line news.
First, for the purpose of risk analysis it is crucial to extract as fine-grained event
descriptions as possible, ideally including information on: event’s type/subtype,
date, precise location, perpetrators, victims, methods/instruments used (if ap-
plicable), number and characteristic of people affected, link to the source(s) from
which the event was detected, and system’s confidence in the automatically gen-
erated event description. Second, the capability of providing a live or near-live
picture of border-security related events imposes that such tools allow for pro-
cessing vast amount of news articles in real or almost real-time. Finally, it is
crucial to be able to process news articles in many different languages, since
a significant fraction of relevant events are only reported in non-English, local
news, where Italian, Spanish, Greek, French, Turkish, Russian, Portuguese, and
Arabic are the most important ones at the moment.

2 System Architecture

This Section gives an overview of the system architecture, which is depicted in
Figure [

— First, news articles are gathered by a dedicated software platform for elec-
tronic media monitoring, the Europe Media Monitor (EMM)E developed
at the JRC [I]. EMM currently retrieves 100,000 news articles per day from
2,000 news sources in 42 languages. Articles are classified according to about
700 categories and then scanned to identify known entities. Information
about entity mentions is added as meta-data for each article.

— The news articles (harvested in a 4-hour time window) are grouped into
clusters according to content similarity. Then each cluster is geo-located,
and clusters describing events relevant for the border security domain are
selected using keyword-based heuristics. These clusters constitute a small
portion (between 1-2% on average) of the stream retrieved by EMM. The
clustering process is performed every 10 minutes.

— Next, two event extraction systems are applied on the stream of news articles.

% http://press.jrc.it
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Fig. 1. Event extraction System Architecture

— The first extraction system, NEXUS, follows a cluster-centric approach [3lj2].
Each cluster is processed by an event extraction engine, which performs shal-
low linguistic analysis and applies a simple cascade of finite-state extraction
grammarg] on each article in the cluster. The system processes only the top
sentence and the title of each article for the following reasons: (a) news ar-
ticles are written in the “inverted-pyramid” style, i.e., the most important
parts of the story are placed in the beginning of the article and the least
important facts are left toward the end; (b) processing the entire text might
involve handling more complex language phenomena, which is hard and re-
quires knowledge-intensive processing; (c) if some crucial information has
not been captured from one article in the cluster, it might be extracted from
other articles in the same cluster. Since the information about events is scat-
tered over different articles, the last step consists of cross-article cluster-level
information fusion in order to produce full-fledged event descriptions, i.e.,
information extracted locally from each single article in the same cluster is
aggregated and validated. NEXUS detects and extracts only the main event
for each cluster. It is capable of processing news in several languages, includ-
ing, i.a., English, Italian, Spanish, French, Portuguese, and Russian. Due to
a linguistically light-weight approach NEXUS can be adapted to processing
texts in a new language in a relatively short time [78].

— The second system, PUL@, uses a full-document approach, described in,
e.g., [BJ6]. This extraction component exploits a similar pattern-based tech-
nology to analyze the news articles. It first analyses one document at a
time, to fill as many event templates as possible for each given document,
and then attempts to unify the extracted events into “groups” in a subse-
quent phase, across different articles. The document-local analysis covers the
entire text of each article, which aims to obtain not only the current infor-
mation, but possibly links to background information—typically reported
further down in the article—as well. PULS currently performs processing in
English and French, with plans to extend to additional languages in the near
future.

3 The grammars are encoded and processed with ExPRESS, a highly efficient extrac-
tion pattern matching engine [4].
4 http://puls.cs.helsinki.fi/medical /
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NEXUS follows a cluster-centric approach, which makes it more suitable for
extracting information from the entire cluster of topically-related articles. PULS
performs a more thorough analysis of the full text of each news article, which
allows us to handle events for which not much information has been reported.

The two approaches are deployed for event extraction in order to get richer
coverage. Also, the two extraction components are (at present) tuned to de-
tect sets of event types that are not entirely overlapping. In particular, NEXUS
has been mainly deployed for detecting violent incidents and natural and man-
made disasters, whereas PULS has been primarily customized for the epidemics
domain. The combined system is designed to compare and experiment with dif-
ferent approaches to event extraction on the same data.

Although no evaluation of the combined system has been performed yet, in-
formation on the current performance levels of NEXUS and PULS can be found

in BI2079].

3 Event Information Access and Moderation

Event moderation provides the bridge between the automated system and more
in-depth situation analysis, which requires clean and reliable data. Moderated
event structures also provide feedback to machine-learning components of the
automated system. The moderation system enables selection and visualization

Troe Date Cowmt . B 17 ceac in 1ma b

Mostly crikang Killed In Gaza war, says lsmel Usdefinea 1-E5-2008  cess 1400 c B Az icast 17 peapie were hiled and 25 mOUNCES WHEN & TUCK DOMD EXPAOSEE DYEMIGNE &
: o SEUINEast of the Aenem (el oty of Masul, 8 Sbics Sfficer saie Thursely.

Bodies of WW1 saidiers found m mass grave Amed Confict 10-03-2009 deast 350

China mine Seat tolls Was 56; 38 Taseed  Ameat 10-09-2009  cesst B8
17 dead in Ireg buck Bemb attack. Terorst Amiack 10-09-2009  deadt 17 iqjernd 25
“Drunk eriver oMfema cops Sead fan Uazefinge 1009-2000 oess: 3

Prest o Givine Misson NBCKS MEXKEN DA Undened 09-09-2008  knappec 1
Questons over Mghanistan i ts free joum Heisage 09-09-2009 ceas: 1

Dpemic Aghts ThrovEh Ints M Terk Sami-fi Usoelnes 18092000 inred: 3

£ may Bave Seen McDurk's kiber: neighbous Ustefinee 10:09.2000 dess: 1

Rescued reparter Sammen over naks naiage 10092009 s 1

' vercal m back. says Apple's Jobs  Man Made  09-09-1009 cesdt 1

5 amested in Nimmakers siayng in B Sahvad Amest 10-09-2009  cewst 1

Humcane fred seakens i Atnte Oter 09:0%-2009

Tt Trpe Date Cownt
Weman sasses n e e subbing 09-09-2009 deact L
RATD resps free Kienapped Mew or Times' Armes Confia 09-09-2009 kiappes: 1
Urdefimes 09-09-2009 dead 1
Fuos 09-09-2009 oras: @

09-09-2009 desct 42
09-09-2009 deact 1
Shasting 09-09-2009 deac 4
Shesting 9-09-2009 injurest 3

Physecal Attack 09-09-2009 cesst 8

snssung 09-09-2009 ceas: &
atack in a Kurdish wilage in narhem

Variak $oma 300 km ghcad, when a
¥ ©ibng iragi pobos

7 TEA-28+0200
20090910 MOSUL. Irmg: Al least 17 pecplo wan killed and -
a lage said Thursday. The ¥

Fig. 2. Event moderation tool



Automated Event Extraction in the Domain of Border Security 325

of the generated events, verification of their slot values against the corresponding
original document, comparison of new events with previously moderated events,
in order to create event chains, and saving in a dedicated information store.

Figure2lshows a preliminary front-end of the moderation system. The top-left
pane shows automatically generated events; the bottom-left pane shows other
moderated events from the same time period; the right-hand panes shows the
detailed slot values of the selected event, and its link to other events and the
original sources from which the events were generated.

In order to provide a near real-time geo-spatial visualisation of the ‘current’
events (which is important for the creation of the short-term situational picture)
the system produces a stream of new event descriptions in Google’s KML format
every 10 minutes, which is then passed to a Google Earth visualisation [q

4 Outlook

We have outlined a system architecture based on leading-edge technologies in
information extraction applied to the domain of Border Security Intelligence.
The main challenge here is to minimize information overload without overlooking
weak, but potentially important, signals.

Although automated news surveillance in the domain of border security is
new (we are not aware of prior work in this domain), it bears some similar-
ity to previously studied domain of epidemic surveillance, e.g., MedISys and
PULS ([9]), HealthMap ([I0]), and BioCaster ([1I]). In fact, epidemic surveil-
lance is in part (though not entirely) subsumed by the security domain, since
the spread of epidemics impacts border security as well. The event schema used
in epidemic surveillance is similar to that used in the border security domain,
in that it tries to cover the victim descriptions, the cause of harm, etc. In the
security domain, the schema is considerably more complex, and requires covering
many similar and partly overlapping event types, as described in section [II It
therefore exhibits a higher level of complexity of text analysis.

Because the project is in an early phases, quantitative evaluations are not
yet available. We believe that adopting a combination of different approaches to
information extraction and aggregating this information via moderation into an
information store, will provide an important step toward meeting this challenge.
Technical challenges include automated detection of duplicate events, location
of event boundaries and linking of event sequences. Thanks to the close collabo-
ration with two groups of end-users at Frontex we will be able to closely monitor
the extent to which these challenges are met, as well as the features and usability
of the applications as they develop.

5 A subset of the event descriptions automatically generated by the sys-
tem is publicly accessible by starting Google Farth application with KML:
http://press.jrc.it/geo?type=event&format=kml&language=en. For other lan-
guages change the value of the language attribute.
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