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Abstract. Success of any eavesdropping attack on a quantum crypto-
graphic protocol can be reduced by the legitime users if they partially
compare their data. It is important to know for the legitime users what
is (necessary and enough) amount of data which should be compared to
ensure that (possible) illegitime user has an arbitrary small information
about the rest of data. To obtain such amount the legitime users need
to know efficiencies of all possible attacks for particular cryptographic
protocol. In this work we introduce the eavesdropping attack on Ben-
nett’s B92 protocol for quantum key distribution (QKD) with a quantum
cloning machine (QCM). We demonstrate efficiency of suggested attack
and compare it with efficiencies of alternative attacks proposed before.

Keywords: B92 QKD protocol, QCM, mutual information,
discrepancy.

1 Introduction

Security of quantum cryptography [1] implies that legitime users (say Alice and
Bob) always can provide such error-correction and privacy amplification codes [2]
that final information of an eavesdropper (Eve) about the message transmitted
from Alice to Bob is as low as it was set by legitime users before applying
the codes. During the codes realization Alice and Bob compare the values of
some of their bits from the message. The rigorous problem for Alice and Bob
is to construct the codes so that, from one side, the number of compared bits
is minimal and, from another side, final Eve’s information about the message
is an arbitrary small. Thus it is important to estimate the maximal amount of
information that Eve may take in an eavesdropping attack.

Efficiency of an eavesdropping attack depends from particular realization of
cryptographic protocol and method of Eve’s intervention. Since quantum key
distribution (QKD) protocols [3]-[8] takes central place in cryptography, we pay
our attention on particular QKD scheme – Bennett’s B92 protocol [5]. In the B92
protocol only two nonorthogonal quantum states are utilized in order to encode
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and transmit information about the cryptographic key. As usual, we suppose that
information is sent from Alice to Bob by means of a quantum communication
channel. At the beginning of the key distribution protocol, Alice encodes each
logical bit, 0 or 1, into two nonorthogonal states, which can be parameterized as

|u〉 = cos
θ

2
|0〉 + sin

θ

2
|1〉 ,

|v〉 = sin
θ

2
|0〉 + cos

θ

2
|1〉 , (1)

where |0〉 and |1〉 introduce computational basis. The overlap of the states O(θ) ≡
| 〈u | v〉 |2 = sin2 θ gives the distance between states |u〉 and |v〉 in geometric
sense.

Prepared qubits (1) are sent to Bob who measures them randomly either in
the standard ⊕ or the diagonal ⊗ basis. If, for example, Bob has chosen the
standard basis ⊕ and measured the state |1〉 , he concludes that the state |+〉
was sent by Alice (because |0〉 state is orthogonal to measured |1〉 state).
Similarly, if Bob had chosen the diagonal basis ⊗ and has measured |−〉 , he
concludes that the state |0〉 was sent. Only this described cases are conclusive
for Bob. In fact, in order to obtain the maximum information about received
qubits, Bob should minimize the probability to obtain some inconclusive result.
As discussed in detail by Ekert et al. [9], this can be achieved by a positive
operator-valued measurement (POVM), and the best operators for that are

G1 =
1

1 + 〈u | v〉 (1 − |u〉 〈u|) , (2)

G2 =
1

1 + 〈u | v〉 (1 − |v〉 〈v|) , (3)

G3 = 1 −G1 −G2 , (4)

where |u〉 and |v〉 denote nonorthogonal states (1) that are used in order to
encode the information.

After all the qubits have been sent (and measured), Bob tells to Alice numbers
of conclusive measurements via a public channel, which can be monitored but not
modified by possible eavesdropper. Only those bits (obtained in Bob’s conclusive
measurements) can be used to construct the key, while all the rest need to be
discarded because no definite conclusion can be drawn from the outcome of Bob’s
measurement.

Although an eavesdropping of the (quantum) communication between Alice
and Bob is seriously hampered by the well-known impossibility to produce exact
copies of quantum information (non-cloning theorem), the generation of approx-
imate copies with a quantum cloning machine (QCM) [10]-[12] may enlarge the
success rate for such an attack. A QCM is a device represented as unitary trans-
formations which provides approximate copies of the input qubit states with
certain fidelity

F = 〈ψ|ρ | ψ〉 , (5)
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where ρ presents a density matrix of each copy and |ψ〉 is the input state. The
QCM is called symmetric if the output states are identical to each other, and
are said to be nonsymmetric otherwise. We restrict ourself by considering only
symmetric QCM’s which provides two copies from a single input state 1 → 2,
because such QCM’s provide copies with maximal fidelity in comparison with
1 → N QCM’s, where N > 2, as it was shown by Werner [13].

We always consider individual eavesdropping attack in which Eve interacts
individually and in the same way with the qubit states traveling from Alice to
Bob: Eve copies a single qubit intercepted from the communication channel, and
sends one copy to Bob keeping another. Thus, in this work we consider individual
eavesdropping attack on B92 protocol with symmetric (1 → 2) QCM’s.

The paper is organized as follows. In the next section we introduce necessary
mathematical approach – discrepancy and mutual information – to describe
the success of Eve within a cryptographic protocol. In section 3 we analyze
efficiencies of the eavesdropping with different symmetric (1 → 2) QCM’s and
show that meridional QCM [14] is optimal for eavesdropping in B92 protocol.
In section 4 we compare efficiency of the eavesdropping with meridional QCM
with efficiencies of alternative attacks discussed by Ekert et al. [9] and conclude
that suggested eavesdropping attack is optimal for particular choice of states (1)
which are used to encode information. We finish this work with conclusions.

2 Discrepancy and Mutual Information

To describe efficiency of an eavesdropping attack it is sufficient to know two val-
ues: disturbance of a qubit received by Bob and the mutual information between
participants of the cryptographic protocol.

A disturbance in the transmission of the qubits can have very different reasons.
Apart from an eavesdropper, the quantum control during the preparation or
transmission of the qubits might be incomplete for a given realization of the
quantum channel. For all practical realizations of QKD protocols, therefore, a
certain error rate (discrepancy) need to be accepted, and an eavesdropper might
be successful in extracting information even if the protocol is inherently secure
in the ideal case. To quantify discrepancy in the transmission of a single qubit,
a convenient measure is the probability that Bob detects an error. If Bob would
know the state |s〉 of one or several qubits in advance, that were sent to him
by Alice, he can easily test for a possible eavesdropping attack. In this case, he
will receive in general the qubits no longer in a pure but a mixed state that have
to be described in terms of their density matrix ρ. Then, the discrepancy that
is detectable by Bob is given by

D = 1 − 〈s | ρ|s〉 , (6)

Since Bob knows the maximal discrepancy Dmax for the given channel, he could
recognize an eavesdropping attack for D > Dmax and discard the key accord-
ingly. Later we assume, for simplicity, that the quantum control of the given
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transmission is complete. With this assumption all discrepancy detected by Bob
is caused by Eve.

A central question for Eve is of how much information she can extract from the
transmission of the key and what is the price in terms of discrepancy. From the
initial agreement between Alice and Bob about the basis states which are to be
chosen randomly, Eve might know that Alice prepares the qubits in one of several
states with proper probabilities. This initial agreement has to be made typically
independent of a particular protocol. Before Eve has measured a given qubit, her
(degree of) ignorance is given by Shannon’s entropy. After the measurement, she
increased her knowledge about the system by decreasing this entropy, a measure
that is called the mutual information IAE that Eve has acquired about Alice’s
message due to the measurement. Obviously, Eve will try to obtain as much
information as possible keeping the discrepancy D < Dmax.

Since Eve copy (attack) each qubit independently within B92 protocol as they
are sent from Alice to Bob, as output of her cloning transformation, she then
obtains two copies of one of the two possible states ρ|0〉 and ρ|+〉 (which just
correspond to the two input states |0〉 and |+〉 ) with a fidelity as defined by
the given QCM. While Eve transmits one of her copies further to Bob, she could
measure the second copy following the same procedure as Bob.

To calculate the mutual information between Alice and Eve that is to be
extracted from the eavesdropping, we can follow the procedure as described in
Ref. [15]. Using the POVM elements (2)-(4), the probability for Eve to obtain
the outcome µ is

Pµi = Tr(Gµρi) , (7)

and where the operators ρi refer to the two possible states {ρ|0〉, ρ|+〉} of her
copy. After the measurement, when she has obtained a particular outcome µ,
the posterior probability Qiµ that ρi was prepared by Alice is

Qiµ =
Pµipi

qµ
, (8)

where qµ =
∑

j Pµjpj , and pj = 1/2 is the probability for sending the states
|0〉 and |+〉 within the B92 protocol. With these probabilities, the Shannon
entropy (which was H = − log2(1/2) = 1 initially), becomes

Hµ = −
∑

i

Qiµ logQiµ , (9)

once the result µ was obtained, and hence the mutual information is

IAE = H −
∑

µ

qµHµ . (10)

The mutual information between Alice and Bob IAB can be obtained in the
same manner as it described above. In case of the eavesdropping attack with
a symmetric QCM the mutual information between Alice and Bob is equal to
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the mutual information between Alice and Eve IAE = IAB , since Eve and Bob
receive the copies with equal fidelities.

With the help of discrepancy (6) and mutual information (10) values we may
now describe efficiency of the eavesdropping in B92 QKD protocol with a QCM.

3 Optimal QCM for the Eavesdropping

QCM’s have found a remarkable application in quantum cryptography, since
they introduce optimal attacks for particular QKD protocols [12]. For example,
universal QCM [10], that provides copies with constant fidelity F = 5/6 ≈
0.83 for an arbitrary input state, is optimal for the eavesdropping in six-state
protocol [6]. Although only states from a one-dimensional subspace of original
two-dimensional Hilbert state space are used to encode information in BB84
protocol [3], equatorial QCM [11], that realize copying of the states form the
subspace with fidelity F = 1/2 +

√
1/8 ≈ 0.85, is optimal for the eavesdropping

within this protocol. Obviously, optimal QCM for the eavesdropping in B92
protocol should create copies with higher fidelity than universal and equatorial
QCM’s for restricted set of states which covers states (1). Recently presented
meridional QCM [14] is optimal QCM for the eavesdropping in B92 protocol,
since it provides copies with fidelity

F (θ) =
9
10

− 1
5

sin2 θ +
1
5

sin θ , (11)

for the input states |s〉 = cos θ
2 |0〉 + sin θ

2 |1〉, where 0 ≤ θ ≤ π. All states |s〉
belong to Eastern meridian (that includes the three states {|0〉 , |1〉 , |+〉}) of the
main circle on the Bloch sphere. It is easy to see that for the input states |s〉
fidelity (11) varies a little 0.90 ≤ F ≤ 0.95 and may favor this region to produce
quantum copies with fidelity higher than in case of universal and equatorial
quantum copying. Figure 1 displays the behavior of this fidelity for states |s〉
from Eastern meridian.
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Fig. 1. Fidelity (11) of meridional QCM as function of the angle θ for the states from
Eastern meridian on the Bloch sphere
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4 Efficiency of the Eavesdropping with Meridional QCM

In the previous section we have shown that meridional QCM is optimal QCM
for the eavesdropping in B92 protocol. With the help of definitions of the mutual
information (10) and discrepancy (6) values, taking into account behavior of the
fidelity function (11), we may analyze the success of Eve’s attack with meridional
QCM within B92 protocol.

The mutual information between Alice and Eve as function of parameter
θ of states (1) is shown at Figure 2 with solid line. The mutual information
monotonically decrease from the value I(0) = 0.5310 (what correspond to the
case when states (1) are orthogonal) to I(π/2) = 0 (when the states coincide
with each other). In order to show the upper bound of information which can
be achieved by Eve within B92 protocol, we also display (with dashed line) the
mutual information in the case of Eve’s intervention with (unreal) ‘ideal’ QCM
that provides two exact copes of the given input.
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Fig. 2. This plot gives the mutual information between Alice and Eve I(θ) as func-
tion of the angle θ. Solid line introduces the mutual information in the case of Eve’s
intervention with meridional QCM. Dashed line introduce unreal situation when Eve
attacks the qubits with ‘ideal’ QCM.
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Fig. 3. This plot gives parametric dependence of the mutual information between Alice
and Eve I(θ) form discrepancy D(θ). See text for further discussion.
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Discrepancy D(θ) of the qubit received by Bob as function of the parameter
θ of states (1) is given by equation D(θ) = 1 − F (θ) (where F (θ) denotes the
fidelity of the copy received by Bob), as it follows from definitions (5) and (6).

Having found functions I(θ) and D(θ) we present at Fig. 3 parametric de-
pendence of the mutual information between Alice and Eve from discrepancy.
The mutual information equals zero when the two states are coincide (and the
overlap O(π/2) = 1). In this case Alice always prepares one state and sends it to
Bob via communication channel. Formally, Eve introduce discrepancy D = 0.10
in the eavesdropping (as it follows from Eqn. (11)), but single (known) state can
not be used to construct a key. With decreasing of the overlap the mutual infor-
mation increases and discrepancy becomes lower due to the fidelity function (11)
behavior. When the overlap between states (1) equals O(π/6) = 1/4 the mutual
information is IAE(π/6) = 0.1384 and discrepancy has value D(π/6) = 0.05.
With further decreasing of the overlap the mutual information still increase, but
discrepancy also increase.

To bring our analysis to the end we now compare efficiency of the eavesdrop-
ping with meridional QCM and efficiencies of alternative attacks proposed before
[9]. In particular, Ekert et al. showed that intercept-resend attack, when Eve
measures intercepted from communication channel qubit and sends to Bob qubit
prepared in state |u〉 or |v〉 according to the outcome of her measurements,
is optimal attack if states |u〉 and |v〉 has small overlap O 	 1. In case of
large overlap O ≈ 1 the eavesdropping with entangled probe gives advantage for
Eve to obtain maximal information about intercepted qubits causing minimal
discrepancy. However, for a wide range of the overlap 0.067 ≤ O ≤ 0.5, the
eavesdropping with meridional QCM is more effective than both mentioned at-
tacks. For example, if the overlap between the states O(π/6) = 1/4, discrepancy
caused by Eve is D(π/6) = 0.05 and the mutual information between Alice and
Eve is equal to the mutual information between Alice and Bob.

5 Conclusions

We have analyzed the eavesdropping attack on the simplest QKD scheme, where
the key encoding based on two nonorthogonal quantum states, with a QCM.
From this analysis, it is found that Eve, the eavesdropper, can obtain more
information from meridional than from universal or equatorial QCM’s causing
lower disturbance to intercepted qubits. We have also demonstrated that the
attack supported with meridional QCM is the most effective (i.e. optimal) attack
on B92 protocol comparing to intercept-resend attack and attack with entangled
probe for particular choice of the states.

Since eavesdropping attack on B92 with meridional QCM is optimal (for par-
ticular choice of the states), it introduces the maximal amount of information
that Eve may take in an eavesdropping attack. Thus, obtained result should be
taken into account in construction of error-correction and privacy amplification
codes for B92 QKD protocol.
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