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Abstract. The use of decoy states enhances the performance of prac-
tical quantum key distribution systems significantly by monitoring the
quantum channel in a more detailed way. While active modulation of
the intensity of the pulses is an effective way of preparing decoy states
in principle, in practice passive preparation might be desirable in some
scenarios. Known passive methods involve parametric down-conversion.
In this paper we show how phase randomized coherent states can be used
for the same purpose. Our method involves only linear optics together
with a simple threshold photon detector. The performace is comparable
to the active decoy methods.

Keywords: Quantum cryptography, quantum key distribution, quan-
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1 Introduction

Quantum key distribution (QKD) is the first quantum information task to reach
the commercial market [I]. It allows two parties (typically called Alice and Bob)
to generate a cryptographic key despite the computational and technological
power of an eavesdropper (Eve), who interferes with the signals [2]. This secret
key is the essential ingredient of the one-time-pad or Vernam cipher, which can
provide information-theoretic secure communications.

After the first demonstration of its feasibility [3], several practical implemen-
tations of QKD have been realized in recent years [4], [5], [6]. These schemes are
typically based on the transmission of weak coherent pulses (WCP); especially
since single photon sources are still beyond our present experimental capability.
This fact opens an important security loophole. Now, some of the signals contain
more than one photon prepared in the same polarization state. In this scenario,
Eve is no longer limited by the no-cloning theorem since in these events the sig-
nal itself provides her with perfect copies of the signal photon. She can perform,
for instance, the so-called Photon Number Splitting attack on the multi-photon
pulses [7], [8]. This attack provides Eve with full information about the part
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of the key generated with the multi-photon signals, without causing any dis-
turbance in the signal polarization. As a result, it turns out that the standard
BB84 protocol [9] with WCP can deliver a key generation rate of order O(n?),
where 7 denotes the transmission efficiency of the quantum channel [TOJTT]. This
performance contrasts with the one expected from a QKD scheme using a single
photon source, where the key generation rate scales linearly with 7.

A significant improvement of the secret key rate can be obtained when the
original hardware is slightly modified. In particular, it has been recently shown
that decoy state QKD with WCP can basically reach the same performance as
single photon sources [12], [13], [T4]. In this approach, Alice varies, independently
and at random, the mean photon number of each signal state she sends to Bob
by employing different intensity settings. This is usually performed by using a
variable optical attenuator together with a random number generator. Eve does
not know a priori the mean photon number of each signal state sent by Alice. This
means that her eavesdropping strategy can only depend on the photon number of
these signals, but not on the particular intensity setting used to generate them.
From the measurement results corresponding to different intensity settings, the
legitimate users can obtain a better estimation of the behavior of the quantum
channel. This translates into an enhancement of the resulting secret key rate.
This technique has been successfully implemented in several recent experiments
[15], [16], [17], which show the practical feasibility of this method.

While active modulation of the intensity of the pulses suffices to perform de-
coy state QKD in principle, in practice passive preparation might be desirable
in some scenarios. For instance, in those setups operating at high transmission
rates. Known passive methods rely on the use of a parametric down-conversion
source together with a photon detector [I8], [19], [20]. In this paper we show
that phase randomized WCP can also be used for the same purpose, i.e., one
does not need to employ a non-linear optics network preparing entangled states.
The main idea is rather simple, although it is counter-intuitive [2I]. When two
phase randomized coherent states interfere at a beam splitter (BS), the photon
number statistics of the outcome signals are classically correlated. This effect
contrasts with the one coming from the interference of two pure coherent states
at a BS. By measuring one of the two outcome signals, the conditional photon
number distribution of the other one varies depending on the result obtained.
This measurement can be performed, for instance, with a simple threshold pho-
ton detector. In the asymptotic limit of an infinite long experiment, we show that
our passive decoy scheme can provide a similar performance to the one achieved
with an active source and infinity decoy settings. This idea can also be applied
to other practical scenarios with different signals and detectors like, for example,
those based on thermal states or even strong coherent pulses in conjunction with
a regular photo-detector [22]. In this context, see also [23].

2 Passive Decoy State QKD Setup

The basic setup is illustrated in Fig.[I] (Case A). Suppose two phase randomized
WCP,
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Fig. 1. (A) Basic setup of a passive decoy state QKD scheme: Interference of two phase
randomized WCP, p,, and pu,, at a beam splitter (BS) of transmittance ¢. a and b
represent the two output modes. (B) Alternative active setup with only one weak laser.
The delay introduced by one arm of the interferometer is equal to the time difference
between two pulses. The intensity modulator (IM) blocks either the even or the odd
pulses.
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interfere at a BS of transmittance ¢. Here |n) denote Fock states with n photons.
Then, it turns out that the photon number statistics of the two outcome signals
are classically correlated [21]. To see this, let us first consider the interference of
two pure coherent states with fixed phase relationship, |,/u1€?*) and |\/u2e'??),
at a BS of transmittance ¢. The outcome signals are given by

Winte® +iy/pa(1 = )ei%2),  [iy/m (1~ ) + Juste®2), . (2)

The joint probability py, ., of having n photons in mode a and m photons in
mode b is therefore given by the product of two Poissonian distributions:

S Co) E IRl (3)

Pnm = | | )
n. m:

with v = p1 + po, v = [t + pa(l — t) + Ecosb]/v, € = 2\/u1pa(1 — t)t and
0 = w/2 4+ ¢2 — ¢1. The case of two phase randomized WCP can be solved by
just integrating py, ., over all angles §. We obtain [21]

Un+me—1) 1
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By measuring one outcome signal, the conditional photon number statistics of
the remaining signal varies depending on the result obtained. For simplicity,
from now on we shall consider that this measurement is realized with a simple
threshold photon detector. The analysis of other practical scenarios with different
signals and detectors can be found in [22]. Such a detector can be characterized
by a Positive Operator Valued Measure which contains two elements, Fi,. and

Fick, given by [24]

vac:]-_ez]-_nd |n ‘7 (5)
n=0
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and Fiicx = 1 — Fiac. The parameter 7q denotes the detection efficiency of the
detector, and e represents its probability of having a dark count. That is, the
outcome of Fi,. corresponds to no click in the detector, whereas the operator
Fiick gives precisely one detection click, which means at least one photon is
detected.

Whenever one ignores the result of the measurement in mode b, the total
probability of finding n photons in mode a can be expressed as

0 n o1 27
= pom =, / Yevdf (6)
m—0 n. 27T 0

which turns out to be a non-Poissonian probability distribution. The joint prob-
ability for seeing n photons in mode a and no click in the threshold photon
detector has the form

- e 1 [
— _ _ m — _ n,—(1—na)v
=(1-¢ mE:O(l Na)" Prm = (1 —¢€) ol 277/0 eI - (7)

If the detector produces a click, the joint probability of finding n photons in
mode a is given by .

Py =Pl — D, - (8)
Fig. 2 (Cases A and B) shows the conditional photon number statistics of the

outcome slgnal in mode a depending on the result of the detector (click and no
click): ¢ = p% /(1 — N) and ¢S = pS /N, with

N = an =(1—e)e —nd[ul(l t)-Ht‘zt]]O 9)

and where I, , represents the modified Bessel function of the first kind [26]. This
function is defined as [26]

1
I L = (Z/z)(t+1/t)t_q_1dt ) 10
@ %m%e (10)

This figure includes as well a comparison between ¢f, and a Poissonian distribu-
tion of the same mean photon number (Cases C and D). Both distributions, ¢¢
and ¢¢, are also non-Poissonian.

The passive decoy state setup illustrated in Fig. [Tl (Case A) requires that Alice
uses two pulsed sources of WCP. A similar result can also be obtained with only
one source of phase randomized WCP. For instance, Alice could employ the
scheme showed as Case B in Fig. [[I This setup has only one laser diode, but
includes an intensity modulator (IM) to block either all the even or all the odd
outcome pulses. It is, therefore, an active scheme. Still, this setup might be easier
to implement than those standard active decoy state schemes where an IM is used
to modulate each outcome pulse depending on the result of a random number
generator. The main reason to have to block half of the outcome pulses is to
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Fig.2. Conditional photon number distribution in mode a (see Case A in Fig. [):
¢ (black) and ¢f (grey) for the case pu1 = p2 = 1 and t = 1/2. We consider two
situations: (A) A perfect threshold photon detector, i.e., ¢ = 0 and nq = 1 [21], and
(B) e =3.2x 1077 and nq = 0.12. These last data correspond to the experiment reported
in [25]. The Cases C and D represent g5, (black) versus a Poissonian distribution of the
same mean photon number for the two scenarios described above (perfect and imperfect
threshold photon detector).

suppress correlations between them. That is, the action of the IM guarantees that
the outcome signals consist of tensor product of classical mixtures of Fock states.
Thanks to the one-pulse delay introduced by one arm of the interferometer,
together with a proper selection of the transmittance ¢y, it can be shown that
both cases, A and B in Fig. [Tl are equivalent, except from the resulting secret
key rate. Specifically, the secret key rate in Case B is half the one that can be
obtained in Case A, since half of the pulses are now discarded.

3 Lower Bound on the Secret Key Rate

We consider that Alice and Bob treat no click and click events separately, and
they distill secret key from both of them. We use the secret key rate formula

provided by [11], [27],
R > max{R", 0} + max{R° 0} , (11)
with

{-Q°f(EY)H(E) + piYi[l — H(e1)] + poYo}
¢ =Q°F(E)H(E®) + (P71 + pgYo)[1 — H(e?)]} (12)
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and similarly for R°. The parameter ¢ is the efficiency of the protocol (¢ = 1/2
for the standard Bennett-Brassard 1984 protocol [9], and ¢ ~ 1 for its efficient
version [28]), Q¢ is the overall gain of the signals, E° represents the overall
quantum bit error rate (QBER), f(E¢) is the error correction efficiency [typically
f(E°) > 1 with Shannon limit f(E¢) = 1], Y,, denotes the yield of a n-photon
signal, i.e., the conditional probability of a detection event on Bob’s side given
that Alice transmits an n-photon state, e; is the single photon error rate, ef
represents an upper bound on e, and H(x) = —xlog, (z) — (1 — x) logsy (1 — )
is the binary Shannon entropy function.

The quantities Q¢, E¢, Q°, and E¢ are directly accessible from the experiment.
They can be expressed as

Q° = iprYn and Q°E° = ip%ynen ) (13)
n=0 =0

and similarly for the case of a no click event. Here e,, denotes the error rate of
a n-photon signal (eg = 1/2 for random background).

To apply the secret key rate formula given by Eq. (II]) one needs to estimate
a lower bound on the quantity p{Y; +p5Yo, together with an upper bound on e;.
For that, we follow the procedure proposed in [29]. This method requires that
pt and p¢ satisfy certain conditions that we checked numerically. Note, however,
that many other estimation techniques are also available, like, for instance, linear
programming tools [30]. We find that

piY1 +p5Yo = piYi + pgYy (14)
with . . ) .
¥ = maxd 0 p5Q" — paQ° — (p5po — Porf)Yy' (15)
’ P3P — PhDi ’
where Q" = Q° + Q°, and Y denotes an upper bound on the background rate
Yy given by
2E°Q° 2E'Q?
Yy = min EQ , tQ . (16)
Do Po

The error rate e; can be upper bounded as

o1 < o = mind B°Q°—POYie0 Q7 —pi¥ieo pEE'Q'—ppEQ7]
o piYr T ey gt — b)Y [

with Q*E! = Q°E°+ Q°E*¢, and where Y{ denotes a lower bound on Yy given by

piQ° — pfQ! } .

T h 18
pip§ — piph (18)

Yo > Yol = max{O7

The only relevant statistics to evaluate Yol, Yy, Y}, and e¥ are p!, and p¢, with
n = 0, 1, 2. These probabilities can be obtained by solving Eqs. (@)-(d). They are
given in the Appendix.
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4 Evaluation

For simulation purposes we employ the channel model used in [I3], [29]. This
model reproduces a normal behavior of a quantum channel, i.e., in the absence of
eavesdropping. It allows us to calculate the observed experimental parameters
Q°, E°, @', and E'. Our results, however, can also be applied to any other
quantum channel, as they only depend on the observed gains and QBERs. In
the scenario considered, the yields have the form

Yn =1- (]- - Yv[))(]- - nsys)n ) (19)

where 7y represents the overall transmittance of the system [I3], [29]. That
is, Nsys includes the transmission efficiency of the quantum channel and that of
Bob’s detection apparatus. This parameter can be related with a transmission
distance I measured in km for the given QKD scheme as 74y = 10*%, where
« represents the loss coefficient of the optical fiber measured in dB/km. The
product Y, e, can be expressed as

Ynen - YE)G() + (Yn - %)ed 5 (20)

where ey is the probability that a photon hits the wrong detector due to the
misalignment in the quantum channel and in Bob’s detection setup [13], [29].
After substituting these definitions into the gain and QBER formulas we obtain

Q=N = (1= e)(1 = Yo)eMTmal ™y (e s
QCEC — (60 — 6d)YoN + edQC s
Q' =1-(1—Yo)e ™ Iop ¢,
Q'E" = (e0 — €q)Yo + €aQ" @1

with w = pit 4+ pa(1 — ).

The resulting lower bound on the secret key rate is illustrated in Fig.
The experimental parameters are [25]: Yy = 1.7 x 1075, ¢4 = 0.033, o = 0.21
dB/km, and Bob’s detection efficiency equal to 0.045. We assume that ¢ = 1,
F(E€) = f(E°) = 1.22, and t = 1/2, i.e., we consider a simple 50 : 50 BS. We
study two different situations: (1) e = 0 and g = 1 [21], and (2) e = 3.2 x 1077
and nq = 0.12 [25]. In both cases the optimal values of the intensities 11 and g
are almost constant with the distance. One of them is quite weak (around 10~%),
while the other one is around 0.5. Fig. Bl includes as well the case of an active
asymptotic decoy state QKD system [13]. The cutoff points where the secret key
rate drops down to zero are [ &~ 128 km (passive setup with two intensity settings)
and | ~ 147 km (active asymptotic setup). One could reduce this gap further
by using a passive scheme with more intensity settings. For instance, one may
employ a photon number resolving detector instead of a simple threshold photon
detector, or use more threshold detectors in combination with BS [22]. From
these results we see that the performance of the passive scheme is comparable
to the active one, thus showing the practical interest of the passive setup.
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Fig.3. Lower bound on the secret key rate R given by Eq. ([ in logarithmic scale
for the passive decoy state setup given by Fig. [l (Case A) with two intensity settings.
The transmittance of the BS is ¢t = 1/2. We consider two possible scenarios: (1) e =0
and 17q = 1 [ZI] (i.e., a perfect threshold photon detector), and (2) ¢ = 3.2 x 1077
and 7q = 0.12 [25]. Both cases provide approximately the same final key rate and they
cannot be distinguished with the resolution of this figure (dashed line). The solid line
represents a lower bound on R for an active asymptotic decoy state system [13].

5 Conclusion

We have presented a passive decoy state QKD system with phase randomized
WCP. This setup uses only linear optical elements and a simple threshold photon
detector. It represents an alternative to those active schemes based on the use of a
variable optical attenuator together with a random number generator. Moreover,
in the asymptotic limit of an infinite long experiment, we have shown that this
passive system can provide a similar performance to the one achieved with an
active source and infinity decoy settings.
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Appendix: Probabilities p? and p¢

In this Appendix we provide explicit expressions for the probabilities p!, and p,
with n = 0,1, 2. In particular, we have that

po = loge™,
P = (wloe —ENg)e ™,
1
Py = W oe + (1= 20)¢h e + Elaele™ (22)

with w = pit + p2(1 —t). The probabilities p¢ have the form

Py = TIO,(lfTId)i ’
Py = T(WIo,(l—nd)g - UL(l—m)&) )

s T 1
P2= {WQIO’“*”M * {1 —na 2‘“} 0 nae + 5212,<17nd>s} o (23)

where 7 = (1 — e)e—[nd1)+(1—nd)w]_
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