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Terrestrial QKD channels can connect two links with a maximum distance of few
hundred kilometres. In the case of fibre links, this is due to the signal attenuation in
the fibre; in the case of free-space link the losses are due to atmospheric turbulence
and absorption. Free-space optical terminals exploiting satellite-based relays are the
only resource that can enable global scale quantum key distribution, since single pho-
ton propagation is for the main part in vacuum with no turbulence or absorption, and
just a small part of the path is through the atmosphere. Several proof-of-principle
experiments have been carried out recently: among these the feasibility of single-
photon exchange between a satellite and an optical ground station was demonstrated
in 2008 [1].

Signal Attenuation. The main factor limiting the performance of free-space optical
communication is atmospheric turbulence, both for terrestrial horizontal links or for
links between ground and satellites. Turbulent eddies whose size is large compared to
the size of the beam induce a deflection of the beam (beam wandering), while
smaller-scale turbulent features induce beam broadening. In other words, observing a
beam which propagates through turbulent atmosphere at different time instants, one
can see a broadened beam randomly deflected in different directions. When integrat-
ing the observation over a time-scale longer than the beam-wandering characteristic
time, the global effect is a broadening of the beam. For a Gaussian beam of waist wy
and intensity I, the long-term intensity distribution is described by [3]:
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wyt is the long-term beam width, wgr is the short-term one and J is the instantaneous
beam displacement from the unperturbed position.
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Fig. 1. Beam width wyt and link efficiency for the uplink and the downlink

The results are shown in Fig. 1 for the uplink and the downlink. For the uplink, the
beam first propagates through the turbulent atmosphere and then, aberrated, in vac-
uum, resulting in a large broadening (around 100 m diameter at 500 km). For the
downlink, the beam propagates through turbulence only in the final stage, and the
spreading is much less (around 1 m at 500 km). Therefore, the attenuation is much
stronger in the uplink (more than 50 dB for a 30-cm diameter telescope) compared to
the downlink (around 10 dB).

Background noise. As regards the expected background noise in the uplink, during
day-time the main contribution is given by sunlight reflection on the Earth surface
into the telescope field-of-view. We calculated this contribution to be between 10’-
10° photons per second (for a 1 nm of bandwidth). During night-time the main
sources of noise are moonlight reflection from the Earth surface, which we calculated
as six-orders of magnitude less than it is in day-time (around 10'-10” photons per
second) and light pollution from human activities.
We show that the signal-to-noise ratio is proportional to:
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where 1, comprises the detection efficiency, the pointing losses and the atmospheric
attenuation, (IFOV) is the telescope field of view and At is the detector gating time. In
first approximation the SNR does not depend on the radius R of the receiving tele-
scope. The results show that during day-time it is impossible to achieve a SNR higher
than 1. During night-time a good SNR can be obtained both for the uplink (~15 dB)
and the downlink (~20 dB), provided that a strong filtering is implemented.

Key generation rate. We calculated the expected key generation rates as a function of
the link distance for different configurations (uplink, downlink) during night-time for
different quantum key distribution protocol.

In most practical quantum communication experiments, single photons are imple-
mented with weak coherent pulses, which have a non-zero probability of multi-photon
emission. On such multi-photon pulses Eve could perform a photon-number-splitting
attack (PNS)[4]. In the case of high-loss channels, like the ground-to-satellite one,
multi-photon pulses are more likely to survive the channel attenuation and get to
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Bob’s detector than single-photon pulses. The probability of tagged bits in the key, for
which Eve can have information without introducing any perturbation, is very high. In
the case of the BB84 protocol, a worst-case estimate is taken on the fraction of tagged
bits, assuming that all multi-photon pulses are correctly intercepted by Eve. In this
case the only way to guarantee security is to reduce the probability of having multi-
photon pulses, reducing the source mean photon number. This results in the impossi-
bility to establish a BB84 uplink to a LEO satellite, while for the downlink the results
are much better (see Fig. 2).

A better estimate of the fraction of tagged bits can be obtained using weak pulses
with different mean photon numbers, the decoy-state technique [5]. Such technique
mitigates the need to have a very low intensity source, so that a meaningful key gen-
eration rate can be achieved even in the uplink. Assuming a three-intensities decoy
state protocol (vacuum, p = 0.27, o’ = 0.4) a key generation rate of 10 can be ob-
tained for the uplink to a satellite orbiting at 350 km. The cut-off distance for the
uplink is around 300-400 km (depending on the QBER).
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Fig. 2. Key generation rate for uplink (BB84 with and without decoy states) and downlink
(BB84). For the uplink, it is possible to establish a QKD channel only using the decoy-state
technique and the cut-off distance is around 300-400 km.

We analyzed also the possibility to establish an entanglement-based link between a
LEO satellite and Earth. In this case the most important parameter is the SNR [5]:
only achieving a 6:1 SNR Bell inequalities can be violated.. We show that a configu-
ration with one local receiver and the other to or from a LEO satellite is feasible. The
configuration with two downlinks [6] is also be feasible, but with very strict hardware
requirements.

In conclusion, satellite technology can provide a rich environment for quantum in-
formation experiments. We believe that the dream of quantum key distribution in
Space is possible and not far from being demonstrated.

Acknowledgments

The authors are glad to acknowledge many fruitful discussions with Prof. C. Barbieri,
Prof. G. Cariolaro, Dr. F. Tamburini, Dr. I. Capraro and Dr. T. Occhipinti. This work
has been carried out within the Strategic-Research-Project QUINTET of the Depart-
ment of Information Engineering, University of Padova and the Strategic-Research-
Project QUANTUMFUTURE of the University of Padova.



Feasibility Analysis for Quantum Key Distribution between a LEO Satellite and Earth 99

References

(1]
[2]
(3]
(4]
(5]

[6]

Villoresi, P., et al.: Experimental verification of the feasibility of a quantum channel be-
tween space and Earth. New Journal of Physics 10, 033038 (2008)

Bonato, C., et al.: Feasibility of satellite quantum key distribution. New Journal of Phys-
ics 11, 045017 (2009)

Dios, F., et al.: Scintillation and beam-wander analysis in an optical ground station-satellite
uplink. Appl. Opt. 43, 3866 (2004)

Lo, H.-K., Ma, X., Chen, K.: Decoy state quantum key distribution. Phys. Rev. Lett. 94,
230504 (2005)

Aspelmeyer, M., et al.: Long distance quantum communication with entangled photons us-
ing satellites. IEEE Sel. Top. In Quantum Electronics 9, 1541 (2003)

Armengol, J., et al.: Quantum communications at ESA: towards a space experiment on the
ISS. Acta Astronautica 63, 165 (2008)



	Feasibility Analysis for Quantum Key Distribution between a LEO Satellite and Earth
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /DetectCurves 0.100000
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /PreserveDICMYKValues true
  /PreserveFlatness true
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /ColorImageMinDownsampleDepth 1
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /GrayImageMinDownsampleDepth 2
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /CheckCompliance [
    /None
  ]
  /PDFXOutputConditionIdentifier ()
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




