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Abstract. Administering critical resources has never been more difficult that it
is today. In a changing world of software innovation where major changes oc-
cur on a daily basis, it is crucial for the webmasters and server administrators to
shield their data against an unknown arsenal of attacks in the hands of their at-
tackers. Up until now this kind of defense was a privilege of the few, out-
budgeted and low cost solutions let the defender vulnerable to the uprising of
innovating attacking methods. Luckily, the digital revolution of the past decade
left its mark, changing the way we face security forever: open source infrastruc-
ture today covers all the prerequisites for a secure web environment in a way
we could never imagine fifteen years ago. Online security of large corporations,
military and government bodies is more and more handled by open source ap-
plication thus driving the technological trend of the 21st century in adopting
open solutions to E-Commerce and privacy issues. This paper describes sub-
stantial security precautions in facing privacy and authentication issues in a to-
tally open source web environment. Our goal is to state and face the most
known problems in data handling and consequently propose the most appealing
techniques to face these challenges through an open solution.
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1 Introduction

In today’s electronic world thousands of application layer software is being designed
and shared throughout the Open Source (OS) communities. Utilized solely by volun-
teering work which produces pioneering outcome when combined with world wide
projects sharing resources and human personnel, projects in this area often win the
trust of the vast majorities of website developers and website owners with its easy-to-
use and free of charge benefits [1], [2], [38]. But do those solutions come with a secu-
rity-cost or not [3], [36]?

This work examines the ways in which the new trend in global programming pro-
duces solutions from non commercial products in an absolutely secure and safe way -
compared to close source. It is common logic to assume that when it comes to data
security and handling sensitive transactions it is not always a clever idea to have your
code open, or even worse, shared with millions of people. Today, people are able to get
educated, trained and specialized in certain programming areas of their likes without the
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need to pay for extra education fees or joining a closed group of professionals. Writing
open source software has enabled thousands of people to look closely at professionally-
written code, learn the ropes of advanced software engineering methods and in that way
excel the way we read, write and understand code to our own advantage. It would cer-
tainly not be an exaggeration to state that the open source movement has influenced the
security of modern networks and large computing compounds. One of the most well
known examples is the LAMP (Linux, Apache, MySQL and PHP) architecture used to
minimize security risks and provide a totally open source solution to handling security
on your web server [4]. LAMP software consists of the main tools security professionals
most commonly use for business systems.

A recent survey [5] performed by Netcraft, a data collection and analysis of hosting
companies organization, showed that 46,35% of the servers on the market use Apache
as their web server software leaving the second position to Microsoft with 29,47%.
What is more worth mentioning is that on the survey on the 1 million busiest servers
in the world that percentage reaches 66,6% leaving IIS (Internet Information Server)
with a 18,6% (Fig. 1).

Lighttpd, 0.99%

Fig. 1. Server Share amongst the Million Busiest Sites (March 2009)

This paper analyzes separately each of the main problems a server administrator
has to address, when facing security issues and special care will be given on the
meaning of open source tools to aid that goal. The paper is composed of three parts.
In the first we present the basic ground of server security measures that every admin-
istrator should start with. The second part contains a new approach in how we face
security with some advanced practices that have begun to gain administrators trust
around the world. In the third and final part, the future work in the field of security is
described and the limits that still need to be crossed in order to maximize efficiency.

2 Facing Security Issues on the Front Line

When talking about security over the Internet, from an administrator’s point of view,
there are really a lot to talk about. In this section we analyze the most crucial techniques
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to be established by a web server administrator to protect the box from the most com-
mon and popular attacks.

2.1 File Permissions

Every folder or directory our website contains has its own permissions. Those permis-
sions are defining who is allowed to do what on our files. On Unix-based operating
systems there are three kind of permissions: read-write-execute and three kind of own-
ers: owner-group=other. Permissions are set by using a three-digit number: for example
with 000 being the most restricting as it takes away all rights on the file and with 777
being the most liberal as it provides all permissions to all groups. The first digit repre-
sents what is allowed to be done by the owner of the file, the second represents what the
rest authorized users can do and the third everybody else’s permissions on it. The com-
mand with which we change or set the permissions of a file is chmod. To keep balance
between usability and security all directories should be set to 755 and all files to 644
unless a certain file has specific configuration that demand otherwise [7].

It is a spread and good practice to keep the files and directories non-writable in the
extent that it is possible for the normal function and to make them writable only in the
need of significant content-changing such as configuration files or where manual
editing is the only choice available. What should drive our actions is the Least Privi-
lege Approach: if someone has no reason to have access to a specific resource or to
able to perform a certain action on it then he should be banned from doing, or in a
more polite rephrase “one should only be able to do what he is needed to do and noth-
ing else”. All the typical recommendations, to set any files on status 777, are given by
people who have no concern about security or at least it is not their first priority and
should be avoided at all costs. One other thing to be considered is to avoid setting as
server-writable files under the document root. A large percentage of the attacks occur-
ring in small websites are caused because the web server could write under the docu-
ment root, so all an attacker had to do was to upload a php script which he called
through his/her browser.

2.2 Shielding Your Server with SSL

First and foremost when talking about building something secure is to keep the ad-
ministrator’s keys to a safe place. If fallen to the wrong hands then all efforts about
security go down the gutter. All user data should be handled exclusively through SSL
(TLS) [8], a technology that is used to encrypt the data over the channel you sent it
on Internet to avoid eavesdropping, tampering or message forging and your user’s
data to end up on the wrong hands. TLS runs on many layers below protocol layer
such as:

= HTTP (Hypertext Transfer Protocol): which could be used for application
users’ login through HTTPS (http secure).

= FTP (File Transfer Protocol): in order to secure file transfer procedures
through SFTP mechanisms.

= SMTP (Simple Mail Transfer Protocol): for your email accounts protection.
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Today all the algorithms and libraries required for those cryptographic protocols to
work are open and unified under the OpenSSL [6] project which is an open source
implementation of the SSL and TLS protocols. The core library implements the basic
cryptographic functions and provides various utility functions.

2.2.1 How It Works

The client and the server to be contacted negotiate a connection by using a handshak-
ing procedure (Fig. 2). In the meaning of handshaking we mean the agreement on
using certain parameters as common in order to establish the connection’s security.
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Fig. 2. Description of the TLS handshaking

The procedure is initiated by the client’s request to connect to a TLS-enabled web
server after it presents it to a list of supported ciphers and hash functions. In turn, the
server picks the strongest ones that it also supports and sends a message to the client
about his decisions in the form of a digital certificate which usually holds valuable
information such as the server’s name, trusted certificate authority, and the server’s
public key.

In cases of strict security measures, the client will contact that authority to verify
the validity of the server’s before it establishes a connection. After the validation, the
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client encrypts a random number with the server’s public key and sends it to the
server to be decrypted with its private key.

2.2.2 Advantages of Using SSL
The success of SSL in e-commerce is a testament to the advantages of the technology.
Using the common web browser as the primary client software, simplifies support
requirements by eliminating the need for additional software applications. Authentica-
tion of the target SSL Web server is transparent to the end user and is fairly reliable.
Encryption algorithms have evolved with the technology to provide a high level of
security with the availability of 256-bit and higher keys. Authentication with SSL is
achieved with the identification of the server by the client via a Digital Certificate that
is issued and signed by a Certificate Authority (CA) and stored on the server. Identifi-
cation and authentication of the client accessing the server, although possible, is not
practical for the purposes of e-commerce since the vast percentage of clients do not
have Digital Certificates that are signed by a registered CA. Without a certificate
signed by a CA, reliable identification of the client to the server is not possible. This
can lead to a situation where an anonymous client on the Internet can connect to the
SSL server, establish an encrypted session and then use this session as a secure chan-
nel for attacking the specific Web server associated with the session. The encrypted
SSL connection has traditionally prohibited network security, or management person-
nel from inspecting the contents of the session prior to its termination at the SSL con-
centrator, or the Web Server that terminates the SSL session.

2.3 Logging Critical Information

If the server is unrecoverable, remote logs allow to see what happened prior to the
crash, even without the system running. If the crash is related to an intrusion, any
information that can describe how the system was compromised can help determine
the cause of the problem. Because of the importance of the log files to the administra-
tor’s duties, the location of those files should not be adjacent to the logged system. A
very common approach is to use a remote logging server with tight security, where
the logs can be kept safe from crashes or attacks to our system.

One of the main logging tools on every Linux distribution is syslogd, which is very
easy to configure and use. Different software stores its logs to different places, for
example with Apache [9] you set where you store your logs through httpd.conf and if
we use Red Hat [10] the httpd.conf is usually stored in /etc/httpd/conf/httpd.conf.

There are countless tools and applications out there today that enable detailed and
user-defined logging [11] of all actions and data that are characterized as important
for the system. A good system is one that keeps track of all actions performed so as to
revive in case of a disaster [12].

2.4 Password Management and Backups

2.4.1 Passwords

Due to cost and compatibility with legacy systems, the most popular form of user
authentication continues to be a secret password. Passwords are simply secret words,
or at best secret phrases. They can be compromised in many ways:
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=  Users may write them down or share them, so that they are no longer really
secret.

= Passwords can be guessed, either by a person or a program designed to
quickly try many possibilities.

= Passwords may be transmitted over a network either in plaintext, or encoded
in a way which can be readily converted back to plaintext.

= Passwords may be stored on a workstation, server or backup media in plain-
text, or encoded in a way which can be readily converted back to plaintext.

Users in a large organization frequently have many passwords, each protecting their
access to a different computer system. Users have some basic limitations, which
limit what can be done in the context of secure password management. One of the
primary weaknesses of passwords is that they may be guessed. While a human may
give up after trying guessing ten or a hundred possible passwords, software will
happily try millions of combinations. To combat password guessing attack, users
should pick hard-to-guess passwords. One way to do this is to ensure that the set of
all possible passwords is too large to search thoroughly, and then to eliminate
probably guesses.

To limit the usefulness of passwords that have been compromised, a best practice
is to change them regularly.
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Fig. 3. Open Source Password Manager for multi user environments (KeePass [39])

A common rule on many systems is to force users to change their passwords when
they log in, if they have not been changed for an extended period (e.g., 60 or 90 days).
In general, users should be required to change their passwords regularly, at most
every 90 days, and preferably more frequently. For the same reasons, users should not
reuse old passwords, as they may already have been compromised. Many systems
support this (Fig. 3) by recording some representation of old passwords, and ensuring
that users cannot change their password back to a previously used value.
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2.4.2 Backups
In an information environment, an organization's success is tightly coupled to its
ability to store and manage information. Storage systems provide a critical part of an
organization's network infrastructure. With the amount of data growing at an incredi-
ble rate, your storage strategy must keep pace. In designing a storage strategy for your
organization, you must select the right technology for your primary storage system,
implement solid backup procedures and ensure ongoing management of the system.
When you start thinking of backing up the data, first thing comes to be considered
is what data to backup and how much storage is available for the backup to take place.
This depends on what data is important. So before backing up your data, the capacity
of your data places an important role, identifying the capacity of the backup medium
to the quantity of data you propose to backup is very important. An optimized solu-
tion is to maintain storage devices able to store a mirror copy of your server’s data so
as not to make any cutbacks on the amount to be rescued in case of a disaster.

2.5 VPN Usage for Extra Security

A Virtual Private network (VPN) is a network that uses a public network (usually the
Internet) to connect remote sites or users together. Instead of using a dedicated, real-
world connection such as leased line, a VPN uses "virtual" connections routed
through the Internet from the company's private network to the remote site or em-
ployee. A well-designed VPN uses several methods for keeping your connection and
data secure (Fig. 4):

=  Firewalls

=  Encryption

= JPSec

=  AAA Server

A firewall provides a strong barrier between a private network and the Internet. We
can set firewalls to restrict the number of open ports, what type of packets are passing
through and which protocols are allowed through. We should already have a good
firewall in place before we implement a VPN, but a firewall can also be used to ter-
minate the VPN sessions.

Encryption is the process of taking all the data that one computer is sending to an-
other and encoding it into a form that only the other computer will be able to decode.
Most computer encryption systems belong in one of two categories:

=  Symmetric-key encryption [14] each computer has a secret key (code) that it
can use to encrypt a packet of information before it is sent over the network
to another computer.

=  Public-key encryption [15] uses a combination of a private key and a public
key. The private key is known only to our computer, while the public key is
given by our computer to any computer that wants to communicate securely.

Internet Protocol Security Protocol (IPSec) provides enhanced security features such
as better encryption algorithms and more comprehensive authentication. IPSec has
two encryption modes: tunnel and transport. Tunnel encrypts the header and the pay-
load of each packet while transport only encrypts the payload.
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AAA (authentication, authorization and accounting) servers are used for more se-
cure access in a remote-access VPN environment. When a request to establish a ses-
sion comes in from a dial-up client, the request is proxied to the AAA server. AAA
then checks the authentication, the authorization and the accounting. By effectively
administering the server through a VPN network and granting access to the users only
through it, we maximize security precautions. As it adds an extra layer of protection
on the server and the data, a VPN installation deters hackers from performing an as-
sault on the network. It is today a very well known practice to use VPN as an extra
layer of security in many large corporations [35].
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Fig. 4. Representation of a VPN network [13]

3 Pioneering Security Mechanisms

3.1 Building Your Own Honey Pots

Sophisticated hackers that have the means and knowledge to hack into your system will
eventually succeed in their task. That is the reason why preventing unauthorized access
is not adequate any more. Defenders have to be as smart and pioneering as their intrud-
ers in order to successfully face a serious hacking attempt. Honeypots [16] can help
prevent attacks in several ways. The first is against automated attacks, such as worms or
auto-rooters. These attacks are based on tools that randomly scan entire networks look-
ing for vulnerable systems. If vulnerable systems are found, these automated tools will
then attack and take over the system (with worms self-replicating, copying themselves
to the victim). One way that honeypots can help defend against such attacks is slowing
their scanning down, potentially even stopping them. Called sticky honeypots, these
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solutions monitor unused IP space. When probed by such scanning activity, these
honeypots interact with and slow the attacker down.

Honey pots [17] appeared on the security scene as the means to cover the hole in
creating an “ambush” to the attacking parties. It is a very complex security mecha-
nism designed to act as a trap for the intruders luring them to exploit a resource inten-
tionally kept unprotected giving time to the defender to collect information on his
attackers. Its diversity in usage is what makes it unique in its purpose: a honey pot can
either act as distraction from more valuable machines on a network, serve as an early
warning mechanism about unauthorized access into the server or as a research
mechanism that observes the intruder and collects valuable information about his
steps and system information. There are two types of Honeypots:

= Production Honeypots are easy to use, capture only limited information, and
are used primarily by companies or corporations; Production honeypots are
placed inside the production network with other production servers by organi-
zation to improve their overall state of security. Normally, production honey-
pots are low-interaction honeypots which are easier to deploy. They give less
information about the attacks or attackers than research honeypots do. The
purpose of a production honeypot is to help mitigate risk in an organization.
The honeypot adds value [18] to the security measures of an organization.

= Research Honeypots are run by a volunteer, non-profit research organization or
an educational institution to gather information about the motives and tactics of
the Blackhat [19] community targeting different networks. Research honeypots
are complex to deploy and maintain, capture extensive information, and are
used primarily by research, military, or government organizations.

3.2 Password-Less Login Using RSA Keys

There eventually comes a point in technologies where current mechanisms are out-
dated and surpassed. In the presence of such needs new ideas emerge? Password ori-
entated authentication has been for ages the most popular of all login procedures but
the number of hacking tools for intercepting or cracking those passwords have multi-
plied as well [20]. The new trend in authentication processes is password less logins
to the system using public key cryptography.

With the use of OpenSSH [21] which fully supports the RSA [22] algorithm, re-
mote users can authenticate themselves to the server using its public key to encrypt
data and their own private key to decrypt it. With the use of a secret master password
to protect our private key we maximize the security measures of loss or interception
of our data. Even if our master password gets stolen the intruder will still not have our
private key and same reasons hold if he has only our private key without the master
password. SSH clients like Putty [23] need the master password to authenticate that
we are the owner of the private key. So in effect, combining the two technologies
leads to the best results.

3.3 Port-Knocking

Port scanning [25] is one of the main tools in the hands of the attacker that troubles
the security community trying to find a permanent solution. Such a solution is known
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as port knocking, [26] a very sophisticated mechanism to prevent attackers from dis-
covering the open ports of your server.

The procedure is a very simple yet quite intelligent packet sending sequence which
imitates the known “Open Sesame” story from the fairy tales. In order for the remote
host to be able to connect to a specific port he must first send packets to pre-specified
closed ports in a predefined sequence so as to inform the Firewall that it must open the
port. Unless the correct closed ports have been “pinged” the wanted port will not appear
open. That way even ports that are really open will appear closed to potential port scan-
ning attacks wishing to exploit services of the web server [37]. This method is used to
isolate critical resources from the Internet and grant access and awareness of existence
only to those really intended to. The best way to keep a door locked is if people do not
know how to find the door at the first place, except of course the owners.

3.4 File System Encryption

Sometimes there is really nothing we can do and even the best administrator of the
world can not save a violated private property that had its hard drives stolen from
their server. Physical security is a big chapter in the Security community but one
popular and widespread technique is file system encryption [27]. By encrypting the
data kept on the web server’s hard drivers we prevent unauthorized access in case of
theft from the datacenter. Documents of great corporate, military or financial impor-
tance often worry enterprise and government officials about their fate should they fall
on the wrong hands. There are a variety of tools for open source usage in Linux file
system encryption [28] that fit the needs of every IT professional.

4 Conclusions and Future Work

Undoubtedly, open source ideology has contributed to the growth and evolution of
computer software security [29] in every aspect. Its ability to reach inside thousands
of programmer’s eyes before hitting the market makes the product solid against a
series of attacks the developers couldn’t humanly have noticed themselves. Vincent
Rijmen [30], one of the inventors of the known AES algorithm, which today is the
basis of Internet security claims that the open source (OS) culture will gradually im-
prove security and make vulnerabilities easier to spot:

“Not only because more people can look at it, but, more importantly, because the
model forces people to write more clear code, and to adhere to standards. This in turn
facilitates security review” [40].

Although making your code transparent certainly improves your readiness to re-
spond to programmer’s suggestions and bug fixes this alone is not enough as it can
“lull people into a false sense of security” [31]. Among the biggest opponents of open
source ideology there is the argument that the construction process of code is absent
in large open source projects [32] whereas proven in practice those projects are lead
by one or few version with owners with reputation at stake.

Security professionals agree that sharing a code and exposing it to the eyes of pos-
sible attackers actually makes it safer. Safer to spot, track and fix. When the question
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of who might spend hours to figure out bugs in someone else’s code the answer is
simple: people who use it often, people in the enterprise business that depend their
data and money on it and also volunteers from anywhere simply wanting to help.
Closed Source software that keeps the code secret away from the eyes of the attacker
does not guarantee that is safer by no means [33]. Security through transparency is
the new trend to substitute Security through obscurity.

There are dozens of security techniques pending exploration; new mechanisms in-
troduced by OS communities and IT professionals every day and all part of volunteer-
ing open source code writing from the people for the people. The importance and
magnitude of this trend can be measured in the scale that governments and large or-
ganizations turn their back on the unaffordable, expensive and badly maintained
closed source applications and adopt open source platforms and infrastructures [34]
for their critical data handling operations. The global community is now mature
enough to proceed to a new model of Systems and Information Security based on
open procedures and no one can foresee what can be achieved in the future of com-
puter software. Business, E-Commerce, Education, Defense, Science and all impor-
tant aspects of our everyday encounters will evolve around the ability to share and
improve each other’s life through open and participatory procedures.
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