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Abstract. In this work we study the power of the methods for digital device
identification and image integrity verification, which rely on sensor pattern
noise as device signatures, and the repudiability of the conclusions drawn from
the information produced by this type of methods. We prove that the sensor pat-
tern noise existing in the original images can be destroyed so as to confuse the
investigators. We also prove that sensor pattern noise of device A can be easily
embedded in the images produced by another device B so that the device identi-
fier would mistakenly suggest that the images were produced by device A,
rather than by B, and mislead forensic investigations.
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1 Introduction

While digital imaging devices, such as digital cameras and scanners, bring unques-
tionable convenience of image acquisition, powerful image processing software also
provides means for editing images so as to serve good and malicious purposes. To
combat image manipulations for malicious purposes, researchers have proposed ways
of verifying the integrity of images based on the detection of local inconsistencies of
device attributes or data processing related characteristics, such as sensor pattern
noise [1], camera response function [3], resampling artifacts [7], color filter array
(CFA) interpolation artifacts [8, 12], and JPEG compression [10]. Similar device at-
tributes and data processing related characteristics have also been exploited to identify
and classify the source devices in aiding forensic investigation [2, 5, 6, 9, 11]. While
many methods [3, 7, 8, 12] require that specific assumptions be satisfied, methods
based on sensor pattern noise have drawn much attention due to the relaxation of the
similar assumptions. The deterministic component of pattern noise is mainly caused
by imperfections during the sensor manufacturing process and different sensitivity of
pixels to light due to the inhomogeneity of silicon wafers [4]. It is because of the in-
consistency and the uniqueness of manufacture imperfections and sensitivity to light
that even sensors made from the same silicon wafer would possess uncorrelated pat-
tern noise, which can be extracted from the images produced by the devices. This
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property makes sensor pattern noise a robust signature for identifying the origin and
verifying the integrity of images.

Although good performance of source identification and integrity verification has
been reported [1, 2, 5, 6, 9, 11], we observed that, due to the fact that sensor pattern
noise is treated as additive signal to images during its extraction process, sensor pat-
tern noise can be manipulated and substituted to confuse investigators and mislead
forensic investigations. Therefore, the conclusions made by these methods can only
be useful in aiding forensic investigations by narrowing down cases under investiga-
tion, but further research is necessary to enhance the non-repudiability of their find-
ings before they can be accepted as admissible evidence in the court of law.

The rest of this work is organised as follows. We discuss the way digital source
identifiers and integrity verifiers using sensor pattern noise work in Section 2 and
prove how sensor pattern noise can be manipulated in Section 3. Section 4 concludes
this work.

2 Device Identification and Image Integrity Verification Using
Sensor Pattern Noise

Although the use of sensor pattern noise, np, in different methods is slightly different,
sensor pattern noise is commonly treated as an additive high-frequency signal to an
image, Ip, and the way it is extracted is similar to that used in [6], which is formulated
as

nD=ID—F(ID) (1)

where F is a denoising filtering function which filters out the sensor pattern noise.
The subscript, D, indicates that I, is an image taken by device D and np, is the sensor
pattern noise extracted from I,. Although various denoising filters can be used as F,
the wavelet-based denoising filter described in [6] has been reported as effective in
producing good results and our experiments confirm with the report. Therefore, this
filter is used in the current work. We use the average of the sensor pattern noise, Pp,
of a set of images taken by a particular device D to represent that device. In this work,
we call this average sensor pattern noise, Pp, signature of sensor D in order to differ-
entiate it from sensor pattern noise, np, extracted from individual photos. The correla-
tion of p,p, as formulated in Eq. (2), between the sensor pattern noise n, of an image
1, and Py is used to decide whether image 1, is taken by device B.

(n,—7,)-(P, = P,)
"nA _ﬁA"' PB_PB

Pas = 2)

where 1, and P_D are the means of n, and Pp, respectively. A large value of p4p in-

dicates high likelihood that I, is taken by device B. We could expect that pas > pap
and ppp > papif A and B are two different devices because pa4 and ppp are intra-class
metrics of similarity while p4p indicates inter-class similarity.

On the other hand, methods for image integrity verification using sensor pattern
noise, such as [1], are based on detecting local inconsistencies of sensor pattern noise
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blocks introduced into the forged images. The basic way of making use of sensor pat-
tern noise is the same as that of device identifiers except that sensor pattern noise is
extracted from each individual image blocks and compared to the corresponding
blocks of the device signature, rather than the whole signature.

3 Potential Attacks

From the presentation in Section 2 and Eq. (1), we can see that digital device identifi-
ers and image integrity verifiers using sensor pattern noise consider the sensor pattern
noise as an additive signal to images. However, it is this additive nature of the sensor
pattern noise that opens gap for potential attacks and manipulations. We present some
experiments in the next two sub-sections to demonstrate how attacks with two differ-
ent malicious intentions could be launched on photos taken by digital cameras. We
call the first attack Signature Removal, which could be maliciously carried out to con-
fuse investigators while the other attack —Signature Substitution, as we call it, could
be applied to mislead forensic investigations.

3.1 Signature Removal

We define Signature Removal as an attack of removing the sensor signature P, of
image I, taken by device A, using Eq. (3) so that the device identifiers cannot extract
the sensor pattern noise.

I, =1,-aP, 3)

where ¢ is a positive strength factor determining the amount of sensor signature to be
removed.
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Fig. 1. Demonstration of Signature Removal attack
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To evaluate the effect of Signature Removal attack, we apply Eq. (3) to 200 pho-
tos of 1536 x 2048 pixels taken by camera A (FujiFilm Finepix S602) in our ex-
periment and demonstrate the results in Fig. 1. The blue solid curve is the distribu-
tion of the correlations between the sensor pattern noise of the 200 photos and the
signature, P4, of camera A, with a mean E(ps4) equal to 0.06078. After manipulat-
ing those 200 photos we extract the fake sensor pattern noise ,,, from each of them

using Eq. (1) and then calculate the correlations p44 according to Eq. (3), with o =
0.75. We can see from Fig. 1 that p,y4, illustrated with red dashed curve, distribute
around E(ps4) = -0.009334 (= 0), which far less than E(ps4) (= 0.06078) of paa.
This is a clear indication that the original sensor pattern noises, n4, have been re-
moved from their corresponding host photos. This may well lead the forensic inves-
tigators to think that the photos in question were taken by some unknown cameras,
but not by camera A.

3.2 Signature Substitution

We define Signature Substitution as an attack of removing signature, P4, of device A
from image I, taken by device A and then embedding the signature, P, of device B so
that device identifiers would mistakenly suggest that the manipulated image, I ,,, were

taken by device B, rather than by device A. The operation is as follows.
I1,=1,-aP, +pP, 4)

where ¢ like in Eq. (3), is a positive strength factor determining the amount of sensor
signature of device A to be removed and f is also a positive strength factor determin-
ing the amount of sensor signature of device B to be embedded.

Fig. 2 demonstrates our experimental results when Signature Substitution (i.e., Eq.
(4)) is applied, with o= = 1. In this experiment, we use the same 200 photos taken
by camera A (FujiFilm Finepix S602) and another 200 photos of 1536 x 2048 pixels
taken by camera B (Olympus C730UZ). From Fig. 2 we could clearly see that p4p,
which is a metric of inter-class similarity, distribute around a mean close to 0 (E(p4p)
= -0.00027) while pss and ppp, which are both metrics of intra-class similarity,
distribute around relatively greater means (E(ps4) = 0.06078 and E(pgp) = 0.02823,
respectively). These are good indications that sensor pattern noise can indeed effec-
tively identify the source devices. However, after attacking the 200 photos taken by
camera A (FujiFilm Finepix S602) according to Eq. (4), we can see that the correla-
tions, pap, between the fake sensor pattern noise, n m (i=1,2,3,...,200), extracted

from the manipulated photos, 1,,, and P distribute around a significant mean (E(pa)

= 0.06723). Based on the significant p,3, the identifier would mistakenly conclude
that images J,, were taken by camera B (Olympus C730UZ), which may well mislead

forensic investigations.
By the same token, to avoid detection by image integrity verifiers, an attacker
could remove the device signature of K photos, 7 (k=1, 2, 3, ..., K), taken by the
AA

same or different devices using Eq. (3) to create j before carrying out a forgery
A

%
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Fig. 2. Demonstration of Signature Substitution attack

operation to create a fake image ; . Finally, the attacker could embed the signature,
A

Py of a specific device B to make the fake image I .appear to be created by device B.

The attack can be formulated as
K
I, = ZIAL + 3P, (5)
k=1

where IA; = IAA - akPAk (see Eq. (3)) and i , not to be taken as summation, is an
k=1
arbitrary forgery operation, such as splicing and cut-and-paste, involving K
images. Fig. 3 illustrates an original photo (Fig. 3(a)) and a forged image (Fig.
3(b)) with a car inserted in the foreground of the scene. Two photos (i.e., K = 2)
taken by camera A (Olympus C730UZ) are used for forging Fig. 3(b). To avoid
detection by the image integrity identifier, we applied Eq. (5) to make the device
identifier believe that the forged photo was taken by another camera B after the
forgery is done. Fig.3(c) illustrates the correlation p,-3 when the signatures of six
different cameras (Canon IXUS850IS, Canon PowerShot A400, Canon IXY
DIGITAL 500, FujiFilm Finepix S602, FujiFilm Finepix A920 and Olympus
FE210) are embedded. The significant correlations, which are close to the mean
correlations between the signatures of the cameras and the photos they take sug-
gest that the attack has been successful. Note that in our experiments involving
the seven cameras mentioned in this work, the means of the intra-class correlation
are all greater than 0.02, indicating that any correlation greater than 0.02 are

significant.
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Fig. 3. Demonstration of image forgery and Signature Substitution attack. a) The original im-
age taken by an Olympus C730UZ camera. b) A forged image using photos taken by the same
Olympus C730UZ camera with the sensor signature of FujiFilm Finepix S602 camera embed-

ded. c) The correlations between the sensor pattern noises 71,. extracted from Fig. 3(b) and the

signatures of six cameras.

4 Conclusions

Sensor pattern noise has been reported in many articles as a robust signature of im-
ages produced by various digital devices, with great potential for device identification
and integrity verification in the context of digital forensics. However, in this work, we
have demonstrated that, due to its additive nature, the sensor pattern noise of an image
can be manipulated to confuse forensic investigators or mislead investigations by ap-
plying the two attacks that we devised and presented in Section 3. We conclude that
device identifiers and image integrity verifiers using sensor pattern noise are effective
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tools in aiding forensic investigations. Nevertheless, without further research to make
the conclusions drawn by these methods non-repudiatable, it is unlikely that their
conclusions will be accepted in the court of law as admissible evidence.
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