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Abstract. This paper provides a closed-form expression for Outage Secrecy
Capacity in Wireless Information-Theoretic Security. This is accomplished on
the basis of an approximation of the exponential function via a first-order Tay-
lor series. The error of this method is calculated for two different channel cases,
and the resulting precision confirms the correctness of this approach. Thus, the
Outage Secrecy Capacity can be calculated for a given Outage Probability and
for a given propagation environment (path loss exponent, average main channel
SNR), allowing us to estimate with increased precision the boundaries of secure
communications.
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1 Introduction

Security remains an issue of utmost importance in wireless communications. For all
the advances and breakthrough progress in both industry and academia, security still
provides a fertile ground for extensive research and innovative solutions. It is impera-
tive to begin with a brief overview of background work in the field of wireless secu-
rity from an information-theoretic standpoint.

1.1 Background Work

Based on Shannon’s definition of perfect secrecy [1], innovative research was carried
out in the latter half of the 1970s, investigating the impact of the wireless channel on
the boundaries of secure communications [2]-[4]. Both the main and the wiretap
channel were considered to be Gaussian. This proved to be the first major setback in
the ongoing research, due to the limitation that the average SNR of the main (legiti-
mate) channel had to be greater than the average SNR of the wiretap channel (eaves-
dropper’s channel) so that secure communication over the wireless interface would be
guaranteed. To make matters worse, the lack of channel coding schemes at the time
prevented researchers from coming up with a flexible and reliable solution to the
situation at hand. Information-theoretic solutions for wireless security were seemingly
brought to a quick ending, and the interest of public research was drawn towards
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higher layer, more sophisticated schemes that paved the way for the transition from
“weak” to “strong” secrecy, incorporating cryptography schemes [5]-[8].

Recent work, however, has re-approached the issue of physical layer-based secu-
rity for wireless communication under a new light by developing the concept of Wire-
less Information-Theoretic Security.

1.2 Wireless Information-Theoretic Security

In [9],[10] Bloch, Barros, Rodrigues and McLaughlin suggest that the wireless com-
munication between a transmitter and a (legitimate) receiver in the presence of a ma-
licious user (eavesdropper) can be secure even when the SNR of the main channel is
lower than the SNR of the eavesdropper. This is possible when quasi-static Rayleigh
fading channels are considered, instead of the classic Gaussian scenario.

The outage probability for a given Secrecy Rate R_ > 0 (defined as the probability
that the Secrecy Capacity will be smaller than a non-zero secrecy rate) is calculated as
an expression of the average main and wiretap channel SNR, 7%,, and 7,

respectively:
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The practical implementation of this information-theoretic scheme can be achieved
via the use of LDPC channel coding as shown in [11],[12].

1.3 Impact of the Propagation Environment

In [9],[10] the intrinsic characteristics of the propagation environment were examined
by assigning a value of n=3 to the path loss exponent [13]. Thus the Outage Probabil-
ity is calculated by:
5
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This however does not correspond to realistic cases where the path loss exponent
can assume a wide range of values [14], from n=1.8 (indoor LOS cases) up to n=3.8
and even n=4 (indoor complex NLOS topology, outdoor urban shadowed dense
area). In [15], the impact of this channel-dependent variation of path loss exponent
on the non-zero probability of Secrecy Capacity and the Outage Probability was
examined.

In all published works so far, however, another important parameter, the Outage
Secrecy Capacity, has not been properly and thoroughly investigated.
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2 Outage Secrecy Capacity

Outage Secrecy Capacity is defined as the maximum secrecy rate R‘Y{max} = Co

ut

such that the Outage Probability is less than a certain value, i.e. p:
P (Cou(P)) =P 3)

2.1 The Need for a Closed-Form Expression

A closed-form expression for Outage Secrecy Capacity will provide us with
knowledge of the largest secrecy rate for a given Outage Probability, intrinsic
channel characteristics (path loss exponent) and average main channel SNR,
namely the exact value of the secrecy rate that will serve as a threshold for Se-
crecy Capacity.

2.2 Closed-Form Expression via Taylor Approximation

The approximation of the exponential function via a first-order Taylor series in its
generalized expression is provided by [16]:
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In our case, the approximation via a first-order Taylor series is achieved as such:
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Thus, the Outage Probability is provided by:
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The closed-form expression for Outage Secrecy Capacity for a given Outage Prob-
ability p is given by:

(6)
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Naturally, a certain error lies within this approach. Even though the parameters in Eq.
5 are such (target Secrecy Rate, average main channel SNR) that their value range
allows for the approximation to take place, it is imperative to evaluate the precise
error for realistic values of these parameters, that is for realistic schemes that we will
be compelled to resolve in actual scenarios of information-theoretic security. In the
following section, the exact calculation of this error for two different channel cases is
accomplished and the findings, based on computation of Outage Probability, are
discussed.

3 Error Calculation Based on Outage Probability

Two channel cases will be examined, corresponding to two very frequently met sce-
narios in wireless communications: (a) The pass loss exponent is assigned a value of
n=2. This corresponds to the Free Space Model and describes a “good” channel case
where the attenuation of the average signal strength follows the inverse-square law
[17], and (b) the pass loss exponent is assigned a value of n=3.8 that stands for a
“bad” channel case with heavy attenuation of the average signal strength. This corre-
sponds to urban shadowed outdoor propagation or obstructed indoor propagation
(corridors, complex topologies).

The average main channel SNR is assigned a value of 10 dB for the first case. For
the n=3.8 case, the average main channel SNR is set to 0 dB.

3.1 Error Calculation for “Good” Channel Case

The following tables provide an analytical presentation of the error of our approxima-
tion for different distance ratios and for various realistic values of the target Secrecy
Rate. It is interesting to note that for values of the Secrecy Rate above 3.5 bits per
second, the Taylor approximation gives an Outage Probability of 1, whereas the
original formula gives also very high values of Outage Probability. It is therefore a
common assumption, despite some minor error deviation present (especially for the
distance ratio scheme of dw=5dm) that for the given channel characteristics the Se-
crecy Rate should not exceed 3.5 bits per second otherwise the communication is
compromised in terms of information-theoretic security.

The error is quite small for realistic values of the Secrecy Rate. For Rs< 1 bit/s, the
mean error is below 1%. The curves confirm the correctness of our approach, while
demonstrating that the Taylor approximation is more linear and faster than the origi-
nal formula containing the exponential function.
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Table 1. Comparative Calculation of Outage Probability for n=2 and avg. SNR=10 dB

Rs dw=5dm dw=2dm dm =dw dm =2 dw
Exp. Taylor Exp. Taylor Exp. Taylor Exp. Taylor
0,011 0,039 0,039 0,202 0,202 0,502 0,502 0,801 0,801
0,5 0,092 0,093 0,291 0,292 0,603 0,603 0,856 0,856
1 0,162 0,167 0,397 0,4 0,698 0,7 0,9 0,9
1,5 0,252 0,266 0,512 0,521 0,782 0,787 0,932 0,934
2 0,361 0,397 0,630 0,65 0,852 0,86 0,956 0,956
2,51 0,488 0,564 0,74 0,779 0,906 0,92 0,973 0,977
3 0,624 0,773 0,835 0,9 0,945 0,967 0,985 0,991
3,5 0,755 1 0,906 1 0,971 1 0,992 1
4 0,864 1 0,955 1 0,987 1 0,997 1
4,51 0,940 1 0,983 1 0,995 1 0,999 1
5 0,980 1 0,995 1 0,998 1 0,999 1

Table 2. Mean Error (%) for the Taylor Approximation for n=2 and avg. SNR=10 dB

Rs (bits/s) dw=5dm dw=2dm dm=dw dm=2dw
O<Rs<5 10,47 3,31 0,96 0,25
O<Rs<3 8,35 2,73 0,81 0,21
O<Rs<1 1,21 0,34 0,10 0,02

| i [[=== dw=5dm ||
L — dw=2dm |
o | == drv=dw
" | dm=2dw |
0 ¥ s : - ) L L 1
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Fig. 1. Outage Probability versus Secrecy Rate for n=2 and avg. SNR=10 dB
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n=2, average main channel SNR=10 dB, Taylor Approximation of Exponential
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Fig. 2. Outage Probability versus Secrecy Rate for n=2 and avg. SNR=10 dB (Taylor approx.)
3.2 Error Calculation for “Bad” Channel Case

Table 3. Comparative Calculation of Outage Probability for n=3.8 and avg. SNR=0 dB

Rs dw =5dm dw =2 dm dm = dw dm =2 dw
Exp. Taylor Exp. Taylor Exp. Taylor Exp. Taylor
0,01f 0,009 0,009 0,074 0,074 0,505 0,505 0,934 0,934
0,51 0,341 0,416 0,400 0,468 0,726 0,757 0,968 0,972
1 0,634 1 0,678 1 0,877 1 0,987 1
1,5] 0,840 1 0,867 1 0,958 1 0,996 1
2 0,951 1 0,961 1 0,99 1 0,999 1
2,5 0991 1 0,993 1 0,998 1 0,999 1

Table 4. Mean Error (%) for the Taylor Approximation for n=3.8 and avg. SNR=0 dB

Rs (bits/s) dw=5dm| dw=2dm dm=dw dm=2dw
0<Rs<3 13,12 7,69 2,16 0,20

0<Rs<0,5 10,96 8,51 2,14 0,19
Rs=0.01 0 0 0 0
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n=3.8, average main channel SNR=0 dB

T
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Fig. 3. Outage Probability versus Secrecy Rate for n=3.8 and avg. SNR=0 dB
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Fig. 4. Outage Probability versus Secrecy Rate for n=3.8 and avg. SNR=0 dB (Taylor approx.)

4 Behavior of the Closed-Form Expression

We shall examine, for the two aforementioned channel cases, the behavior of the
Outage Secrecy Capacity that determines the threshold of secure communications for
the information-theoretic scheme:



10 T. Chrysikos, T. Dagiuklas, and S. Kotsopoulos
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Fig. 5. Outage Secrecy Capacity for n=2, avg. SNR=10 dB and various distance ratio schemes
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Fig. 6. Outage Secrecy Capacity for n=3.8, avg. SNR=0 dB and various distance ratio schemes

It can be observed that for n=2 and a main channel SNR=10 dB, the largest possi-
ble Secrecy Rate is smaller than 3.5 bits per second, whereas for an acceptable value
of Outage Probability the largest Secrecy Rate should not exceed 1.5 bits per second.
Of course the actual optimal value of the largest Secrecy Rate, namely the Outage
Secrecy Capacity, depends on the specific value of the distance ratio as well, thus
demonstrating the importance of the users’ location.

For n=3.8 and SNR=0 dB (main channel), the largest possible Secrecy Rate is well
below 1 bit per second, whereas for an acceptable value of Outage Probability, the
Secrecy Rate should not exceed 0.5 bits per second, again depending on the actual
user location in the topology in question.
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5 Conclusions

A closed-form expression for Outage Secrecy Capacity was provided in this work,
based on an approximation of the exponential function in the original formula of Out-
age Probability via Taylor series (first-order). The mean error was calculated for cer-
tain regions of the Secrecy Rate and the precision was evaluated as satisfactory for
realistic scenarios. Therefore the closed-form expression and the subsequent curves
are able to predict the behavior of the Outage Secrecy Capacity in reliable and practi-
cal manner.

The above curves provide an essentially significant standpoint for the precise esti-
mation of the required threshold for a given Outage Probability when the propagation
characteristics of the topology at hand and the location of the users therein play an
important role in the reliability of information-theoretic security schemes.
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Telecomunicaes, FhG Fokus, University of Patras, Thales, Telefonica, CeBit.
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