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Francisco José Monaco and Pedro Northon Nobile

University of São Paulo,
Department of Computer Systems, ICMC

Av. Trab. Saocarlense, 400, São Carlos, SP,
CEP 13560-970, Cx.Po 668, Brazil

monaco@icmc.usp.br

Abstract. When deployed as operational components of production
systems, novel computer services are supposed to respond synchronously
to real-world events associated to the business process they implement,
thereby needing to meet temporal constraints dictated by the dynamics
of the environment in which they operate. This elicits a real-time sys-
tem approach. One emerging concept to cope with such unpredictability
of large-scale distributed computer applications is the use of feedback
control principles. This paper introduces a feedback-based adaptive re-
source control algorithm for composite applications implementing real-
time business process. The study is based on recent achievements in the
field and ongoing progresses. A brief background on the field, the ratio-
nales of the proposed techniques and development results are presented.
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1 Introduction

Continuous technological advancements give rise to the dissemination of net-
worked computer systems throughout our physical environment. From personal
and house appliances like smartphones and digital assistants to mission-critical
systems such as vehicular equipment and medical instrumentation, distributed
computer application become commonplace in our ordinary routine. The more
the applications supported by those systems are integrated into the implementa-
tion of on-line services upon which we rely for daily activities, the more relevant
become their requisites of performance and dependability.

Unlike the asynchronous transactions characteristic of e-mail system, regular
file transfer and other conventional Internet applications, those novel computer
services are supposed to respond synchronously to real-world events associated
to the business process they implement, and therefore need to meet temporal
constraints dictated by the environment in which they operate. On this very
need lies, in turn, the concept of real-time systems, whose specification poses
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requirements on the expected response times, usually stated in the form of de-
lay upper bounds. In this extent, when deployed as operational components of
production systems, on-line services supporting security surveillance systems,
computer-supported collaborative tools, mobile context-aware applications and
even auctions management engines in an e-commerce system, to name a few
examples, follow into this category, inasmuch as they need to timely respond to
events that occur with respect to the natural (outer ambient) time, and thereby
fulfill temporal responsiveness constraints.

In this field, an important paradigm gaining relevance in the design of large-
scale distributed applications is that of service-oriented architecture (SOA).
Based on the composition of complex application out of independently devel-
oped, loosely coupled, component services, the SOA approach relies on the com-
bination of autonomous building blocks that interact to provide the desired
functionality. This is achieved though the coordination of individual services to
make up a composite service by means of asynchronous communication over an
agreed implementation-independent protocol.

Most of the classical theory on real-time systems, nonetheless, arises from the
domain of automation engineering, where the deterministic timing characteris-
tics of industrial processes have made it possible the development of analytical
techniques for the design and verification of mechanisms meant to operate under
strict constraints. Contrasts with this scenario that of the typical infrastructure
of todays interactive computer systems. The stochastic load patterns that ap-
plies to both the complex interactions of software and hardware resources in
the system host, and the time-varying routing conditions of the network con-
necting them, yield a poorly predictable environment. In addition, unlike the
typical periodic behavior of former automation systems, interactive computer
services are inherently driven by event-oriented dynamics. Synchronization and
fault-tolerance schemes in such asynchronous distributed systems become ex-
ceedingly more complex. As result, ensuring quality of service (QoS) in terms of
performance requisites is considerably difficult in SOA systems. The extension
of methodological and technical results from the real-time theory to address
the non-deterministic features of interactive services is a research-demanding
area [1].

The herein reported research work is aligned under this perspective focus-
ing on the challenges of novel QoS-aware service architectures with performance
requirements. This paper introduces a feedback-based adaptive resource control
algorithm for large-scale composite applications implementing real-time business
process. The study is based on recent achievements in the field and ongoing pro-
gresses. A brief background on the field, the rationales of the proposed techniques
and development results comprise the subject of the next sections.

2 Background

In an intuitive sense, providing quality of service means fulfilling application
requirements related to user-perceivable service effectiveness — being the user,
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in SOA context, either a human or a system component implementing another
service. A quality metric thus may be any performance or dependability pa-
rameter with meaningful value for the focused application such as throughput,
latency, reliability or security requirements. Therefore, while requisites of real-
time traffic for multimedia transmission on the Internet has been one major
demand for the development of new resource allocation techniques and routing
protocols for QoS provision at the network level, it is rather interesting that
in an integrated mechanism the upper layers of the architecture cooperate with
the policies implemented by the lower ones — an argument which has recently
attracted attentions as a key feature for the deployment of effective computer
services [2, 3, 4, 5].

2.1 Challenges in Real-Time SOA

Among different parameters through which QoS can be formulated, responsive-
ness is a key-metric for interactive systems which gains increasing importance
as the deployment of on-line services takes place in the control of business pro-
cesses supported by the network infrastructure. More than influencing subjec-
tive user experience, responsiveness becomes a critical parameter when we move
from time-independent data transfer to pervasive interactive applications. In
this scenario, methodologies for design and evaluation of QoS-aware SOA elicits
a real-time system approach.

An application designed with the assumption that any deadline miss implies
in a service failure is known as a hard real-time (hard-RT) system. Associated to
temporally non-deterministic infrastructures and workload conditions, however,
typical large-scale SOA implementations do not lend themselves to such hard
response-time requirements at a viable cost, unless under unrealistic worst-case
assumptions. On the other hand, if a limited fraction of deadline misses does not
imply in failure but, instead, in service degradation, the hard-RT specification
can be relaxed. Real-time systems that can tolerate sporadic deadline misses
have gained increasing importance in a context where the capability of meeting
temporal requirements is associated to the QoS concept.

For this class of applications, stochastic responsiveness constraints are not
only more technically and economically feasible, but also effectively meaningful
regarding the needs of a wide range of application.

2.2 Average Performance Guarantees

Concerning services with non-rigid real-time requisites, the conventional met-
ric to assess the delivered quality is the deadline miss ratio (DMR). In its
simplest form, the dependability requirement may be stated as a DMR upper
bound, which suffices to quantify the system reliability with respect to service
failure rate, as well as the efficiency (effective throughput) regarding reissued
requests (e.g. package retransmissions in a reliable communication mechanism).
It does not, however, measure the distribution of delays in time. For the cases
in which this is relevant (as in audio streaming of packet-switched networks),
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DMR has been extended to consider either fixed [6] or sliding windows [7]. The
(m, k) − firm [8], the skip factor [9] constraints comprise known examples. A
more elaborated alternative based on Markov chains has also been recently in-
troduced [10].

Those metrics are suited to firm real-time (firm-RT) systems, namely those
in which requests whose deadlines are missed become useless, and are thus dis-
carded (e.g. over-delayed live multimedia frames that should not be played if
overdue). On the other hand, if tardy requests have degraded — rather than
null — utility, and therefore should not be discarded, soft real-time (soft-RT)
constraints are said to apply. This is a plausible scenarios for real-time SOA
applications where, for a good consumer experience, the service delivering is ex-
pected to exhibit an upper-bounded average response time. It may sporadically
take longer than that, but not so frequently that costumers need to wait for too
long before being served. One subtle difference in this case is that consumers are
not “droppable”; they just queue up in a line and remain there for their turn.

For soft-RT systems, a service-level agreement (SLA) based on DMR, or even
windowed DMR, is not a key metric. Surely one wants to know how often unsat-
isfied clients will eventually timeout or give up from being served. Nonetheless,
even if no one declines the transaction, user-perceivable quality of service can
also be measured by how long costumers stand in the line.

An alternative metric which relates the service times to their occurrence fre-
quency into a single measure is the average response time (ART) [11]. As a
SLA parameter, the average response time (ART) can be meaningful in many
circumstances where constraints on aggregate performance metrics are relevant.
This is the case, for example, of an online soft-RT system with a finite buffer.
It may not be necessary that the service consume queued requests at a constant
rate implying in a hard-RT operation; in this case it suffices that the average
response time be upper-bounded by a value which prevent the buffer from being
emptied during the processes. This is valid for SOA systems whose semantic
of the operations in the real-time business process implies soft-RT constraints.
ART-based SLA models have been successful exploited in research works on SOA
QoS provision.

2.3 Feedback Scheduling

A substantial deal of work in the area of real-time systems has produced im-
portant theoretical results aimed at the analysis of temporally deterministic ap-
plications. Processes characterized by periodic dynamics — commonly present
in monitoring and control systems, as in industrial environment and vehicular
automation — have motivated the development of sound analytical approaches.
The treatment of event-driven (asynchronous) systems, where requests exhibit
non-deterministic inter-arrival and execution time, is otherwise considerably
more complex. Real-time resource allocation under non-deterministic dynamics
is admittedly challenging even with state-of-art techniques. Heuristic approaches,
instead, prevails in this domain.
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Alternatively, one concept that has been emerging in the field of real-time
computing is the Feedback Control notion, already establish in other areas of
Engineering. It grounds on the principle of self-adaptation by using the deviation
of the system’s output from the desired value as an input in such a way to force
the system output contrarily to the deviation itself. This called a negative closed
loop, as illustrated in Figure 1.
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Fig. 1. Feedback control loop

In the diagram, a block represents a generic function F (x(t)) that converts the
input signal x(t) into an output signal y(t). The controlled system is represented
by the block G; i and o denote the input and output respectively.

To set the output o at the desired value it is necessary to adjust the input
i accordingly. In open loop control, Figure 1 (a), this has to be accomplished
manually. If either some internal parameters of the system changes over time
(changing G to G′) or an external disturbance (d) affects the output, i must be re-
adjusted to compensate for those changes. In the closed loop approach, Figure 1
(b), the block H is a sensor which measures the system output o and produce
a corresponding signal s. By applying the control system a reference signal r
equivalent to that assumed by s when the output has the desired value, the
difference e = r−s is the ”error”, or the instant deviation between the reference
and the current output. This error signal is then inject into the controller block C
so as to produce the signal i = C(e), which is injected into the system G, forcing
the output to the desired value. To see that, it suffices to suppose that the both
controller and the sensor are proportional blocks C(x) = P.x and H(x) = Q.x, so
that i = P.e and s = Q.o. If the system is currently delivering the correct output,
than i must have the corresponding correct value. Any undesired increase in o,
due to either a change in G or an external disturbance, will cause s to increase
proportionally. This raise in s will, in turn, reflects into a decrease in e, since
r is a constant reference signal. The system input i is also reduced, having as
effect a corresponding decreasing in o. As it can be concluded, an increase in
o, in the negative closed loop, forces a decrease in o. Conversely, a decrease in
o, has the opposite effect. The system is always driven towards an output value
that corresponds to the reference signal, and is is thus much less susceptible to
both internal parameter variations and external disturbances. Functions other
than the bare proportional gain can be used as the controller block in order to
shape the system’s output as desired, and these include integrals and derivatives
of the error time-function.
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Control Theory has developed as a groundbreaking field in Engineering and
in some natural science branches, and counts on a rich collection of mathemati-
cal modeling tools to describe the behavior of dynamic systems in terms of how
they respond to different stimuli, and to verify stability, observability and con-
trolability properties. It offers an extensive background for the design of control
strategies applied to linear and non-linear systems.

The application of Control Theory in computer systems architectures for
either performance or dependability optimization is nevertheless recent, and
considerably less explored than in other domains. It has been employed, for
instance, for dynamical clusterization of parallel processors in resource par-
titioning problems, and for throughput shaping in congestion control mecha-
nisms. Feedback scheduling is considered a leading paradigm in real-time systems
field [12,13,14,15], specially in applications meant for non-deterministic environ-
ments. In this case, runtime automatic parameter-tuning capability represents
an advantageous alternative to the off-line presetting at design phase which may
be only possible under over-pessimistic worst-case assumptions.

In the context of large-scale service-oriented architectures, self-adaptation
constitutes an appealing concept. The simultaneous fulfillment of both the func-
tional requirements concerning the overall business logic and the non-functional
requirements concerning the QoS levels expected from the SOA system is a chal-
lenging goal in view of the stochastic dynamic of networked computer systems.
Automatic control is a theoretically-grounded, well-established technique to cope
with such unpredictability by means of closed-loop feedback, which has proven ef-
fective for building systems less susceptible to both outer and inner disturbances
in other fields of Engineering. The exploitation of control theory principles in the
design of self-adaptive QoS-aware SOA applications is a key approach towards
the fulfillment of non-functional requirements in large distributed systems.

2.4 Scheduling for ART-Constraints

One important element influencing the performance of interactive services is the
scheduler. In order to meet real-time constraints, appropriate scheduling policies
should be applied to conveniently manage resource allocation.

For a set of service classes, let the goal be that of ensuring that the average
response time calculated over a window of w past requests delivered to each sys-
tem client be upper-bounded by a value agreed on a per-class basis. Intuitively,
if one particular client is recurrently left aside in several consecutive scheduling
cycles, the effective ART offered to it will tend to increase. One sensible approach
is then to take the difference between both contracted and effective ART into
consideration while assigning priorities to the resource allocation.

Classic results from the real-time theory have produced well-known scheduling
algorithms [13], among which, the earliest deadline first (EDF) is an outstand-
ing contribution. EDF is an optimum scheduling discipline for non-preemptive
uniprocessors that assigns the highest priorities to the jobs with the shortest
deadlines. It might seem that this urgency-based heuristic is a straightforward
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solution for the highlighted problem, and that serving first those clients whose
contracts are closer to a violation is reasonable.

A more careful theoretical exam under the light of the control theory, nev-
ertheless, will clearly reveal that this is not the case. If the difference between
contracted and effective ART is injected into the system as a feedback signal,
and is the only factor influencing the scheduling decision, then this difference
(the error) will be minimized. This means that the contracts will be always on
the limit (a well-served client will be overlooked until it becomes bad served).

The exigency-based scheduling policy [16] is a newly proposed real-time schedul-
ing algorithm developed in the scope of a research project whose aim is to enable
the provision of absolute QoS guarantees in ART-constrained soft-RT systems.
EBS assigns the highest priorities to the jobs with the lowest product given by
Eq. (1)

P = D.C (1)

where D is the deadline and C is the expected execution time. Pondering the
urgency of a request with the execution time borrows the rationale of the shortest
job first algorithm. SJF prioritizes the jobs with lower processing times and is
known to minimize the average response time.

The EBS rationale is then to prioritize jobs with approaching deadlines but
only if they are not too time costly. Recent works have shown the property of
the EBS in delivering a fair balance of resource allocation proportional to the
demands imposed by each service class [16].

3 Adaptive Resource Scheduling

Figure 2 shows a feedback loop depicting the adaptive resource scheduling ar-
chitecture developed in this research work. The system input is the vector [µi]1n
representing the ART upper bounds µi, i = 1, 2....n specified by each of the n
clients. The output is the corresponding vector [mi]1n with the effective delivery
ARTs.

The workload is represented by a queue of pending requests, where each job
is parameterized by both the arrival time T and the cost C (execution time).

Fig. 2. The feedback loop of the adaptive resource allocation algorithm
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Vectors [Tj]1k and [Cj ]1k denote those two parameters, respectively, for all the k
jobs in the queue.

If the job j currently in the queue was issued by the client i, then Eq. 2
represents the ART constraint:

mi.w + T j + Dj

w
≤ µi (2)

The right side of the expression encompass the total service time client i has
experienced so far, plus the time the job has already spent in the queue, plus
the time it will still wait if not selected now. The condition says that the average
response effectively delivered should not be superior to the contracted value.

The maximum value Dj may assume in this inequation is the deadline for
execution of the job before the contract is violated. Eq 3 explicits this value:

Dj = (µi − mi).w − Tj (3)

Notice that Dj is a then a time-varying deadline that is valid in every scheduling
cycle and must be dynamically recalculated online.

Back to Figure 2, the EBS block receives the jobs’ deadline and processing
time and produces the priority vector. The block α represents the scheduler. It’s
function is to get the index h of the larges value in [Pj ]1k and then pick up the
corresponding job in the queue. The other output of this block is a vector [Hj ]1k
filled with zeros in all positions but h, where it holds the number 1.

The cost of the selected job is the input to the block β standing for the service,
which is expected to exhibit a response time tR.

The windowed upper-bounded ART constraint is depicted in the rightmost
large block. The new average response time of the served client should be recal-
culate. An efficient way to perform this step is to calculate the new ART at a
given instant from the ART at instant before by adding the value entering the
window and subtracting the value leaving it at the other end, w positions back,
as in Eq 4 :

mz =
mz ∗ w + tz − tz−w

m
(4)

Block δ is a FIFO of w positions which buffers incoming values of response time
and returns the oldest instance in the window. The difference between current
and last response time is multiplied by 1/w and summed up with the current
effective ART, for the served client, to produce the output.

The result of this feedback architecture is an adaptive resource allocation
which schedules the access to the service proportionally to the demands (effective
service level and workload) of each client at every moment.

4 Development Results

The graphics in Figure 3 show the results of a simulation experiment for a system
with two service classes A and B, between which the clients are distributed in
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Fig. 3. Simulation results for the proposed architecture

the proportion of 1 : 3. The system is modeled as standard queue of independent
jobs and a single non-preemptive processor.

The experiment was performed by means of a simulation program written
in SMPL [17] discrete-event simulation library, which implements several queue
scheduling algorithms.

A preliminary essay was run for a FIFO scheduler and the ART delivered to
the clients was plotted. The horizontal axis represents the instants at which the
service releases each job after having completely processed it, and the vertical
axis denotes the ART calculated up to that point within a 200-job window. The
graphic of Figure 3(a) refers to one client of class A, while that of Figure 3(b) is
for one client of class B1. The x-axis represent the time at which a request is re-
leased by the service after being completely processed, and the y-axis represents
the average response time calculated at that moment.

The QoS contract was then established so that A-class clients are supposed
to be assured an ART 40% below that provided by the FIFO scheduler, while
B-class clients’ ART upper bound is allowed to be 40% higher than that value.
The horizontal line marks the contract levels of each service class. As itcan
be inferred, EDF heuristic performed disappointingly bad. That is because the
scheduler directs all efforts to the clients whose contracts are near their limits,
leaving aside the well-served ones until they also eventually approach their ART
upper bound. The contracts are always at the limit and it is difficult to handle
the stochastic load variations.

In the same graphics it is possible to see the simulation results for a shortest
job first (SJF) scheduler. SJF prioritizes the jobs with lower processing times
and is known to minimize the average response time. It is superior to EDF in
this case but, unaware of any QoS contract, it performs equally good for both
classes. It assigns more priority than need to fulfill contract B at the expenses
of the more exigent contract A.

As it can be seen, out of the four essayed techniques, the proposed method
(curve EBS in the graphic) is the only one capable of fulfilling both contracts,

1 Service quality delivering is homogeneous for all the clients in a service class.
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and it does so because it is able to loose in performance for class B, in order
to decrease the effective ART delivery to class A. The constraint miss ratio cal-
culated for this simulation was 98% for both classes, while the other algorithms
achieved less than 40% for either A or B.

5 Conclusions

This paper introduces an adaptive resource control technique for QoS-aware
distributed systems with soft real-time requirements.

The proposed architecture is modeled as a feedback loop and its operation
rationales are explained. The research is motivated in the context of concur-
rent SOA implementing real-time business processes and investigates techniques
aimed at request scheduling in concurrent services. Results of simulation exper-
iments are used to discuss the properties of the algorithm with respect to the
balance of the service scheduling among clients proportionally to the workload
demands.

The present work explores the introduced formalization to describe recent
results on QoS provision for ART-constrained systems, which are applicable in
a wide varied of emerging network applications, specially those operating over
communication infrastructures with stochastic performance. The practical use
of the QoS model in the definition of novel SLA frameworks for network applica-
tions with responsiveness guarantees was addressed. It was also shown how the
presented model can be explored in the design of scheduling strategies for re-
source allocation in computing and communication applications. The introduced
adaptive resource scheduling architecture implements an efficient scheduling pol-
icy specially designed for ART-constrained real-time systems and represents an
effective possibility for novel QoS approaches, and new business models for In-
ternet service provision.

Related and ongoing works at the research group developing this work in-
clude and an extension of those results for heterogeneous multiprocessor sys-
tems, proposing a novel load balancing algorithm specially tailored for ART-
constrained applications [18]. Another work introduces an adaptive admission
control algorithm that protects the systems from overload by penalizing the
QoS delivered to each client proportionally to the generated workload. A related
project is devoted to the implementation of the proposed adaptive architec-
ture as an extension for the mainstream Apache Web server, aimed at enabling
service differentiation and performance guarantees in distributed Web architec-
tures and SOA systems. Future works shall address other workload models such
as heavy-tailed distributions and real-world.
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