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Abstract. This paper presents an analysis of a cryptographic security protocol 
that is designed for use in a mobile communication environment. The goal of 
the analysed protocol is to ensure secure end-to-end communication between 
two mobile users that are connected to different base stations. The analysis 
reveals a serious flaw in the used signature scheme of the security protocol. 
Exploitation of this flaw enables an intruder to use algebraic simplifications to 
forge signatures on arbitrary messages. Two attacks, which exploit this 
weakness, are detailed showing the impersonation of a mobile user and a base 
station, respectively. Corrections to the flawed protocol are proposed and 
analysed. It is established that the corrected protocol is secure against the 
presented attacks. 
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1   Introduction 

Wireless communications are driven by the need to provide network access for 
mobile computing devices. At the same time, the increase in available online services 
causes users to transmit more and more sensitive information. Security protocols are 
used to protect this sensitive information against many forms of attack. Basic security 
protocols allow agents to authenticate each other, to establish fresh session keys for 
confidential communication and to ensure the authenticity of data and services. 
Building on such basic security protocols more advanced services like non-
repudiation, electronic payment and electronic contract signing are achieved. 
However, the design of effective security protocols is a challenging problem and often 
weaknesses are discovered in published protocols [1], [2], [3]. Additionally, mobile 
communication systems have some unique difficulties, such as limited bandwidth, 
high latency and unstable connections. Further, mobile devices often have low 
computational and storage capacities. These difficulties seriously limit the choices of 
applicable techniques to provide suitable protection. Thus, many security protocols 
have been specially designed for mobile communications [4], [5], [6], [7], [8]. 
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This paper presents the analysis of the mobile end-to-end authentication and 
secrecy protocol proposed by Lee, Yang and Hwang [6]. This analysis ascertains a 
weakness in the employed signature scheme that allows an intruder to forge 
signatures on arbitrary messages. Two attacks are demonstrated that exploit this 
weakness and enable an intruder to successfully impersonate mobile users and base 
stations, respectively. Consequently, this also demonstrates that the protocol fails to 
achieve its goals of authentication and of privacy of the messages exchanged by the 
mobile users. Corrections to the flawed protocol are proposed that prevent these 
weaknesses and the immunity of the amended protocol against the presented attacks is 
established. 

2   The LYH Mobile End-to-End Authentication and Secrecy 
Protocol 

The security protocol proposed by Lee, Yang and Hwang [6] aims to provide secrecy 
and end-to-end authentication between two mobile users that are connected to 
different base stations. This protocol is divided into the following phases: 

 

Certification Phase: A trusted certification authority (CA) distributes signed 
certificates to all protocol participants: Each mobile user and base station will receive 
only its own certificate. As the certification authority is only involved in the 
certification phase, it can be considered an offline certification authority. 
 

Authentication Phase: During this phase, the two mobile users attempt to 
authenticate each other and to establish a secure common session key that is used in 
the subsequent communication phase. 
 

Communication Phase: The two mobile users use the established session key to 
communicate securely with each other.  

2.1   Certification Phase 

Initially, the CA chooses three publicly known parameters (p, q, g): p is a large 
randomly selected prime number, q is a large prime factor of p-1 and 

pmg qp mod/)1( −= , where m is an integer that satisfies 1 < m < p-1  

and pm qp mod/)1( − > 1. The CA then calculates its own public/private key pair 

(yCA,xCA), where xCA is a randomly chosen private key and yCA is the public key such 
that pgy CAx

CA mod= . Both xCA and yCA are members of GF(p)*. Then, each principal 

generates a public/private key pair with the corresponding properties and gives the 
public key as well as some proof of identity to the CA. The CA then creates the 
signed certificates (including certificate serial number, validity period, the identity 
(ID), the corresponding public key etc.) and issues them back to the owning principal. 
 
Validity of CA’s Signature. In general, a message signed by the CA consist of the 
triple (M, s, t), where M is the message itself, s is a random component of the 
signature and t is the message dependant component of the signature. The value s is 
calculated by formula (1), where r is a random number selected freshly for each 
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individual signature and h(.) is a 2m-bit iterated hash function that is based on a m-bit 
block cipher with 2m-bit key. If the underlying block cipher has no weakness, then 
the hash function can be expected to have ideal computational security against the 
five attacks: target attack, free-start target attack, collision attack, semi-free-start 
collision attack and free-start collision attack [9].  

pgs r mod=  (1) 

The message dependant component t of the signature is calculated according to 
formula (2) using the same value r and hash function h(.) as for s.  

qrxMhst CA mod)( 1−−−=  (2) 

Given a signed message (M, s, t), any principal can verify the validity of CA’s 
signature (s, t) by establishing that equation (3) holds. 

psy Mhts
CA mod1)( =+  (3) 

Assuming that (s, t) is a genuine signature, the calculation in (4) is performed to prove 
validity of the signature.  
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Fig. 1. LYH Protocol with Simplified Messages 
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2.2   Authentication Phase 

In the second phase of the protocol, two mobile users M1 and M2 aim to 
communicate privately and mutually authenticate each other. Figure 1 outlines the 
protocol with simplified messages (the detailed messages are presented below in 
Figures 2, 3 and 4). The protocol can be divided into three parts: The first part 
comprises of messages 1 and 2 and establishes communication between M1 and B1. 
The second part consists of messages 3 to 5 and establishes communication between 
B1 and B2. Finally, the third part includes messages 6, 7 and 8 and establishes 
communication between B2 and M2. 
 

Communication M1 to B1. The first set of messages establishes communication 
between the mobile user M1 and its base station B1 using the messages 1 and 2 as 
detailed in Figure 2.  
 

1. M1  B1: SETUP, CertM1 

2. B1  M1: CONNECT, CertB1, T1, pKy MBDHTfx
M

B mod))1,1(,1(
1

1−    

Fig. 2. Message exchange between the initiator M1 and the base station B1 

M1 sends a SETUP signal and his signed certificate CertM1 to base station B1. B1 
verifies the signature using equation (3). If the verification is successful, B1 sends to 
M1 the CONNECT signal together with B1’s signed certificate, CertB1, a time stamp 
T1 and ,mod))1,1(,1(

1
1 pKy MBDHTfx

M
B− where f(.) is a secure hash function and DH(B1,M1) 

is the Diffie-Hellman key [10] between M1 and B1. If the signature on the certificate 
is validated by equation (3) and the timestamp T1 is recent, M1 retrieves the session 
key K as demonstrated in equation (5). 

pKyyK MBDHTfx
M

MBDHTfx
B

BM mod))1,1(,1(
1

))1,1(,1(
1

11 −=  (5) 

 

Communication B1 to B2. In the second part, communication is established between 
the base stations B1 and B2 using messages 3, 4 and 5 as detailed in Figure 3. Base 
station B1 sends a SETUP signal and its certificate CertB1 to B2. Base station B2 
verifies the signature of B1's certificate using equation (3). 

On successful verification, B2 replies by sending a CONNECT signal and its 
certificate. If B1 validates B2’s certificate, then B1 sends a new timestamp, T2, along 
with pKy BBDHTfx

B
B mod))2,1(,2(

2
1−  to B2. 

 
3. B1  B2: SETUP, CertB1 
4. B2  B1: CONNECT, CertB2 
5. B1  B2: T2, pKy BBDHTfx

B
B mod))2,1(,2(

2
1−  

Fig. 3. Messages exchanged between the two base stations B1 and B2 

Upon receiving message 5 with a valid timestamp, B2 computes the session key K 
using equation (6). 
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Communication B2 to M1. In the third part, communication is established between 
the base station B2 and mobile user M2 using messages 6-8 as detailed in Figure 4. 

 
6. B2  M2: SETUP, CertB2 
7. M2  B2: CONNECT, CertM2 
8. B2  M2: T3, pKy MBDHTfx

M
B mod))2,2(,3(
2

2−    

Fig. 4. Messages exchanged between the responder M2 and the base station B2 

In the third step, B2 sends a SETUP signal to mobile user M2 along with his 
certificate CertB2. The mobile user verifies the certificate and sends its certificate along 
with the CONNECT signal to B2. The base station verifies M2’s certificate and sends a 
new timestamp T3 along with pKy MBDHTfx

M
B mod))2,2(,3(
2

2− to M2. The mobile user verifies 

the validity of the timestamp and computes the session K using equation (7). 
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2

22 −=  (7) 

At this stage, the mobile users M1 and M2 have established a common session key 
that can be used for private communications. 

3   Analyzing the LYH Protocol 

The authors of the protocol claim that their protocol correctly achieves its goals of 
authentication and secrecy [6]. Authentication is ensured by the validity of the 
certification authority’s signature on the public key certificates. To bind a public key 
to its owner, principals establish whether equation (3) holds, where M is replaced by 
CertX as detailed in equation (8). If this is true, then principals will accept that the key 
contained in the certificate belongs to the principal named in the certificate.  

 

psy xCerthts
CA mod1)( =+   (8) 

 

Binding principals’ IDs to their public keys is crucial for the establishment of the 
Diffie-Hellman keys, which are used in the distribution of the session key. However, 
in this paper it will be demonstrated that the employed signature scheme is not secure. 
It will be shown, that an intruder (also called attacker) can create seemingly correct 
and valid signatures on any arbitrary message. This is possible without the intruder 
knowing the Ca’s private key xCA. Thus, an intruder can forge the CA’s signature on 
any bogus certificate. Therefore, the security requirements of the protocol are not met.  

3.1   Forging Certificates for the LYH Protocol 

Consider any arbitrary message M and its signature (s,t) as defined by equations (1) 
and (2). A principal will consider this signature valid, if it satisfies equation (3). In 
order to forge CA’s signature on message M, the intruder needs to establish the pair 
(s, t) such that (M, s, t) satisfies equation (3). This can be achieved by selecting s 
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equal to CA’s public key yCA. This is equivalent to setting the random value r equal to 
CA’s private key xCA as shown in equation (9) and (10). Note, that it is not required 
for the attacker to know the value of xCA: To calculate t the attacker simply uses the 
value 1 for the factor )1( 11 == −−

CACACA xxrx and it follows that s is equal to CA’s public 

key yCA.  
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A principal that tries to establish the validity of the signature (s, t) on the message M 
attempts to ascertain if equation (3) holds by performing the calculations shown in 
(11). As demonstrated, the forged signature satisfies the equation and any principal 
will accept the forged signature as a legitimate signature of CA. Forging the signature 
of CA is possible, as the random number r in t appears only as a factor of a term 

containing 1−
CAx .  

 

ppypy

ppyy

psy

CA
qMhMh

CA

Mh
CA

qMhyy
CA

Mhts
CA

CACA

mod1modmod

mod1mod

mod1

0mod)()(

)(mod)(

)(

==

=

=

−

−−

+

 (11) 

 
The intruder can now easily create arbitrary certificates for malicious activities. As 
trust among principals is established through certificates, an intruder can create 
certificates to obtain illegitimate privileges. Below, two attacks are presented, in 
which it is assumed that the intruder has forged a certificates in the presented way to 
impersonate principals. 

3.2   An Attack to Impersonate a Mobile User 

The intruder chooses any private key xI from GF(p)* with its corresponding public 
key pgy Ix

I mod=  and creates a mobile-type certificate CertI that includes the 

chosen bogus public key yI and the identity of the mobile M1. The signature (sI,tI) for 
this bogus certificate is obtained as per equations (9) and (10), i.e. pys CA mod=  and 

qCerthyt ICAI mod)(−−= . Using this bogus certificate the attacker can initiate a 

protocol run as M1 to communicate with the mobile user M2 as shown in Figure 5. 
Neither the mobile user M2 nor any of the base stations B1 or B2 can detect that an 
illegal certificate is used. Note that the same bogus certificate could be used to take 
part in the protocol as responder. 

In this attack the intruder makes a request to base station B1. The certificate that is 
presented to the base station appears to be valid. Therefore, B1 is fooled into 
believing that the intruder is the legitimate mobile user M1. The base station follows 
the protocol faithfully and generates the session key K, which the intruder I receives 
in the second message. As the base station B1 used the bogus key in the forged  
 
 



284 R. Dojen, V. Pasca, and T. Coffey 

1. M1(I)  B1: SETUP, CertI 

2. B1  M1(I): CONNECT, CertB1, T1, pKy MBDHTfx
I

B mod))1,1(,1(1−  

3. B1  B2:      SETUP, CertB1 
4. B2  B1:      CONNECT, CertB2 
5. B1  B2:      T2, pKy BBDHTfx

B
B mod))2,1(,2(

2
1−  

6. B2  M2:     SETUP, CertB2 
7. M2  B2:     CONNECT, CertM2 
8. B2  M2:     T3, pKy MBDHTfx

M
B mod))2,2(,3(
2

2−  

Fig. 5. Attack to impersonate a mobile user 

certificate to protect the session key, the intruder is able to retrieve it. The base station  

 

B1 continues the protocol run with B2 and eventually the mobile user M2 receives the 
session key K. M2 believes that K is shared with a legitimate user when in fact it is 
shared with the illegitimate intruder. 

 

3.3   An Attack to Impersonate a Base Station 

In another scenario the attacker can forge the signature on a base station-like 
certificate and compromise the privacy of the communication between two mobile 
users. The attacker can pose as any of the base stations B1 or B2. When the identity of 
B1 is assumed, then the intruder is in fact generating the session key K. This attack, 
presented in Figure 6, assumes that the intruder selects a public/private key pair xI,yI, 
creates a base station-like certificate CertI and signs it as outlined in (9) and (10). CertI 
contains the selected public key and the identity of B1. Alternatively, the intruder can 
also masquerade as base station B2. In this case, both B1 and M2 are convinced to 
accept the intruder as a legitimate base station. As a result, the intruder is able to 
obtain the session key K generated by B1. In both variants of the attack, the intruder 
possesses the session key K and can listen on in the communication between the 
mobile users M1 and M2, whereas they believe that they share a secret session key 
known only to themselves and legitimate base stations. Consequently, the privacy of 
the messages exchanged by the mobile users is compromised. 

 
1. M1  B1(I): SETUP, CertM1 

2. B1(I)  M1: CONNECT, CertI, T1, pKy MBDHTfx
M

I mod))1,1(,1(
1

−  

3. B1  B2:      SETUP, CertI 
4. B2  B1:      CONNECT, CertB2 
5. B1  B2:      T2, pKy BBDHTfx

B
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6. B2  M2:      SETUP, CertB2 
7. M2  B2:      CONNECT, CertM2 
8. B2  M2:      T3, pKy MBDHTfx

M
B mod))2,2(,3(
2

2−  

Fig. 6. Attack to impersonate a base station 
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4   Fixing the LYH Protocol 

The previous section demonstrated that flaws in the signature scheme of the LYH 
protocol allow an attacker to use algebraic simplifications to impersonate mobile users 
or base stations. A secure signature scheme is required to avoid the presented attacks.  

One ad-hoc solution to avoid these attacks is to discard the signatures that can be 
generated by the intruder, i.e. to disallow any signature where s equals the 
certification authority’s public key yCA. While this prevents the attacks presented in 
this paper, the signature scheme would still be subject to other weaknesses [11]. Thus, 
we propose to employ the Elgamal signature scheme [12], which does not allow the 
algebraic simplifications required for the presented attacks. 

4.1   Using the Elgamal Signature Scheme in the LYH Protocol 

The Elgamal signature scheme uses the parameters (p, q, g) with the same properties 
as in the LYH scheme: p is a large prime number, q is a large prime factor of p-1 
and pmg qp mod/)1( −= , where m is an integer that satisfies 1 < m < p-1 and 

pm qp mod/)1( −  > 1. A certification authority CA selects its secret key xCA, the 

corresponding public key pgy CAx
CA mod= and generates a fresh random number r for 

each signature.  The signature on a message M is then given by the pair (s, t) where s 
and t are as defined in (12) and (13). If either s or t evaluates to 0 then the signature 
algorithm is restarted. 

qsxMhrt

pgs

CA

r

mod))((

mod
1 −=

=
−
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(13) 

 

Principals will accept a signature, if it satisfies equation (14). 

psyg ts
CA

Mh mod)( =  (14) 

The security of this signature scheme lies in the difficulty of solving the discrete 
logarithm problem and in the difficulty of finding collisions for the employed hash 
function h(.). 

4.2   Resistance of Fixed Protocol to the Presented Impersonation Attacks 

In the impersonation attacks presented in section 3 the intruder sets the value of s 
equal to the CA’s public key – thus, implicitly, setting the value of r to CA’s private 
key xCA without explicit knowledge of the value of xCA. In the Elgamal scheme, 1−r  is 
a factor of the two terms h(M) and (-xCAs). Thus, if s is chosen to be yCA – which 
implies that r is equal to xCA – then the second term reduces to -s. However, the 
attacker still needs to know the explicit value of r to calculate the first term )(1 Mhr − . 

However, this is equivalent to knowing CA’s private key xCA, which is a contradiction 
to the basic assumption that nobody other then CA knows CA’s private key. Simply 
choosing the values according to equations (9) and (10) also fails.  The calculations in 
(15) demonstrate that this will not satisfy equation (14). 
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5   Conclusions 

This paper analysed the LYH mobile end-to-end authentication and secrecy protocol. 
The analysis revealed a serious new flaw in the used signature scheme that allows an 
intruder to use algebraic simplifications to forge signatures. In particular, it was 
demonstrated how to forge the signature of the certification authority (CA). Further, 
two attacks were presented where an attacker can impersonate a mobile user and a 
base station, respectively. In both attacks, neither any honest mobile user nor base 
station can detect that a forged certificate has been used. In consequence, the LYH 
protocol fails to achieve is goals of authentication and secrecy.  

To avoid the presented attacks, modifications to the LYH protocol were proposed 
incorporating the use of the Elgamal signature scheme. It was further shown that the 
use of the Elgamal scheme protects the protocol against the presented attacks.  
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