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Abstract. As a countermeasure for eavesdroppers in wireless commu-
nications, a secret key agreement scheme using a variable directional
antenna called ESPAR antenna was developed. In this scheme, the pro-
cess of information reconciliation is necessary to correct the discrepancies
between the legitimate users’ keys. In this paper, we propose a new infor-
mation reconciliation protocol using the reliability of the raw keys. The
proposed information reconciliation protocol is a modified version of the
protocol used in quantum key distribution called Cascade. The results
of simulations show that the proposed protocol can correct errors with
less the number of disclosed bits and less the number of communications
than those of Cascade.

Keywords: key agreement, ESPAR antenna, information reconciliation,
Cascade.

1 Introduction

As wireless communications become increasingly pervasive, they are becoming
targets for attacks. Unfortunately, it is easy for an adversary to eavesdrop wire-
less communications because of the broadcast nature of wireless communications.
To establish secure communication links in wireless communications, two types
of cryptographic techniques, public-key cryptography and symmetric-key cryp-
tography, are generally used. In wireless LAN systems, the symmetric-key cryp-
tography such as AES [I] is used because of its high processing speed. However,
the symmetric-key cryptography has two operational issues: key distribution and
key management. Moreover, since cryptographic techniques used currently are
based on unproven assumptions regarding the hardness of computational prob-
lems, they would be broken if the assumptions were to be debunked.
Meanwhile, information-theoretic cryptography has been developing [2|Bl/4] as
a cryptographic technique for which security is proven even against an adversary
with unbounded computing power. There are several information-theoretically
secure cryptographic techniques such as one-time pad [2] and secret communi-
cations over a noisy channel [3,4]. To share one-time pad keys, an information-
theoretically secure key agreement scheme from correlated source outputs was
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proposed [BL[6]. Quantum key distribution [7] is also known as an information-
theoretically secure key agreement scheme.

Recently, novel techniques utilizing radio propagation characteristics for se-
cret key agreement have been developed [8|9L[TOLIT] as information-theoretically
secure key agreement. They exploit the reciprocity of radio propagation charac-
teristics, which provides similar radio propagation characteristics for two commu-
nicating terminals, while it is difficult for an eavesdropper at a different location
to obtain the similar characteristics because of the locality of the radio propa-
gation characteristics. This is a good approach to solve the issues of key distri-
bution and key management because they can provide a one-time key whenever
it is needed. In particular, a secret key agreement scheme using an electronically
steerable parasitic array radiator (ESPAR) antenna [I2] is more effective for en-
vironments where the fluctuation of the radio propagation characteristics is slow
such as indoor wireless LAN environments [9].

In the secret key agreement scheme using the ESPAR antenna, secret keys are
generated based on received signal strength indicator (RSSI) profiles measured
by two legitimate users. The generated raw keys, however, may contain some
errors (the discrepancies between the legitimate users’ keys), which are caused by
the noise and other effects at the receivers. In this situation, the legitimate users
need to eliminate or correct the errors by public discussion, while the amount of
the information revealed in the public discussion to eliminate or correct errors
is as little as possible. This process is called information reconciliation. So far,
various information reconciliation protocols have been proposed [7,9T3]14L15].
Among them, Cascade [13] is representative one and is widely used in quantum
key distribution because of its high performance being close to the theoretical
limit on the number of exchanged bits.

In this paper, we propose a modified version of Cascade using the reliability
of the keys in which RSSI information is used as the reliability to correct errors
effectively. We carry out numerical simulations, and the results of the simulations
show that our information reconciliation protocol is suitable for the secret key
agreement scheme using the ESPAR antenna.

2 Secret Key Agreement Scheme Using ESPAR Antenna

In this section, we recall the secret key agreement scheme using the ESPAR an-
tenna [9]. The assumed conditions are as follows. There are two legitimate users,
an access point (AP) equipped with an ESPAR antenna and an user terminal
(UT) equipped with an omni-directional antenna. There is also an eavesdropper
equipped with an omni-directional antenna. AP and UT can communicate with
an identical frequency by using a method such as time division duplex (TDD).

Figure [Il shows the procedure of the secret key agreement scheme. The pro-
cedure consists of three steps: (1) randomness sharing, (2) information recon-
ciliation, (3) privacy amplification. In the randomness sharing, AP and UT
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Fig. 1. Procedure of secret key agreement scheme using ESPAR antenna

generate key candidates from their RSSI profiles. Firstly, one terminal transmits
one packet and the other measure RSSI alternately, where the beam pattern of
the ESPAR antenna is fixed. Then, the beam pattern of the ESPAR antenna
is switched randomly by changing the reactance values of the ESPAR antenna.
This process is repeated until the sufficient length of RSSI profiles is obtained.
After measuring the RSSI profiles, AP and UT binarize their RSSI profiles in
order to generate key candidates, where the median of each RSSI profile is used
as the threshold for binarization.

In the information reconciliation, AP and UT correct the discrepancies be-
tween their key candidates by public discussion. To eliminate the errors, AP and
UT remove RSSIs around the threshold, where the positions to be removed are
sent over a public channel because such the RSSIs are susceptible to the noise.
Furthermore, the remaining errors are corrected based on the syndromes of the
key candidates by applying error correcting techniques, where the syndrome of
UT is sent over the public channel. To minimize the amount of the information
leaked to the eavesdropper, AP and UT estimate the bit error rate of the key
candidates by generating and disclosing dummy keys [16], and they set appro-
priate parameters of the information reconciliation protocol such as the length
of elimination and an error correcting code.

In the privacy amplification, AP and UT generate a secure secret key from
the identical key candidates by diminishing the partial information leaked to the
eavesdropper. The privacy amplification can be realized by using universal hash
functions [I7]. Thus, AP and UT share an identical secure secret key.
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3 Cascade Protocol

In this section, we recall Cascade protocol [13]. The conventional information rec-
onciliation protocol using error correcting codes [9] may introduce additional er-
rors if the number of errors is greater than the error correcting capability, and the
reconciliation fails. In contrast, Cascade never introduces additional errors, and
the number of errors decreases exponentially by iteratively applying Cascade.

Before describing the algorithm of Cascade, we explain BINARY, which plays
the role in detecting and correcting the discrepancies of the legitimate users’ keys
in Cascade. An example of BINARY is shown in Fig. 2l When the legitimate
users’ keys have an odd number of errors, AP and UT perform an interactive
binary search to find and correct an error in the following manner.

Key data
[[o[t]o[t[o[11] [1JoJo[o[1]1]1]o]
Parit — —
arty — 0 Send o Compare 4
[1[o[1]o] [1[o[o]o]
e Send Compar;(_,
1 1 1
] o]
1 Send 1 Compare
o
l l Correct
E : Discrepancy bit i

Fig. 2. Example of BINARY

BINARY:

1. AP and UT calculate the parity of the first half of their key candidates.

AP sends UT the calculated parity.

3. UT determines whether an odd number of errors occurred in the first half
or in the last half by comparing the parity of UT to that of AP.

4. The steps 1~3 are repeatedly applied to the half block determined in the
step 3 until one error is found. Finally, the found error is corrected.

[\

Let us now describe the algorithm of Cascade. Cascade proceeds in several
passes. The number of passes is determined by the legitimate users before exe-
cution. AP and UT perform Cascade in the following manner.
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Cascade:

1. AP and UT permute their key candidates in random order.

2. In the pass i, AP and UT divide the permuted key candidates into blocks of
k; bits and calculate the parities of all the blocks.

3. AP sends the parities of all AP’s blocks to UT.

4. By using BINARY, UT corrects an error in each block whose parity differs
from that of AP’s corresponding block. At this point, the blocks of AP and
UT in the pass ¢ have an even number of errors.

5. In the pass i (> 1), let | be the position of the bit corrected at the step 4.
AP and UT find that the blocks including ! in the passes 1 ~ i — 1 have an
odd number of errors. Let A be the set of the blocks including I.

6. AP and UT choose the smallest block in A and use BINARY to find and
correct another error.

7. Let I’ be the position of the bit corrected at the step 6 and B be the set of

the blocks including I’ in the passes 1 ~ 4. AP and UT find that the blocks

of the set (BU .A)\(BN.A) have an odd number of errors.

AP and UT update the set A according to A «— (BU A)\(BN A).

9. The steps 6~8 are repeatedly applied until A = ), at which the pass ¢ ends.
At the end of the pass 7, each block in the passes 1 ~ i has an even number
of errors (perhaps zero).

*

In Cascade, almost all errors are corrected until the end of the pass 2 when
the appropriate block length is set in each pass [I§]. The block lengths k; of
the pass 1 and ko of the pass 2 minimizing the number of disclosed bits are as

follows:
41In2
o[

3pe

41n2
ko = ) 2
=[] )
where p. denotes the bit error rate of the keys. In the case of k; (i > 3), the
block lengths have not been optimized. The original Cascade [13] sets k; (i > 3)

as follows:

ki = 2ki_y (i > 3). (3)

In practice, we estimate the bit error rate p, by using dummy keys and set the
block lengths according to Eqgs. (@) ~ @)).

4 Cascade Using Reliability

In this section, we propose a modified version of Cascade using the reliability of
the keys, which is suitable for the secret key agreement scheme using the ESPAR,
antenna. When we apply the conventional Cascade to the secret key agreement
using the ESPAR antenna, BINARY is not the best method to search and correct
errors because BINARY searches errors with binary search using only binary
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key data and does not utilize RSSI information. Let K, and K, be the random
variables of AP’s key and UT’s key, respectively. In this case, the conventional
Cascade is considered hard-decision information reconciliation, and therefore AP
and UT need to exchange at least

Min = NH (K| Ky) = nH (Ky|Ko) (4)
of information on average for their reconciliation by the Slepian-Wolf theorem
[19], where n and H(A|B) denote the key length and the conditional entropy of
A given B, respectively.

In the proposed protocol, BINARY is replaced with error correction using
the reliability of the keys in which we utilize RSSI information as the reliability
measure to search errors effectively. Let R, and R, be the random variables
of AP’s RSSI and UT’s RSSI, respectively. In this case, the proposed protocol
is considered soft-decision information reconciliation, and therefore AP and UT
need to exchange at least

nigh = nH (K. Ky, Ry)
=nH(K:|R,) (. H(KyR,)=0)
=nH(K,|R,;)
< mpd! (5)

of information on average for their reconciliation. Equation (Bl shows that we can
correct errors with less the number of disclosed bits by utilizing RSSI information
than that of the conventional Cascade.

Before describing the algorithm of the error correction using the reliability, we
define the reliability of the keys by taking into account a feature of key candidate
generated from RSSI profile. Figure [ shows examples of the bit error rate with
regard to each bit of key candidates of 1024 bit sorted in ascending order of RSSI
when SNR (Signal to Noise Ratio) is 20 dB and 30 dB. It can be seen from this
figure that the bit error rate of key bits near the threshold of binarization, i.e.
the median, is higher because key bits near the threshold are more susceptible
to the noise. This figure allows us to conclude that key bits near the threshold
of binarization have lower reliability. By taking into account the fact, we define
the reliability «; of the i th key bit as

a; = |r; — enl, (6)

where r; and 7, denote the ¢ th measured RSSI and the threshold of binarization,
respectively.

Having defined the reliability, we will now explain the algorithm of the error
correction using the reliability. An example of the error correction using the
reliability is shown in Fig. [l When the legitimate users’ keys have an odd number
of errors, AP and UT perform an interactive reliability-based search to find and
correct an error in the following manner.
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Fig. 4. Example of error correction using reliability in proposed protocol

Error correction using reliability:

1. AP sends the least reliable bit among

the undisclosed bits to UT.

2. UT compares the bit sent by AP to the corresponding bit of UT. If the
compared bits are different, UT corrects the error. If the compared bits are
equal, UT sends the least reliable bit among the undisclosed bits to AP.
AP compares the bit sent by UT to the corresponding bit of AP. If the
compared bits are different, AP corrects the error. If the compared bits are
equal, AP sends the least reliable bit among the undisclosed bits to UT.

4. The steps 2~3 are repeatedly applied until one error is corrected.
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5 Simulation Setting

5.1 System Model

We developed test equipment using ZigBee™ [20], which conforms to
IEEE802.15.4, of the secret key agreement scheme using the ESPAR, antenna [9].
Therefore, we carry out numerical simulations assuming a model of IEEE802.15.4
to evaluate the performance of the proposed protocol. There are AP equipped
with an ESPAR antenna and UT equipped with an omni-directional antenna.
We assume that the eavesdropper is a passive attacker, i.e. she only listens to
communications between AP and UT and does not interfere into them.

5.2 Simulation Model

Figure [ shows the environment of the simulation. There are AP and UT in
the same room enclosed by concrete walls on four sides in which there are no
reflecting and scattering objects. The size of the room is 10 m x 8 m. Throughout
the simulation, the position of AP is fixed to the center of the room, (0.0 m, 0.0
m), and the position of UT is fixed to (3.0 m, 2.0 m).

The parameters of the simulation are specified in Table[Il AP uses a 7-elements
ESPAR antenna. The reactance vector of the ESPAR antenna is set randomly
at every RSSI measurement. The carrier frequency is set to 2.480 GHz. The
ray-tracing technique [21] is used to generate the propagation channel charac-
teristics considering the effect of difference in receive levels and phases between
the terminals. To simplify the calculation, we assume a 2-dimentional model of
indoor environment neglecting the effect of the floor and the ceiling. We take
into account up to 6 times reflections by the walls. The key length is set to
1024 bit. We perform information reconciliation only by using Cascade or the
proposed protocol without other information reconciliation protocols such as the

Concrete wall ¥

uT

o)
(30m,20m)

AP@ X
©0m,00m

I 10 m 1

Fig. 5. Simulation environment
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Table 1. Parameters of the simulations

Room size 8m x 10 m
Positions AP: (0.0 m, 0.0 m)
UT: (3.0 m, 2.0 m)
Antennas AP: T-elements ESPAR antenna
UT: omni-directional antenna
Carrier frequency 2.480 GHz
Channel model 2D Ray-tracing

Reflection: up to 6 times
Vertical polarization

Wall material Concrete

(er = 6.76, 0 = 0.0023 S/m, p, = 1)
Reactance vector Random
Key length 1024 bit

Information reconciliation Cascade or proposed protocol

reconciliation protocol using error correcting codes. In Cascade and the proposed
protocol, we assume the bit error rate of keys are known, and hence the block
length of each pass is optimized according to Egs. (M) ~ @).

6 Simulation Results

In this section, we show the comparisons of performance between the proposed
protocol and Cascade when SNR varies.

6.1 The Number of Disclosed Bits

Figure [ shows the number of disclosed bits in information reconciliation until
the discrepancies of the legitimate users’ keys are completely corrected. In this
figure, we also indicate the theoretical limit calculated from Eqs. {@) and (H).
From this figure, we observe that by using the proposed protocol, we can decrease
the number of disclosed bits at all values of SNR and can achieve performance being
close to the theoretical limit of soft-decision information reconciliation.

6.2 The Number of Communications

We consider the number of communications in information reconciliation. We
defined the number of communications as the number of times a protocol dis-
closes parities or key bits until the discrepancies of the legitimate users’ keys
are completely corrected. Figure [ shows the number of communications in in-
formation reconciliation. It can be seen from the figure that when SNR is more
than 10 dB, the proposed protocol can correct the discrepancies with less the
number of communications than that of Cascade. The reason why the number of
communications around SNR of 0 dB is fewer is because the block length around
SNR of 0 dB is so short (probably 2 bits) that the discrepancies of the keys can
be corrected with a few number of communications.
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6.3 The Efficiency of Protocol

We consider the efficiency of a protocol [I5] which indicate how close the protocol
is to the theoretical limit. The efficiency of Cascade is defined as follows:

H(Kw) _ nflcvhard

Chard _
H(K;) — H(Kq|Ky)

<1 (7)

where CP*? denotes the number of disclosed bits in Cascade. On the other hand,
the efficiency of the proposed protocol is defined as follows:

_ oy —1vsoft
H(K,)—n"'C <1 (8)

Csoft —
H(K,) = H(Kq|Ry) ~

where C%f* denotes the number of disclosed bits in the proposed protocol. Note
that the denominators of Egs. (@) and (8) are different because Cascade is
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hard-decision reconciliation protocol, while the proposed protocol is soft-decision
reconciliation protocol.

Figure [§ shows the efficiency of Cascade and the proposed protocol calculated
by Egs. (@) and (). The efficiency of the proposed protocol is almost identical
with that of Cascade. In SNRs above 20 dB, the both achieve efficiency over 0.95.
From this result, we can say that the proposed protocol successfully utilizes RSSI
information.

7 Conclusion

In this paper, we propose a new information reconciliation protocol using the
reliability of the keys for the secret key agreement scheme using the ESPAR
antenna. The proposed information reconciliation protocol is a modified version
of Cascade protocol utilizing RSSI as the reliability, which is suitable for the
secret key agreement scheme using the ESPAR antenna. As the results of the
simulations, we can conclude that the proposed protocol can correct errors with
less the number of disclosed bits and less the number of communications than
those of Cascade.

References

1. Daemen, V.R.J.: The Design of Rijndael: AES—The Advanced Encryption Stan-
dard. Springer, Heidelberg (2002)

2. Shannon, C.E.: Communication theory of secrecy systems. Bell syst. Tech. J. 28,
656-715 (1949)

3. Wyner, A.D.: The wire-tap channel. Bell syst. Tech. J. 54(8), 1355-1387 (1975)

4. Csiszar, 1., Korner, J.: Broadcast channels with confidential messages. IEEE Trans.
Inform. Theory 24(3), 339-348 (1978)

5. Maurer, U.M.: Secret key agreement by public discussion from common informa-
tion. IEEE Trans. Inform. Theory 39(3), 733-742 (1993)



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

Information Reconciliation Using Reliability in Secret Key 159

. Ahlswede, R., Csiszdr, I.. Common randomness in information theory and

cryptography—Part I: Secret sharing. IEEE Trans. Inform. Theory 39(4), 1121-
1132 (1993)

. Bennett, C.H., Bessette, F., Brassard, G., Salvail, L., Smolin, J.: Experimental

quantum cryptography. J. Cryptology 5(1), 3-28 (1992)

. Hershey, J.E., Hassan, A.A., Yarlagadda, R.: Unconventional cryptographic keying

variable management. IEEE Trans. Commun. 43(1), 3-6 (1995)

. Aono, T., Higuchi, K., Ohira, T., Komiyama, B., Sasaoka, H.: Wireless secret

key generation exploiting reactance-domain scalar response of multipath fading
channels. IEEE Trans. Antennas and Propagation 53(11), 3776-3784 (2005)
Wilson, R., Tse, D., Scholtz, R.: Channel identification: secret sharing using reci-
procity in UWB channels. IEEE Trans. Inform. Forensics and Security 2(3), 364—
375 (2007)

Bloch, M., Barros, J., Rodrigues, M., McLaughlin, S.: Wireless information-
theoretic security. IEEE Trans. Inform. Forensics and Security 54(6), 2515-2534
(2008)

Kawakami, H., Ohira, T.: Electrically steerable passive array radiator (ESPAR)
antennas. IEEE Antennas and Propagation Magazine 47(2), 43-50 (2005)
Brassard, G., Salvail, L.: Secret key reconciliation by public discussion. In: Helle-
seth, T. (ed.) EUROCRYPT 1993. LNCS, vol. 765, pp. 410-423. Springer, Heidel-
berg (1994)

Buttler, W.T., Lamoreaux, S.K., Torgerson, J.R., Nickel, G.H., Donahue, C.H.,
Peterson, C.G.: Fast, efficient error reconciliation for quantum cryptography. Phys.
Rev. A. 67(5), 052303 (2003)

Bloch, M., Thangaraj, A., McLaughlin, S., Merolla, J.: LDPC-based gaussian key
reconciliation. In: 2006 IEEE Inform. Theory Workshop (ITW 2006), Punta del
Este, Uruguay, pp. 116-120 (2006)

Imai, H., Kobara, K., Morozov, K.: On the possibility of key agreement using
variable directional antenna. In: 1st Joint Workshop on Inform. Security (JWIS
2006), Seoul, Korea, pp. 153-167 (2006)

Bennett, C., Brassard, G., Crépeau, C., Maurer, U.M.: Generalized privacy ampli-
fication. IEEE Trans. Inform. Theory 41(6), 1915-1923 (1995)

Sugimoto, T., Yamazaki, K.: A study on secret key reconciliation protocol “Cas-
cade”. IEICE Trans. Fundamentals E83-A(10), 1987-1991 (2000)

Slepian, D.; Wolf, J.: Noiseless coding of correlated information sources. IEEE
Trans. Inform. Theory 19(4), 471-480 (1973)

ZigBee Alliance, http://www.zigbee.org/

Goldsmith, A.: Wireless communications. Cambridge University Press, Cambridge
(2005)


http://www.zigbee.org/

	Information Reconciliation Using Reliabilityin Secret Key Agreement Schemewith ESPAR Antenna
	Introduction
	Secret Key Agreement Scheme Using ESPAR Antenna
	Cascade Protocol
	Cascade Using Reliability
	Simulation Setting
	System Model
	Simulation Model

	Simulation Results
	The Number of Disclosed Bits
	The Number of Communications
	The Efficiency of Protocol

	Conclusion



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




