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Abstract. In this paper, we propose an eﬃcient authentication protocol with conditional privacy preservation for secure vehicular communications. The proposed protocol follows the system model to issue on-the-ﬂy
anonymous public key certiﬁcates to vehicles by road-side units. In order to design an eﬃcient message authentication protocol, we consider a
key-insulated signature scheme for certifying anonymous public keys of
vehicles to such a system model. We demonstrate experimental results
to conﬁrm that the proposed protocol has better performance than other
protocols based on group signature schemes.
Keywords: vehicular network, security, anonymous, authentication, keyinsulated signature.

1

Introduction

As vehicular communications bring the promise of improved road safety and
optimized road traﬃc through cooperative systems applications, vehicular ad hoc
networks(VANET) have received a great deal of attention from both academia
and industry. Considering the useful applications in VANET, a prerequisite for
the successful deployment of VANET is to make vehicular communications secure
ﬁrst of all [6][8].
For example, it is essential to make sure that life-critical information cannot
be illegally inserted or modiﬁed by an attacker in safety applications, and it
should also protect the privacy of the drivers and passengers as far as possible.
Therefore, it becomes fundamental requirement to provide anonymous message
authentication for secure vehicular communications. Moreover, there is a common need for a security infrastructure for establishing mutual trust and enabling
cryptographic schemes. The security infrastructure includes all technical and organizational measures and facilities needed to provide for the security goals.
Raya et al. [7] proposed some building blocks for secure vehicular communication. As a straightforward solution in their protocol, each vehicle possesses a
set of anonymous keys to sign a message and these keys are periodically changed
to avoid being tracked. However, it has some critical disadvantages; it requires
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a large number of anonymous public key certiﬁcates, and hence less eﬃcient in
storage costs. Moreover, it requires a long revocation list and a long time to
update the certiﬁcate revocation list due to the large number of public keys.
Lin et al. [3] proposed a secure and privacy preservation protocol using group
signature scheme, named GSIS, to resolve the requirement of a large number
of public key certiﬁcates. In their work, vehicles possess only their own group
signing key issued by a trusted group manager, and each vehicle signs a message
by using group signature scheme to be authenticated as a legitimate sender of
the message. However, although it does not require a large storage space, the
time for message veriﬁcation accompanied with revocation check grows linearly
with the number of revoked vehicles, and hence less eﬃcient in computational
cost.
Lu et al. [4] proposed a system model for eﬃcient privacy preservation protocol, named ECPP, which also uses a group signature scheme. Compared with
the GSIS, instead of using group signature scheme for anonymous message authentication, each RSU(Road Side Unit), on vehicle’s request, issues on-the-ﬂy
short-time anonymous public key certiﬁcate to the requesting vehicle by using
group signature scheme. Since the RSU checks the validity of the requesting
vehicles during the short-time anonymous public key certiﬁcate issuance protocol, such revocation check by vehicle itself of GSIS is not required. Therefore,
message veriﬁcation is more eﬃcient than GSIS.
It is evident that Lu et al., in ECPP, introduced a somewhat reasonable
system model for implementing a practical short-time anonymous public key
certiﬁcates management in VANET. However, although eﬃcient group signature
schemes have been proposed in cryptographic literatures, group signature itself
is still a rather much time consuming operation. Hence, in our opinion, keyinsulated signature(KIS) [2] scheme may be an alternative solution suitable for
this network architecture.
Based on these observation, in this paper, we propose an eﬃcient anonymous
authentication protocol(EA2 P) in VANET. Our system model and roles of each
entity on VANET are similar to ECPP’s. However, we consider the KIS scheme to
our system model as our cryptographic building blocks to issue on-the-ﬂy shorttime anonymous public key certiﬁcates by RSUs. We demonstrate experimental
results to conﬁrm that our protocol has better performance than other protocols
based on group signature schemes.
The rest of this paper is organized as follows: We describe our system architecture in Section 2, and we propose our protocols in Section 3. We analyze the
performance of our protocol as comparing with ECPP in Section 4, and conclude
in Section 5.

2

System Model

Because safety applications on VANET are in the beginnings and the primary
VANET’s goal is to increase road safety, we also consider a simple public safety
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Fig. 1. Vehicular network model

message application using IEEE 802.11p incorporated with DSRC [9]. As shown
in Figure 1, vehicular network consists of three entities and each entity has the
following roles.
TA: TA(Trusted Authority), such as Governmental Transportation Authority,
is in charge of the registration of RSUs deployed on the road side and OBUs
equipped on the vehicles. The TA can reveal the real identity of a message originator by incorporating with its subordinate RSUs when a disputed
situation is occurred.
RSU: RSUs are controlled by the TA and responsible for issuing short-time
anonymous public key certiﬁcates to OBUs by using KIS scheme. RSUs do
not disclose any inner information without the authorization of the TA.
OBU: The OBUs are installed on the moving vehicles. They mainly communicate with each other for sharing local traﬃc information, and with RSUs for
requesting the short-time anonymous public key certiﬁcate.

3

Proposed Protocol: EA2 P

We apply the key-insulated signature scheme [5] and key agreement scheme
based on bilinear pairings [1] to our short-time anonymous public key certiﬁcate
issuance protocol. Table 1 shows the notations used in our EA2 P.
3.1

System Initialization

TA chooses random numbers s0 , x, x ∈ Zq∗ and sets s0 and x0 = x − x as the
master secrets for ID-based private key extraction and key-insulated signing key

extraction, respectively. TA calculates y0 = g2s0 , y1 = g1x0 and y1 = g1x , and then

publishes system parameters G1 , G2 , GT , q, g1 , g2 , ê, y0 , y1 , y1 , H1 , H2 , H3 .
Here, y1 , y1  is the public KIS veriﬁcation key to be used for checking shorttime anonymous public key certiﬁcate. TA issues ID-based private keys and KIS
signing keys according to the initial registration process of Figure 2. We assume
that those keys are distributed through out-of-band channel.
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Table 1. Notations for EA2 P
Notation
G1 , G2 , GT
ê : G1 × G2 → GT
g1 ∈ G1 , g2 ∈ G2
KT A
P IDi
RSUj
OBUi
oki , rkj ∈ G1
kkj ∈ G1
ski , pki
Certi
EncK (), DecK ()
M ACK
H1 : {0, 1}∗ → G1
H2 : G1 × {0, 1}∗ → Zq∗
H3 : G31 × {0, 1}∗ → Zq∗

Description
cyclic groups of the same prime order q.
bilinear map from G1 × G2 to GT .
generators of G1 and G2 .
TA’s secret key for message encryption.
pseudo-id for a real vehicle identity V IDi .
identity of an RSU.
on-board unit of a vehicle V IDi .
ID-based private keys for OBUi and RSUj respectively.
RSUj ’s secret KIS signing key.
OBUi ’s short-time private/public key pair.
short-time anonymous public key certiﬁcate for pki .
encryption and decryption under the key K.
message authentication code using the key K.
cryptographic one-way hash functions.

1. for OBUi :
(a) compute P IDi = EncKT A (V IDi ).
(b) set oki = H1 (P IDi )s0 as V IDi ’s ID-based private key for P IDi .
(c) issue oki  to OBUi .
2. for RSUj :
(a) set rkj = H1 (RSUj )s0 as RSUj ’s ID-based private key.
r
(b) choose rj ∈ Zq∗ and compute vj = g1j and cj = H2 (vj , T ), where T is time
period.
(c) calculate xj = cj rj + x0 (mod q).
(d) set kkj = xj + x (mod q) as secret signing key.
(e) store RSUj , vj .
(f) issue rkj , kkj , vj  to RSUi .
Fig. 2. Initial registration and key issuance of the TA

3.2

Short-Time Anonymous Public Key Certiﬁcate Issuance

Instead of having a large number of pre-issued short-time anonymous public
key certiﬁcates, each OBUi can request a Certi to the RSUj within OBUi ’s
communication range when the OBUi is necessary to renew its anonymous public
key. Figure 3 shows the certiﬁcate issuance protocol.
The detailed protocol steps are described as follows.
1. When OBUi with pseudo-id P IDi requests a Certi to RSUj , they should
authenticate each other to determine whether the OBUi can provide the
RSUj with its P IDi , and to convince the given RIDj and P IDi are valid.

Eﬃcient Anonymous Authentication Protocol
OBUi
1. a ∈ Zq∗ , g2a , φi = H1 (P IDi ).
2.

3. k = ê(oki , g2b ) · ê(φaj , y0 ).
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RSUj
req1 : g2a , φi
−−−−−−−−−−−−→
b ∈ Zq∗ , g2b , φj = H1 (RSUj ).
k = ê(φbi , y0 ) · ê(rkj , g2a ).
πj = M ACk (RSUj , φi , φj , g2a , g2b ).
res1 : φj , g2b , πj
←−−−−−−−−−−−−−

?

check πj = M ACk (RSUj , φi , φj ,
g2a , g2b ).
choose ski , pki , ti .
Ci = Enck (P IDi , pki , ti ).
πi = M ACk (P IDi , RSUj , φi , φj ,
g2a , g2b , pki , ti ).
4.

req2 : Ci , πi .
−−−−−−−−−−−−→
P IDi , pki , ti  = Deck (Ci ).
?

check πi = M ACk (P IDi , RSUj ,
φi , φj , g2a , g2b , pki , ti ).
u
uj ∈ Zq∗ , wj = g1 j .
zj = H3 (vj , wj , pki , ti ).
σj = uj zj + kkj (mod q).
Certi = pki , ti , σj , zj , vj .
store P IDi , Certi .
res2 : Certi
←−−−−−−−−−−−−

5. cj = H2 (vj , T ).
check
σ

c

zj = H3 (vj , (g1 j (vj j y1 y1 )−1 )1/zj ,
pki , ti ).
?

Fig. 3. Short-time anonymous public key certiﬁcate issuance protocol between OBUi
and RSUj

OBUi chooses a random value a ∈ Zq∗ to compute g2a and φi = H1 (P IDi ),
and then sends a request with g2a , φi  to RSUj .
2. Upon receiving the request, RSUj chooses a random value b ∈ Zq∗ and sets g2b
and φj = H1 (RSUj )b . RSUj calculates k = ê(φbi , y0 ) · ê(rkj , g2a ) to computes
πj = M ACk (RSUj , φi , φj , g2a , g2b ), and then sends g2b , φj , πj  to the OBUi
as a response.
?
3. The OBUi computes k = ê(oki , g2b )·ê(φaj , y0 ), and checks πj = M ACk (RSUj ,
φi , φj , g2a , g2b ) to authenticate the RSUj . If it holds, the OBUi selects
its anonymous private/public key pair ski , pki  and short-time period
ti (ti < T ). Then OBUi requests a Certi for the public key pki to be
used for the time period ti by providing Ci = Enck (P IDi , pki , ti ) and
πi = M ACk (P IDi , RSUj , φi , φj , g2a , g2b , pki , ti ).
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4. When receiving certiﬁcate request, RSUj ﬁrst decrypts Ci to get OBUi ’s
pseudo-id P IDi , public key pki and ti , and then looks up the up-to-date
revocation list retrieved from the TA to check the validity of the given
P IDi . If the P IDi is revoked one, the RSUj refuses to issue the short-time
?

public key certiﬁcate. Otherwise, RSUj veriﬁes πi = M ACk (P IDi , RSUj ,
φi , φj , g2a , g2b , pki , ti ). If it holds, the OBUi is ultimately authenticated, and
then RSUj generates a Certi = pki , ti , σj , zj , vj  by using RSUj ’s KIS signing key kkj . In fact, σj , zj , vj  is RSUj ’s digital signature for certifying the
given public key pki . In the end, RU Sj issues a Certi to OBUi and stores
Certi , P IDi  in its local certiﬁcate list for assisting TA by way of provision against a liability investigation. Note, in certiﬁcate generation, that no
identity-related information is included in the Certi .
5. To verify the validity of the Certi , OBUi computes cj = H2 (vj , T ) for the
?

σ

c

current date T and checks zj = H3 (vj , (g1 j (vj j y1 y1 )−1 )1/zj , pki , ti ) by using TA’s KIS public key y1 , y1 . If it holds, the OBUi comes to possess
the private key ski and the corresponding anonymous public key certiﬁcate
Certi . Then, OBUi can use this key for the purpose of anonymous message
authentication for the short-time period ti in VANET.
3.3

Anonymous Message Authentication

Once obtaining a Certi , the OBUi can send safety messages in authenticated
manner during the short-time period ti . With the proposed protocol, an OBUi
which intends to send a safety message msg composed of traﬃc-related information without OBUi ’s identity can run the following steps.
1. OBUi signs the msg with its short-time signing key ski for signature sigi =
Sig(ski , msg), where Sig() is ordinary digital signature algorithm such as
ECDSA, and forms the message M sg = [msg | sigi | Certi ], and then broadcasts M sg.
2. Upon receiving a safety message, each receiving OBU ﬁrst checks the validity
of the signature σj , zj , vj  in the Certi for the current date T by using
TA’s KIS public key y1 , y1 . Here, the same veriﬁcation procedure in step
5 of Figure 3 is used. If the Certi is valid, then the receiver retrieves the
public key pki from the Certi and veriﬁes the signature sigi using the pki .
If sigi is veriﬁed as valid, the safety message can be accepted, otherwise
discarded.
3.4

Vehicle Tracing

When we deploy vehicular safety applications, liability requirement should be
considered in addition to privacy preservation requirement. Hence, anonymity
should be conditional depending on scenarios such as law enforcement. In our
EA2 P, if a disputed circumstance occurs to a safety message M sg = [msg | sigi |
Certi ], TA is involved in tracing the originator of this message.
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1. TA ﬁrst retrieves the partial public key vj from the Certi and searches its
trace list to ﬁnd the RSUj for the vj , then requests the pseudo-id of the
Certi holder.
2. On TA’s demand, the RSUj retrieves the pseudo-id corresponding to the
Certi by searching its local certiﬁcate list and returns the pseudo-id P IDi
to the TA.
3. Then, the TA can ultimately recover the real identity from the returned
pseudo-id by V IDi = DecKT A (P IDi ).

4

Performance Evaluation

In order to show the eﬃciency of our protocol in terms of RSU valid serving
ratio and eﬃcient message veriﬁcation, we compare our EA2 P with ECPP of Lu
et al.’s in this section. For fairness in comparisons, we selected the same security
measures of Lu et al.’s; We assumed an MNT curve of embedding degree k = 6
and |q| = 160bits for bilinear pairing implemented on Pentium IV 3.0 GHz. We
do not put restriction to any digital signature scheme, but we assume the ECDSA
adopted by IEEE 1609.2 standard [10] for message authentication. Table 2 and
Table 3 show the measures to estimate and to compare our EA2 P with ECPP,
respectively.
Table 2. Cryptographic operation time
Description
Tpair bilinear pairing operation
Tmul point multiplication
Tecdsa ECDSA signature veriﬁcation

time
4.5 ms
0.6 ms
1.28 ms

Table 3. Protocol execution time and message size of EA2 P and ECPP
Description
Tgen
time for certiﬁcate issuance protocol
time for certiﬁcate veriﬁcation
Tcert
time for signature veriﬁcation
Tsig
|Sig|
signature size for a safety message
|pk| + |Cert| public key certiﬁcate size

4.1

ECPP
34.8 ms
18.9 ms
1.2 ms
40 bytes
147 bytes

EA2 P
20.4 ms
2.4 ms
1.28 ms
40 bytes
84 bytes

RSU Serving Ratio

RSU’s main operation is to issue anonymous public key certiﬁcates to OBUs
on requests within RSU’s valid coverage (Rrng ), so RSU’s performance always
depends on vehicles density(d) and speed(v) on the road. To measure RSU valid
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serving ratio, we followed Lu et al.’s analysis method. Then, the valid serving
ratio Sratio , which is the fraction of the number of actually processed certiﬁcates
to the number of requests, can be deﬁned by

Rrng
1
1,
if Tgen
·v · d·ρ ≥ 1;
Sratio =
Rrng
1
otherwise.
Tgen ·v · d·ρ ,
where ρ is the probability for each OBU to issue a certiﬁcate request.

Fig. 4. RSU valid serving ratio of EA2 P and ECPP

Figure 4 shows RSU valid serving ratio of EA2 P and ECPP with diﬀerent
vehicle density and diﬀerent vehicle speed for Rrng = 300m and ρ = 0.8. In this
estimation, as shown in Table 3, Tgen = 20.4ms of EA2 P short-time anonymous
public key certiﬁcate issuance protocol in Figure 3 was measured by 4Tpair +
4Tmul , and 34.8ms of ECPP by 6Tpair + 13Tmul with respective. From these results, we can observe that RSU in our EA2 P can eﬃciently process OBUs’ shorttime anonymous public key certiﬁcate requests in most scenarios. On the other
hand, ECPP cannot eﬀectively process OBUs requests in some cases. Therefore,
our EA2 P has the advantage in scalability for RSUs than ECPP.
4.2

Eﬃcient Message Veriﬁcation

When we authenticate a safety message, it requires to verify the certiﬁcate and
signature of the safety message. Therefore, the required time cost of EA2 P is
TEA2 P = Tsig + Tcert = 4.68ms, and that of ECPP is TECP P = Tsig + Tcert =
20.1ms. The computational gains of EA2 P against ECPP is due to the certiﬁcate
veriﬁcation cost because our protocol considered key-insulated signature scheme
to generate short-time anonymous public key certiﬁcate while ECPP applied
group signature scheme which requires relatively much computations.
In actual vehicular communications, each vehicle is supposed to receive a lot
of messages from many other vehicles within the same communication range.
Therefore, it is required to measure the throughput of received messages. Suppose that there are n vehicles sending k messages every second within the same
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(b) average message processing rate

Fig. 5. Average message processing rate of 400 vehicles for the received messages during
500 seconds simulation

communication range and the processing time per message is Tp . In the worst
case, where all vehicles contend for the channel, nmsg = n × k messages are
received per second, then the message processing rate per second is numerically
calculated as 1/(Tp × nmsg ).
In order to consider some actual vehicular communication on the road, we
simulated message transmission on VANET by using network simulator, and
then we traced the number of received messages and estimated the message
processing rates. Figure 5 shows these results. We used TraNS [13] with ns22.33 [12] and IEEE 802.11p parameters for ns2 [11]. We put 400 vehicles on
a grid-shape road of 600m×700m rectangular size. Each vehicle moves with a
maximum speed of 16.7m/s (i.e., 60km/hr) and sends out a message every 300ms
within 100m nominal radio range. The simulation was run for 500 seconds and
we measured the received messages every second.
From Figure 5, we can observe that EA2 P and ECPP received similar number of messages during the simulation, but our EA2 P shows about minimum
72% processing rate while ECPP processes about minimum 17% and maximum
40% of received messages, which is much less than EA2 P’s. As a result, we can
conclude that the proposed EA2 P is more practical.

5

Conclusion

It is a fundamental security requirement to provide anonymous message authentication mechanism for secure vehicular communications. In this paper, we have
proposed an eﬃcient and eﬀective anonymous authentication protocol based
on the system model which on-the-ﬂy short-time anonymous public key certiﬁcate is issued by an RSU on OBU’s request when it needed. To implement
a concrete protocol, we considered a key-insulated signature scheme to issue
anonymous public key certiﬁcate by RSUs. By doing so, our protocol is more
eﬃcient and eﬀective in RSU valid serving capability and message veriﬁcation
than those of group signature-based protocols. We have demonstrated, through
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the performance evaluation, that the proposed protocol can achieve much better
performance than ECPP based on group signature scheme. As a result, our
protocol can be implemented for practical secure vehicular communications.
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