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Abstract. In a proxy signature scheme, one original signer delegates a proxy 
signer to sign messages on behalf of the original signer. When the proxy 
signature is created, the proxy signer generates valid proxy signatures on behalf 
of the original signer. Based on Cha and Cheon’s ID-based signature scheme, a 
model of designated-verifier proxy signature scheme from the bilinear pairing is 
proposed. The proposed scheme can provide the security properties of proxy 
protection, verifiability, strong identifiability, strong unforgeability, strong 
repudiability, distinguishability and prevention of misuse of proxy signing 
power. That is, internal attacks, external attacks, collusion attacks, equation 
attacks and public key substitution attacks can be resisted.  

1   Introduction 

The proxy signature scheme [1], a variation of ordinary digital signature schemes, 
enables a proxy signer to sign messages on behalf of the original signer. Proxy 
signature schemes are very useful in many applications such as electronics transaction 
and mobile agent environment. 

Mambo et al. [1] provided three levels of delegation in proxy signature: full 
delegation, partial delegation and delegation by warrant. In full delegation, the original 
signer gives its private key to the proxy signer. In partial delegation, the original signer 
produces a proxy signature key from its private key and gives it to the proxy signer. 
The proxy signer uses the proxy key to sign. As far as delegation by warrant is 
concerned, warrant is a certificate composed of a message part and a public signature 
key. The proxy signer gets the warrant from the original signer and uses the 
corresponding private key to sign. Since the conception of the proxy signature was 
brought forward, a lot of proxy signature schemes have been proposed [2]-[14][16-18]. 
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Recently, many threshold proxy signature schemes were proposed [2] [6]-[14]. In 
threshold proxy signature schemes, a group of n proxy signers share the secret proxy 
signature key. To produce a valid proxy signature on the message m, individual proxy 
signers produce their partial signatures on that message, and then combine them into a 
full proxy signature on m. In a ),( nt  threshold proxy signature scheme, the original 

signer authorizes a proxy group with n proxy members. Only the cooperation of t or 
more proxy members is allowed to generate the proxy signature. Threshold signatures 
are motivated both by the demand which arises in some organizations to have a group 
of employees agree on a given message or document before signing, and by the need 
to protect signature keys from attacks of internal and external adversaries. 

In 1999, Sun proposed a threshold proxy signature scheme with known signers [9]. 
Then Hwang et al. [7] pointed out that Sun’s scheme was insecure against collusion 
attack. By the collusion, any 1−t  proxy signers among t proxy signers can 
cooperatively obtain the secret key of the remainder one. They also proposed an 
improved scheme which can guard against the collusion attack. After that, [6] showed 
that Sun’s scheme was also insecure against the conspiracy attack. In the conspiracy 
attack, t malicious proxy signers can impersonate some other proxy signers to 
generate valid proxy signatures. To resist the attack, they also proposed a scheme. 
Hwang et al pointed out [8] that the scheme in [7] was also insecure against the attack 
by the cooperation of one malicious proxy signer and the original signer. In 2002, Li 
et al. [2] proposed a threshold proxy signature scheme full of good properties and 
performance. 

The multi-proxy signature scheme was first proposed in [14]. The multi-proxy 
signature scheme is a special case of the threshold proxy signature scheme. The multi-
proxy signature scheme allows an original signer to authorize a group of proxy 
members can generate the multi-signature on behalf of the original signer. 

In a designated-verifier proxy signature scheme, the proxy signature will be verified 
only by a designated verifier chosen by the proxy signer. In 1996, Jakobsson et al. 
designed a designated-verifier proxy signature scheme for the first time [1]. In [21], 
Dai et al. proposed a designated-verifier proxy signature scheme based on discrete 
logarithm problems. However, in 2003, Wang pointed out that the original signer alone 
can forge valid proxy signatures to frame the proxy signer [16]. In 2004, Li et al. 
proposed a designated-verifier proxy signature scheme from bilinear pairings [17]. 

In 1984, Shamir proposed identity (ID)-based cryptography to simplify key 
management and remove the necessity of public key certificates [18]. In 2001, a 
practical ID-based encryption scheme was found by Boneh and Franklin, who took 
advantage of the properties of suitable bilinear parings (the Weil or Tate pairing) over 
supersingular elliptic curves [19]. 

Designated-verifier proxy signature scheme provides both the security properties 
of designated verifier signatures and those of proxy signatures. As far as the property 
of verifiability is concerned, the designated-verifier proxy signature scheme should 
meet the property of restrictive verifiability which means that only the designated 
verifier can verifier the validity of proxy signatures. 

In 2003, Cha and Cheon [20] designed an ID-based signature scheme using GDH 
groups. Under the random oracle model, their scheme is proved to be secure against 
existential forgery on adaptively chosen messages and ID attacks supposing CDHP 
(Computational Diffie-Hellman Problem) is intractable. 
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Based on Cha and Cheon’s ID-based signature scheme, a model of designated-
verifier proxy signature scheme is proposed. The proposed scheme can provide the 
security properties of proxy protection, verifiability, strong identifiability, strong 
unforgeability, strong nonrepudiability, distinguishability, known signers and preven-
tion of misuse of proxy signing power. That is, internal attacks, external attacks, 
collusion attacks and public key substitution attacks can be efficiently resisted. 

In the paper, we organize the content as follows. In section 2, we will detail the 
related knowledge. We will review Cha and Cheon’s ID-based signature scheme in 
section 3. In section 4, we will propose our model of proxy signature scheme using 
bilinear pairings. The correctness of the proposed scheme will discuss in section 5. 
Finally, the conclusion is given. 

2   Related Knowledge 

The In the section, the bilinear pairings and the related mathematical problems are 
introduced [19].  

2.1   Bilinear Pairings 

Let 1G  be a cyclic additive group produced by P , with a prime order q , and 2G  be a 

cyclic multiplicative group with the same order q . Then, 211: GGGe →×  is a 

bilinear pairing with the following properties: 

(1) Bilinearity: abQPebQaPe ),(),( =  for all qZbaGQP ∈∈ ,,, 1 . 

(2) Non-degeneracy: There exists 1, GQP ∈  such that 1),( ≠QPe . 

(3) Computability: There exists an efficient algorithm to calculate ),( QPe  for all 

1, GQP ∈ . 

A bilinear map satisfied the three properties above is said to be an admissible 
bilinear map. It is well known that Weil and Tate pairings related with supersingular 
elliptic curves or abelian varieties can be modified to get such bilinear maps. 

2.2   Some Mathematical Problems 

(1) DLP (Discrete Logarithm Problem): Given two group elements P  and Q , find 

an integer *
qZa ∈  such that aPQ =  whenever such an integer exists. 

(2) DDHP (Decision Diffie-Hellman Problem): For *,, qZcba ∈ , given cPbPaPP ,,, , 

decide whether qabc mod≡ . If it holds, ),,,( cPbPaPP  is called a valid Diffie-

Hellman tuple. 

(3) CDHP (Computational Diffie-Hellman Problem): For *, qZba ∈ , given bPaPP ,, , 

compute abP . 
(4) GDHP (Gap Diffie-Hellman Problem): A class of problem where DDHP is easy 

while CDHP is hard. 
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When the DDHP is easy but the CDHP is hard on the group 1G , we call 1G  a 

gap Diffie-Hellman (GDH) group. 

2.3   Basic ID-Based Designated-Verifier Proxy Signature Scheme 

Usually, the kind of scheme consists of five phases: Setup, Extract, Proxy key pair 
generation, Proxy signature generation and proxy signature verification. In the phase 
of Setup, a security parameter k  is taken as input and system parameters which 
include a description of a finite message space M and master key are returned. In 
general, the system parameters will be publicly known, while the master key will be 
known only to the Private Key Generator (PKG).  

In the phase of Extract, the system parameters, master key and an arbitrary 
*}1,0{∈ID  are taken as input and a corresponding private key IDd  is returned as output. 

In the phase of Proxy key pair generation, the original signer’s private key, a 
warrant which specifies the original signer, the proxy signer and other application 
dependent delegation information explicitly, and the proxy signer’s identity are taken 
as input, and a proxy key is returned as output. Only the proxy signer can get the 
knowledge of the proxy private key, while the proxy public key is public. 

In the phase of Proxy signature generation, a message, the warrant, the designated 
verifier’s identity and the proxy private key are taken as input and a designated-
verifier signature is returned as output. 

In the phase of Proxy signature verification, a signature and the designated 
verifier’s private key are taken as input, and 1 or 0 is returned as output, meaning 
accept or reject, the information that the signature is valid with respect to a specific 
original signer and a proxy signer. 

3   Review of Cha and Cheon’s ID-Based Signature Scheme 

The scheme consists of four phases: Setup, Extract, Sign, Verify. 

(1) Setup: Select a random integer *
qZs ∈  and set sPPpub = . *

1
*

1 }1,0{: GH →  and 

**
1

*
2 }1,0{: qZGH →×  are two cryptographic hash functions. The system 

parameters are params= ),,,,,,,( 2121 HHPPeGGq pub . *
qZs ∈  is the master key. 

(2) Extract: For a given string *}1,0{∈ID , the PKG computes )(1 IDHQID = , and 

get the corresponding private key IDID sQd = . 

(3) Sign: Given a secret key IDd  and a message m , select an integer *
qZr ∈  

randomly, compute       

 ),(, 2 UmHhrQU ID ==                                       (1) 

and 

                IDdhrV )( += .                                                 (2) 

output a signature ),( VU=σ . 
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(4) Verify: To verify a signature ),( VU=σ  of a message m  for an identity ID , 

check whether 

)),(,(),( 2 IDpub QUmHUPeVPe += .                              (3) 

4   A Model of Bilinear-Pairings Based Designated-Verifier Proxy 
Signature Scheme 

The following participants are involved in the scheme: the original group oG , the 

proxy group pG , the designated verifier or receiver Cindy, etc.  

In the scheme, we specify that any 1t  or more out of 1n  original signers 

)1( 11 nt ≤≤  can delegate the signing capability to the proxy group on behalf of oG . 

Similarly, any 2t  or more out of 2n  proxy signers )1( 22 nt ≤≤  can represent pG  to 

sign a message on behalf of oG . Only designated verifier V can verify the proxy 

signature. 
Throughout the paper, the system parameters are defined as follows: wm : a 

warrant that records the identities of the original signers in oG  and the proxy signers 

in pG , the parameters ),( 11 nt , ),( 22 nt , the valid delegation period, etc; AOSID: 

(Actual original signers’ ID) the identities of the actual original signers; APSID: 
(Actual proxy signers’ ID) the identities of the actual proxy signers. 

In addition, each user iU  has a randomly selected private key Uid  and public key 

UiQ . For each user iU , its identity is iID . Suppose that },...,,{ 121 no OOOG =  and 

},...,,{ 221 np PPPG =  are the groups of 1n  original signers and 2n  proxy signers 

respectively. The proposed scheme is stated as follows. 
The scheme is composed of three phases: proxy share generation phase, proxy 

signature generation phase and proxy signature verification phase. 

4.1   Proxy Share Generation Phase 

Step 1. Each of actual original signers iO )';',...,2,1( 111 ttti ≥=  selects a random 

integer *
qi Zr ∈ ,  calculates  

OiIDii QrU =                                                           (4) 

and sends iU  to other original signers.  

Step 2. After iO  receives );',...,2,1( 1 ijtjO j ≠= , iO  computes 

 ∑
=

=
'

1

1t

i
iUU                                                              (5) 
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and 

 
OiIDwii dUAOSIDmHrV )),,(( 2+=                                     (6) 

passes ),,,,( iiw VUUAOSIDm  to all of  proxy signers. 

Step 3. Each of proxy signers jP ),...,2,1( 2nj =  accepts ),,,,( iiw VUUAOSIDm  by 

checking whether the following equation holds: 

)),,(,(),( 2 OiIDwipubi QUAOSIDmHUPeVPe +=                    (7) 

Step 4 If all sVUUAOSIDm iiw )',,,,(  are valid, jP  computes his proxy key pair as 

 
PjIDw

t

i
iPj dUAOSIDmHVd ),,(2

'

1

1

+=∑
=

                               (8) 

and  

))(,,(
'

1
2

1

PjOi ID

t

i
IDwPj QQUAOSIDmHUQ ++= ∑

=

.                    (9) 

Then jP  can sign messages which conforms to wm  on behalf of the original signers. 

4.2   Proxy Signature Generation Phase 

Step 1. Each of proxy signers jP )';',...,2,1( 222 tttj ≥=  chooses two random integers 

*, qjj Zba ∈  and calculates  

PaX jj = ,                                                        (10) 

j

Cindy

a
pubIDj PQeY )),((=                                         (11) 

and  

Pjjj QbB = .                                                      (12) 

Meanwhile, he/she passes ),,( jjj BYX  to other proxy signers. 

Step 2. jP  also computes  

∑
=

=
'

1

2t

j
jXX ,                                                       (13) 

   ∏
=

=
'

1

2t

j
jYY ,                                                        (14) 
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∑
=

=
'

1

2t

j
jBB                                                           (15) 

and  

Pjjj dBYXAPSIDmHbS )),,,,(( 3+= .                           (16) 

3H  is a secure hash function. 

Step 4. jP  sends ),,,,,,,( jw SBUXAPSIDAOSIDmm  to the signature combiner. 

Step 5. Upon The signature combiner receives all of individual proxy signature 
),,,,,,,( jw SBUXAPSIDAOSIDmm  from all of proxy signers, he or she calculates 

∑
=

=
'

1

2t

j
jSS , then the signature combiner passes ),,,,,,,( SBUXAPSIDAOSIDmm w  as 

the proxy signature on the message m  to the designated proxy signature verifier 
Cindy. 

4.3   Proxy Signature Verification Phase 

After receiving the proxy signature ),,,,,,,( SBUXAPSIDAOSIDmm w , the 

designated verifier Cindy operates as follows. 

Step 1. Check whether the message m  and parameters ',' 21 tt conforms to the warrant 

wm . If not, the scheme stop. Otherwise, continue. 

Step 2. Check whether the actual original signers and the actual proxy signers are 
specified as the original signers and the proxy signers, respectively, in the warrant 

wm . If not, stop. Otherwise, continue. 

Step 3. Cindy calculates 

),(' XdeY
CindyID=                                                   (17) 

and 

).),,())(,,(''
'

1
2

'

1
222

21

∑∑
==

++=
t

j
IDw

t

i
IDwP PjiO

QUAOSIDmHQUAOSIDmHtUtQ      (18) 

He or she accepts the proxy signature ),,,,,,,( SBUXAPSIDAOSIDmm w  if and only 

if the following congruence holds: 

)),,,,(,(),( '
3 Ppub QBYXAPSIDmHBPeSPe += .                       (19) 

5   Correctness of above Scheme 

Theorem 1: If the tuple ),,,,,,,( SBUXAPSIDAOSIDmm w  is a signature by the 

above scheme, the designated verifier Cindy will accept it. 
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Proof:  

∑

∑

∑

∑

=

=

=

=

+=

+=

+=

=

'

1
3

'

1
3

'

1
3

'

1

2

2

2

2

))),,,,((

))),,,,((

)),,,,(((

t

j
PjPjj

t

j
PjPjj

t

j
Pjj

t

j
j

QBYXAPSIDmHQbs

dBYXAPSIDmHdb

dBYXAPSIDmHb

SS

                                                     (20) 

)),,,,(,(

)),,,,(,(

))),,,,((,(

),(

3

'

1

'

1
3

'

1
3
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2

Ppub

t

j

t

j
PjPjjpub

t

j
PjPjj

QBYXAPSIDmHBPe

QBYXAPSIDmHQbPe

QBYXAPSIDmHQbsPe

SPe

+=

+=

+=

∑ ∑

∑

= =

=
                                           (21) 

6   Conclusions 

In the paper, based on Cha and Cheon’s ID-based signature scheme, a model of 
bilinear-pairings based designated-verifier proxy signature scheme is proposed. 

As far as we know, it is the first model of bilinear-pairings based designated-verifier 
proxy  signature scheme. The proposed scheme can provide the security properties of 
proxy protection, verifiability, strong identifiability, strong unforgeability, strong 
nonrepudiability, distinguishability and prevention of misuse of proxy signing power, 
i.e., internal attacks, external attacks, collusion attacks, equation attacks and public key 
substitution attacks can be resisted. 
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