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Abstract. Cooperation systems characterize many emerging environments such
as ubiquitous and pervasive systems. Agent based cooperation systems have been
proposed in the literature to address challenges of such emerging application
environments. A key aspect of such agent based cooperation system is the group
situation that changes dynamically and governs the requirements of the
cooperation. While individual agent context is important, the overall cooperation
behavior is more driven by the group context because of relationships and
interactions between agents. Dynamic access control based on group situation is a
crucial challenge in such cooperation systems. In this paper we propose a dynamic
role based access control model for cooperation systems based on group situation.
The model emphasizes capability based agent to role mapping and group situation
based permission assignment to allow capturing dynamic access policies that
evolve continuously.
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1 Introduction

A cooperation system involves a group of diverse entities interacting with each other
for achieving common goals. Cooperation based approaches have been recently being
pursued as a promising way to build large and complex ubiquitous or pervasive
application environments. Several cooperation based approaches such as Gaia [1] and
community computing [2] have been proposed in the literature. These approaches
focus on the design and implementation of cooperation systems in highly dynamic
environments. In these approaches, the concept of role is used to define interactions
among agents. This idea gives well-recognized advantages to system developers with
regards to separation of concerns between algorithmic issues and the interaction issues,
reuse of solution and experience, and dynamic system management of operation [3, 4].

Group situation based cooperation model was proposed as a model for designing
cooperation using roles similar to approaches mentioned above by Kim et al. [5]. The
main contribution of this model is to design interactions among roles by defining
group situations. All agents perform their own action(s) and interaction(s) with others
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based on the current group situation and, eventually, the goal of the group is achieved
by such a situation flow [5]. The group situation is expressed by aggregation of
context of agents within the group.

Situation-awareness in systems is an emerging technology that goes beyond context-
awareness that makes pervasive systems more dynamic [5, 19]. Context, which refers to
any useful information for the operation of an application, has become one of the key
requirements of current and emerging systems, such as web services, ubiquitous
systems, and business enterprises [9]. Context-awareness in such application provides
capability for fulfilling user and environmental requirements. Moreover, in systems
composed of multiple entities, for example multi-agent systems, awareness of group
situation as well as individual situation is very crucial. For instance, one agent can
decide to perform a certain authorized action based on its context, but the overall group
context may require the interruption of that action. In summary, the group situation
based cooperation model emphasizes appropriate cooperation among agents to ensure
that the cooperation goal is achieved.

Existing models do not address security issues and in particular access control
requirements within such cooperation systems. Access control refers to the process of
limiting access to the resources of a system only to authorized programs, processes, or
other systems so as to ensure that confidentiality, integrity and availability requirements
are met [10]. Within a cooperation system there can be two types of access control
requirements for cooperation systems. One is an access control to ensure authorized
access to resources and information shared by agents, the other is access control related
to the authorized interactions among agents.

Role-Based Access Control (RBAC) [10] and its variations have been found to be
the most promising approaches for addressing access control issues related to
complex and emerging systems. RBAC approach is very desirable in terms of
powerful functions and flexibility for addressing the security needs of systems and
applications. Moreover, it provides a mechanism for reducing the complexity, time,
and potential security faults within the organization. To avail of these advantages of
RBAC, various systems such as large enterprises and web services are adopting
RBAC. Recently, Attribute-Based Access Control (ABAC) [11][12], Rule-Based
RBAC (RB-RBAC) [13] and Context-RBAC [14][15] models that support dynamic
user-role and role-permission assignments using knowledge about users and systems
have been proposed.

Access control in cooperation system should consider the group situation in
addition to individual context. For example, one agent has permission to an object,
but sometimes the group might limit the permission depending on group situation.
The main contribution of this paper is towards addressing this idea; i.e. establishing
access control mechanism based on group situation in cooperation system. In this
paper, we propose a group situation driven RBAC (GS-RBAC) model, which has the
following key distinguishing characteristics.

*  Automatic user-role mapping. In the cooperation systems, roles are subjects
that perform their actions and interact with others, so user-role mapping is a
process which finds the best user who can play the role. Therefore, capability
of user is an important property in the mapping process, and capability
matching methods such as agent matchmaking can be used for mapping users
to roles dynamically and automatically.
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*  Dynamic role-permission assignment based on group situation. On a given
group situation, each agent that is mapped to role performs its own actions
and/or and engages in cooperative interactions for achieving common goals.
To ensure success of these actions and interactions, proper permissions are
given to proper roles depending on group situation.

*  Constraints for user-role mapping are different from those for role-
permission assignment. The former is context-based constraints to find a best
user who can play a role, while the latter is group situation based constraints
to assign permissions to the role. While the mapped roles to users do not
change during cooperation, permissions are dynamically changed depending
on changes of group situation.

The remainders of the paper are structured as follows. In section 2 we describe
motivating example, and in section 3 we introduce situation-related researches and the
group situation based cooperation model. In section 4, we present our proposed GS-
RBAC model. Illustrative examples are described in section 5, and finally the
conclusions and future work are discussed in section 6.

2 A Motivating Example — Preparing Presentation

Scene 1. John, head of personnel section, receives directions from his boss. He has to
prepare a presentation within next 8 hours about a performance rating of all the
employees in the company. This will involve the following tasks - analyzing
employee data, researching sections, creating statistics, and preparing a presentation
document.

Scene 2. John selects members to form a cooperation group to prepare the presentation
- two for analyzing employee data, one for researching sections, one for statistics for
the ranking, and one member for preparing a presentation document. They cooperate
with each others, works individually. John has to make a schedule - when members
need to cooperate and when they work alone. Each member has daily regular work that
he/she has to do.

Scene 3. Member m; is analyzing employee data by using an employee database. He
interacts with member m, who is researching sections. Member m; needs to work on
the statistics and to interact with m; and m,, and can access the employee database
after m, finishes using.

Cooperation is frequently required for solving complex problem in computer
systems as well as in human society. As shown in above examples, there are several
issues in cooperation. First, which tasks are needed for cooperation should be
analyzed - cooperation process (scene 1) should be identified. This process indicates
which agents can engage in what type of interaction with which other agents and
when. Second, it needs to find agents that are engaged in the defined cooperation -
which can be referred to as the organizing process (scene 2). Note that cooperation
dynamically assigned tasks of agents. Therefore, it is important to find agents that can
perform cooperative takes defined in a cooperation process. Finally, access control
needs to be defined to ensure that agents engage in authorized interactions and make
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only authorized access to resources shared among agents - which is basically the
access control process (scene 3). Even though all the members in a group have
permissions to access a resource, sometimes it needs to limit use of those permissions
in order to ensure the success of cooperation.

3 Context, Situation, and Group Situation

3.1 Context and Situation

Attribute, context and situation are concepts representing knowledge about objects or
systems and hence, at times it is difficult to clearly distinguish among them. Generally,
an attribute is a specification that defines a property of an object, computing elements
or system - e.g. size of file and age of human. Context is referred to as ‘any
information that can be used to characterize the situation of an entity (i.e. whether a
person, place or object) that are considered relevant to the interaction between a user
and an application, including the user and applications themselves’. [9]. Therefore, any
attribute of a system can be a context and can be used for manipulating context. In
other words, context is more conceptualized as a set of attributes. For example,
aggregation of attributes femperature and humidity can manipulate context weather.
We can say ‘it is so hot” when temperature is 95F and humidity is 80%. Using context,
the status of system can be represented in a more comprehensive form and made more
human understandable.

The situation research has long history and now it has been re-focused to represent
systems more comprehensively. Situation has several different definitions. First,
McCarthy, the originator of the situation calculus, defines situation ‘is the complete
state of the universe at an instant of time’ [6]. Reiter formalized the situation calculus
and argues situation ‘is a finite sequence of actions. It’s not a state, it’s not a
snapshot, it’s a history’ [7]. In researches and systems which adopted McCarthy’
definition, a situation is described by using properties of systems such as variables,
attributes and context. In contrary, if a situation is a history, for example in GOLOG
which is a programming language for describing situation calculus, the state of the
world is described by functions and relations (fluent) relativized to a situation.

Recently, Stephan Yau et al. defines situation in the context of pervasive
environment as follows [8]:

The situation of an application software system is an expression on previous
device-action record over a period of time and/or the variation of a set of contexts
relevant to the application software on the device over a period of time. Situation is
used to trigger further device actions.

This definition seems to combine McCarthy and Reiter’ definitions and provide a
more comprehensive understanding. First, the concept of context which is one of
major requirements of pervasive computing is inserted into situation. Second, they
refer the purpose of situation which means to trigger the further actions of systems. Of
course this is not a new, but it provides comprehensive way to researches for
developing systems having ability of situation-awareness. However, this definition
does not show what differences between context and situation are and what meaning
(semantic) of situation is (situation is not just expression).
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We define situation as follows:

Situation is a problematic state of a computational element. The problem is
recognized by being aware context information, and it needs to plan (a sequence of
actions) for solving the problem on the situation. Context information includes
changes of context, relations between context as well as individual context.

Situation is a concept which includes planning as well as context awareness.
Context information characterizes problem which has to be solved on a given
situation, and a sequence of further actions are specified to solve the problem on the
situation. Situation does not use to trigger actions, but the actions are triggered by
recognizing a set of context information (context-awareness) and history of actions
(planning). Therefore, situation-awareness means to recognize problem by context-
awareness and to discover (plan) a sequence of actions for solving problem. One
important difference between context and situation is that the former is domain
dependent and the latter is system-dependent. In other words, situation is specified by
each system while context may be shared by applications on same domain (sometimes
on most systems). For example, ‘hot’ or ‘temperature is 95F may be understood as
same meaning on most systems, but situation may be specified as different ways
(different problems, different plans).

3.2 Group Situation Based Cooperation

To explain a group situation, we first define a cooperative group [5]. A group
situation includes aggregation of individual context, relationship among those context,
and relationship among individuals (agents). A group is a metaphor of cooperation
system which is composed of multiple entities (agents), common goals, and a
cooperation process. Moreover, when considering the dynamic environment such as a
ubiquitous environment, dynamic group organization is required. Therefore we define
the cooperative group including organization process in [5].

Definition of group situation is composed of two parts; context information and a
sequence of cooperative actions. Context information means a status of agents,
relation between agents, and changes of context within a group. Moreover it works as
pre-conditions for cooperative actions with history of cooperation.

On a given situation s;, each agent within a group performs actions listed in f;. The
result of agents’ actions makes changes of group situation to s;, and then agents
perform actions in f;. After all, a goal can be achieved by following group situations
from s, to s, (5o is a start situation when group organizes and s, is a goal situation when
cooperation ends). More detail description about group situation based cooperation
model is described in [5]. Applications and examples using group situation based
cooperation is shown in [2] with community computing paradigm which was proposed
for building dynamic cooperation systems in ubiquitous environment.

4 Group Situation Based Access Control

The key idea behind group situation based cooperation model is that a group situation
can be defined by aggregating agents’ context and a cooperation process can be
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defined for each group situation. However, this model does not consider the access
control issues for ensuring security for shared resources among agents. We propose an
access control method that controls accesses to resources and agents based on group
situation so that the agents and resources involved in the cooperation are protected
while the cooperation goals are achieved. Existing RBAC variations do not support
group context and fine-grained situation awareness, especially for agent-based
cooperation environments. In the proposed secure cooperation model, actions of agent
required for cooperation is driven by group situation. That is, the permissions required
for performing agents’ actions and interactions (i.e. cooperation) are driven by group
situation.

For the proposed GS-RBAC model, we define following sets by extending the
standard RBAC model [10].

- USERS: a set of users or autonomous software/hardware agents.

- ROLES: a set of roles defined within a cooperative group.

- OBIJS: a set of objects within a cooperative group

- OPS: a set of applicable operations on OBJS

- PERS: a set of permissions, PERS & OBJS x OPS

- UM: a many-to-many user-to-role mapping, UM & USERS x ROLES

- PA: a many-to-many permission-to-role assignment, PA & PERS x OLES

Additionally, for user-role mapping there are three constraint sets.

- CAPS: a set of capability of roles and users
- CONTEXTS: a set of context of role and users
- QOSS: a Set of QoS parameters of capabilities

4.1 User-Role Mapping

In the group situation based cooperation model [5], the group organizing process can
be considered as user-role assignment process in traditional RBAC. When organizing
a group, however, all agents are not assigned to roles, but only best agents are mapped
to roles. In other words, the agent-role mapping process is to find the best agents that
can play a given role. This is similar to the agent match-making and service discovery
processes. Three constraints are used for user-role mapping in our model.

Capability Matching. To map a user to a role, a user should have capabilities that are
depicted in the role descriptions. Role description includes role’s capabilities for
cooperating with others, and the cooperation process. Therefore, an agent should be
able to act or interact with others according to the cooperation process which is
required by the cooperative group.

Context-based constraints. Only users that satisfy context-based constraints can be
candidates for final mapping to a role. These constraints come into effect only when a
group is organized. Note that role-mapping in the cooperation model is a group
organizing process. Therefore, if a user is mapped to a role, then this relation is not
changed until the cooperative group is dissolved.
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QoS filtering. There may be many users having same capability in large scale
environments, so several users can be candidates for assuming a role. Therefore, we
need to select proper agents among them. QoS (Quality of Service) is a popular way
to filter or prune bad ones during agent matchmaking and web service discovery.
Hence, for role-mapping we adopt this method and use the following QoS parameters
introduced in [17]: agent trustworthiness, reliability, availability, robustness of
capabilities, and response time.

4.2 Role-Permission Assignment

Standard RBAC supports only static role-permission assignment, and hence is not
adequate for the dynamic computing environment where permissions need to be
assigned dynamically. More recent extended RBAC models have focused on
capturing context information and hence support dynamic assignments.

A key aspect of the proposed model is that the permission assignment is
dynamically driven by changes of group situations. Since objects within a group are
shared among agents, conflicts and security problems can result during cooperation, if
only static permission assignment is considered and proposed situation information is
not incorporated in the access control policy. Even though several RBAC variations
support dynamic role-permission assignment, they are not applicable for cooperation
systems because only context of individual agent is considered for the assignment.
Each agent works for cooperation by grasping status of others and group. Therefore
role-permission assignment should support cooperation among agents. In order to do
this, we propose role-permission assignment based on group situation. This means that
the role-permission assignment should support all agents’ actions on a given situation,
because each agent takes actions as cooperation in group situation based cooperation
model. All permissions that are required for performing cooperation are given to agents
within the group in a given situation. Given the start situation s, and the goal situation
s¢, While user-role mapping is done once in sy, role-permission assignment is done in
every intermediate group situation.

Table 1 lists status predicates of the group situation based access control model.
First column describes predicates, second column specifies evaluation domain for
predicates, and third column describes semantics of the predicates.

Predicate u_mapped (u, 1, ¢, s) refers to user-role mapping in situation s, and u_
mapped (u,r,c,s), u_mapped (u, r, ¢, x, s), and u_mapped (u, 1, c, x, g, s) refer to user-
role mapping with matching capability c, satisfying context-based constraints x, and
filtering QoS parameter g. Each constraint can be a set, for example u_mapped (u;, r,,
{c1, c2}, (x5, X2, X3}, q;) indicates “user u; is mapped to r; with capabilities {c;, ¢, |
move(), compute()}, context-based constraints {x;, x, x; | time=3p.m., age>30,
location=inBuilding}, and QoS parameter {q;, reliability>80}".

Now we introduce the following axioms, based on those earlier proposed by Joshi
et al. in GTRBAC [20], to capture the key relationships among status predicates in
Table 1. In our cooperation model, especially, user-role mapping is only
accomplished in the starting situation sy, and de-mapped in the goal situation s,. This
means that users mapped to roles can activate the roles in all situations (from s to s,).
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Table 1. Status predicates of group situation based RBAC

Events

Predicates

Evaluation
Domains

Semantics

P: set of permissions, R: set of role, U: set of users, C: set of capabilities, Q: set of QoS parameters, X:

set of user context, S: set of group situation,

rcR,peP,ucl,cCC,qCQ, xCX, s &S

Role Enabling enabled (r, s) RxS ris enabled in s
u_mapped (i, r, 5) UxRxS u is mapped to r in s
u is mapped to r with cin s
User-Role u_mapped (.7, ¢, 5) UXRXCXS (c is a sub-set of C)
Mapping o u is mapped to r with ¢ and x in s
u_ mapped (u,7,¢,x,5) UxRxCxXxS (xis a sub-set of X)
u is mapped to r with ¢, x, and ¢ in s
u_ mapped (u,7,¢,x,q,S) UXRXCxXxQxS (q is a sub-set of O)
Role-Permission . . . .
Assignment p_assigned (p, r, s) PxRxS p is assigned to rin s
can_activate (u,r,5) UxRxS u can activate rin s
can_acquire (i, p, s) UxPxS u can acquire p in s
Run-Time r_can_acquire (u,p,r,s) UxPxRxS u can acquire p through rin s
Events can_be_acquired (p,r,s) | PxRxS p can be acquired through rin s
acquires (u,p,1) UxPxT u acquires p in s
r_acquires (u,p,7,s) UxPxRxS u acquires p through rin s

interaction

cooperation
\ Ve
User-role constraints: \ .. _
capability, Qos, .\. —_— user-role
context-based mapping
__ _____ role-permission
@ @ assignment
user
Role-permission @
constraints : , \\
group situation /( // @ role
based
‘ ‘ ‘ ' ‘ o

Fig. 1. Group situation based access control in cooperation system. In run time, users mapped to
roles cooperate with each other according to the cooperation process described for roles.
Capability matching, context-based constraints, QoS parameters are used for user-role mapping,
and role-permission assignment is accomplished depending on changes of group situation.
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Next axioms show semantic relations between status predicates.

Axioms. For all r& ROLES, p € PERS, u €& USERS, s€& SITUATIONS, the
following implications hold:

1. u_mapped (u,r,s) — can_activate(u,r,s)

2. u_mapped (u,r,s9) — can_activate (u,rs;), i €{0, ... , g}, sp = starting
situation, s,=goal situation

3. p_assigned (p,r,s) — can_be_acqured(p,r,s)

4. can_activate(u,r,s) /\ can_be_acquired(p,r,s) — can_acquire(u,p,s)

Fig.1 illustrates the basic operations of group situation based cooperation model.
Users are mapped to roles based on capability matching and QoS parameters filtering
as well as context-based constraints. Users mapped roles are assigned proper
permissions to cooperate with each other depending on changes of group situations.

S Illustrative Examples

In this Section, we revisit the scenarios depicted in Section 2 to illustrate the proposed
model. Fig. 2 shows role description for the example.

Role presenter
capability: present();
context-constraints : age>30, position= departmentManager;
QoS: trustiness>90, reliability>90; availability=100;
Role dataAnalyzer
capability: useDatabase();
context-constraints: part = data-analysis part, availableTime > 5;
QoS: trustiness>80, availability=70;
Role statistician
capability: takeStatistics(), useStatisticsProgram(), useDatabase();
context-constraints : part=statistics, availableTime>7, position > sectionChief;
QoS: trustiness>90, reliability>80; availability=80;
Role sectionResearcher
capability: none;
context-constraints : availableTime>5;
QoS: trustiness>60, availability=80;
Role documentWriter
capability: useDatabase(), makePresentationFile(), useDrawingProgram()
context- constraints: position > sectionChief, availableTime>7
QoS: trustiness>90, reliability>90; availability=90;

Fig. 2. Role Description of ‘preparing presentation’ example

Five roles are designed for achieving the common goal, and four group situations
are defined to cooperation among roles. In the starting situation s,, all roles are
mapped to roles, and permissions are assigned to roles based on group situation. As
we can see in cooperation description, a group situation is expressed by user context.
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Table 2. Elements in ‘preparing presentation’ example

USERS {uy,...,us | John, Daniel, James, David, Jack, Joe}

{ry,...,rs| Presenter, Data analyzer, statistician, section researcher,

ROLES document writer }

OBJS {o1,...,06 | employ-database, presentation-file, statistic-file, data-analyzing-file,
research-section-file, presentation-room}

OPS {opy, ...,opslread, write, modify, delete, enter}

PERS {P1,-...p151(0p1,01), (0P2,04), (OP2, 05), (OP1,04), (0P3,04), (OP1,05), (0P2,03), (0P3,05),

(0p2, 02), (0p1, 02), (OP3, 02), (OPs, 06),(0P3,04) }
SITUATIONS {s0,51,52,5,IStarting, TakingStatistics, MakingPresentationFile, Presentation}

CAPS {cy,...,colpresent(), useDatabase(), takeStatistics(), useStatisticsProgram(),
makePresentationFile(), useDrawingProgram() }

CONTETS {x},...,x/age,position,part,time }

QOSS {q1,....gsltrustworthyness, reliability, availability}

Users mapped to roles share objects within the group, and permissions for those
objects may change with time. For example, presentation file is authorized to Joe (r,)
for writing operation in s,, and to John and Joe for reading operation in s,. This
dynamic permission assignment supports the success of cooperation - each user can
act or interact without any limitation for accessing the objects or without conflicts
with other’s accesses. Table 2 lists elements shown in the example.

Predicate-expressions are listed by separated situation in Table. 3. Second column
shows run-time events indicated by axioms described in chapter 4.

Table 3. Predicate expression of example ‘preparing presentation’

Situation Assignment(mapping) Run-time Event
u_mapped (uy, ri, 1, (x1,X2), (41,92:93), o) can_activate(u,r,s,)
u_mapped (uz, 2, €2, (X3.X4), (q1, 43), S0) can_activate(uy, r2,5,)
u_mapped (us, 2, ¢z, (X3%4), (41, q3), S0) can_activate(us, r2,5,)
u_mapped (uy, 73, (€2,¢3,C4), (X2,X3,X4), (41,92:93), So0) can_activate(i, r3,5,)
u_mapped (us, 14, D,X4, (41, g3), S0) can_activate(us, ry,,)

So u_mapped (us, s, (¢2¢5¢6)s (X2,X4), (41,92.43), So) can_activate(ue, s, S,)

can_acquire(uz,p1,S0)

p_assigned(p;,72,50) can_acquire(us,p;,So)
p_assigned(p,,72,50) can_acquire(us,pz,So)
p_assigned(p;,r4,50) can_acquire(us,pz,So)

can_acquire(us,p3, o)
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Table 3. (continued)

Situation Assignment(mapping) Run-time Event
. can_acquire(uz,ps,s

p_assigned(ps,r2,51) -acqus (12P4:51)

. can_acquire(usz,p4, ;)
p_assigned(ps,r2,51) .

. can_acquire(u,ps,s;)
_assigned(p,, 73,51 -

. can_acquire(us p4,S;)
p_assigned(ps,r3,51) .

. can_acquire(usp;,s1)
LY, p_assigned(pe,r3,57) .

. can_acquire(iy,pe,S;)
p_assigned(p,r3,51) -

. can_acquire(iy,p7,5;)
_assigned(pe, r4,51) .

. can_acquire(us,pe,s1)
p_assigned(ps,r4,51) .

. can_acquire(us,ps,S;)
p_assigned(po,rs,s;) -

can_acquire(us,po,S;)

. can_acquire(u;,pio,S

p_assigned(pjo,r1,52) -acqus (rpi0.s2)

. can_acquire(u;,p;;,S2)
p_assigned(p;;,71,52) .

. can_acquire(uz,p;2,52)
p_assigned(p2,12,52) .

52 . can_acquire(uz,p;2,52)
_assigned(p;3,73,52) .

. can_acquire(usp;352)
p_assigned(p2,74,52) .

assigned(p,75.57) can_acquire(us,p2,52)

p_assigned(pi1,7s,52 can_acquire(us,p;1,52)

p_assigned(p1o,71,5,) can_acquire(uz,p0,5;)

Sg _assigned(pro, 5,5,) can_acquire(its,p o, S;)

6 Conclusions and Future Works

In this paper, we have addressed the issues of access control in cooperation systems.
We focused mainly on group situation beyond individual context as a key aspect of
cooperation systems. Being aware of the group situation is an emerging requirement
for cooperative systems such as MAS. Since objects are shared within the group, there
might be conflicts or limitation of accesses to resources during cooperation. For
achieving the goal of a cooperative group successfully, permissions which are
required during cooperation should be given to users within the group. In the
proposed model users cooperate with others based on group situation, moreover
permission assignment is also based on group situation. Each user in the group acts or
interacts with others on a given situation (cooperation), and permissions are given to
users on same situation for supporting users’ actions (permission assignment). We
showed a feasible example based on proposed model with status predicates.

We plan to extend the proposed model in several directions. First, role-hierarchy
introduced some RBAC models can be considered for efficient role and permission
management. Moreover, for cooperation among users hierarchical relationship can be
helpful. Second, we plan to extend the policy specification - language to conform with
web-standard.
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