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Abstract. In recent years there have been tremendous efforts to mea-
sure, characterise and model the internet topology. We discuss why the
power law degree distribution is not an artifact but an integral property
of the internet. On the other hand we argue that while it is one of the
properties that fundamentally characterise the global internet structure,
other properties should also be considered to obtain a full description of
the network. We review the power law modelling of the internet topol-
ogy and provide a critical look at the contribution of such research to
the Internet engineering.
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1 Introduction

In 1999 it was discovered that the global Internet structure is characterised by
a power law [1]. That is, the probability distribution of a node’s connectivity
(measured for example by the number of BGP peering relations that an au-
tonomous system has) follows a power law. This discovery invalidated previous
internet models that were based on the classical random graphs. Since then there
have been tremendous efforts to measure, characterise and model the internet
topology [2,3,4,5,6,7,8,9,10,11].

There is an increasing recognition that effective engineering of the global
internet should be based on a detailed understanding of issues such as the large-
scale structure of its underlying physical topology, the manner in which it evolves
over time, and the way in which its constituent components contribute to its
overall function [12].

This paper reviews the measurements and models of the internet topology,
and comments upon whether the power law is in itself an adequate characterisa-
tion of the system. It questions whether models based on power laws provide an
suitable platform for theoretical and simulation analysis of the internet’s topo-
logical characteristics. Finally, it provides discussion of how such research could
be of use in improving network performance.

2 Internet Topology at AS-Level

Topology is the connectivity graph of a network, upon which the network’s
physical and engineering properties are based. The internet contains millions
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of routers, which are grouped into about ten thousands of sub-networks, called
Autonomous Systems (AS). The internet topology can be studied at the router
level or the AS level. Connectivity between routers within an AS is a local
structure, whereas the delivery of data traffic through the global internet depends
on the complex interactions between ASs that exchange routing information
using the border gateway protocol (BGP) [13]. Therefore the global internet
topology is usually characterised at the AS level (AS graphs), on which a node
is an AS which is typically owned by an Internet service provider (ISP), and
a link represents a BGP-peering relation between two ASs (i.e. a commercial
agreement between two ISPs), e.g. customer-provider or peer-peer relations.

3 Measuring Internet Topology

Measurements of the Internet topology first became available in late 1990s. There
are two types of measurements using different data sources.

Passive measurements are constructed from BGP routing tables which contain
the information of links from an AS to its immediate neighbours. The Routing
Information Service of RIPE [14] is an importance source of BGP data. The
widely used BGP AS graphs are produced by the National Laboratory for Ap-
plied Network Research [15] and the RouteViews Project at University of Oregon
[16], which connect to a number of operational routers within the Internet for
the purpose of collecting BGP tables. The Topology Project at University of
Michigan [17] provided an extended version [18] of BGP AS graph by using ad-
ditional data sources, such as the Internet Routing Registry (IRR) data and the
Looking Glass (LG) data. A shortcoming of the BGP AS graphs is that they
may contain links which do not actually exist in the real Internet.

Active measurements are based on traceroute which captures the sequence
of IP hops along the forward path from the source to a given destination by
sending either UDP or ICMP probe packets to the destination. CAIDA [19] has
developed a tool, skitter , which probes about one million IPv4 addresses from 25
monitors placed in the global internet. By using the core BGP tables provided
by RouteViews, CAIDA maps the IP addresses in the gathered IP paths to AS
numbers [20] and constructs AS graphs on a daily basis. DIMES [21] is a more
recent large-scale distributed measurement effort. It collects traceroute data by
probing from > 10, 000 software clients, installed by volunteers in > 90 countries,
to destinations assigned by a central server at random from a set of five million
destination addresses. To further improve the completeness, DIMES merges the
resulted AS graph with that of RouteViews. So far DIMES has produced the
most complete AS graph containing ≈ 20, 000 nodes and ≈ 70, 000 links. A
criticism of the traceroute AS graphs is that the translation from IP addresses
to AS numbers is not trivial and could introduce errors.

4 Power Law Degree Distribution

Power laws describe a wide range of phenomena in nature and a large body of on-
going research investigates their applicability in fields such as computer science,
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physics, biology, social sciences and economics [22,23]. Power law distributions
are characterised by a slower than exponentially decaying probability tail, which
loosely means that large values can occur with a non-negligible probability. They
can be used to characterise a variety of relations such as for example the distri-
bution of income, city population, citations of scientific papers, word frequencies,
computer file sizes and the number of daily hits to a given website.

In graph theory, degree k is defined as the number of links or immediate
neighbours of a node. Degree is the principal parameter when characterising
network connectivity. The first step in describing and discriminating between
different networks is to measure the degree distribution P (k), the fraction of
nodes in the network with degree k. Only in relatively recent years it has been
discovered that the internet topology at the AS level (and the router level)
exhibits a power law degree distribution P (k) ∼ Ck−γ [1], where C > 0 is a
constant and the exponent γ � 2.2 ± 0.1. This means a few nodes have very
large numbers of connections, whereas the vast majority of nodes have only a
few links. Although internet AS graphs produced from different data sources
vary in the numbers of nodes and links, all the internet AS graphs are well
characterised by a power law degree distribution [24].

The power law property is an evidence that the internet AS-level topology
has evolved into a complex, heterogeneous structure that is profoundly different
from a random graph which has been assumed in the original design of internet
protocol suits.

5 Power Law or Sampling Bias?

A recent series of papers [25,26] reported that traceroute measurements based on
data collected from a small number of observers to a large number of destinations
could be biased in such a way that graphs which in fact have Poisson degree
distributions appear to exhibit a power law. Indeed it has been shown [27,28]
that there could be a considerable amount (35%) of the links in the AS level
internet that are still to be unveiled.

Then a fundamental question is whether the power law degree distribution
is indeed an integral property of the internet. The answer is yes. Firstly, the
more recent DIMES project collects data from numerous observers distributed
in thousands of AS networks around the world. Therefore the number of vantage
points of DIMES is two orders of magnitude larger than that of previous mea-
surements. The internet AS graph obtained by DIMES exhibits a clear power
law degree distribution in agreement with previous observations (with slightly
different power law exponent). Secondly, study [29] has shown that if the ob-
served power law were due to sampling bias and the larger real graph had a
Poisson degree distribution, then the real graph’s average degree would be more
than 100, which is obviously not realistic as it is known that the average num-
ber of BGP peering relations of an AS is around 6. Study [29] also showed that
in traceroute-based studies, the more the underlying graph is heavy-tailed, the
more it is clearly discriminated. And the heavy-tail is what is measured first and
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with better accuracy. Recent studies [27,28] also suggest that the power law seems
to hold more accurately if we consider only the customer-provider links only.

6 Structures beyond the Power Law

Degree distribution is a first-order topological property which is based on the
connectivity information of each individual node. However the internet has many
other inherent structures associated with the connectivity of a pair, a triad or
a set of nodes, which are characterised by higher order topological properties.
For example the degree-degree correlation [30,31,32,33] indicates whether high-
degree nodes tend to connect with high-degree nodes (assortative mixing) or low-
degree nodes (disassortative mixing); the rich-club coefficient [34,35] quantifies
how the best connected nodes connect with themselves; the clustering coefficient
[36] measures the fraction of a node’s neighbours which are neighbours to each
other; the average shortest path gives the average hopping distance between
any two nodes and the k-core decomposition [37] infers a network’s underlying
hierarchical structure. These high-order properties have clear physical meanings
and have profound impacts on a network’s overall functionality.

It is known that networks with exactly the same degree distribution can have
completely different higher order properties [35]. When modelling the internet
topology, it is vital to capture not only an accurate, but also a complete picture
of the network structure. A power law-focused internet model without a proper
examination of the higher order properties could produce misleading results. It
is suggested [38] that the second order properties are sufficient for most practical
purposes, while the third order properties essentially reconstructs the Internet
AS- and router-level topologies exactly.

7 Modelling Internet Topology

Since the discovery of the power law degree distribution, a large number of
models for internet topology have been proposed to generate and explain the
power law [3,4,39,10,40,41]. Models from networking community, such as Tier,
BRITE [42], GT-ITM (Transit-Stub) and Inet [43], often suffer from prob-
lems of no (or incorrect) power law, inaccurate large-scale hierarchy, parame-
ter manipulations and lack of evolution mechanism; and models from physicists
[44,45,46,47,48,9,49] also have problems as they often are too general and do not
incorporate any real network specifics.

In general there are two main approaches for generating topologies of com-
plex networks [50]. The equilibrium (top-down) approach is to construct an
ensemble of static random graphs reproducing certain properties of observed
networks and then to derive their other properties by the standard methods.
The non-equilibrium approach (bottom-up) tries to mimic the actual dynamics
of network growth: if this dynamics is accurately captured, then the modelling
algorithm, when let to run to produce a network of the required size, will out-
put the topology coinciding with the observations. The classic examples of this
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approach are the Barabási-Albert (BA) model [44] and the HOT model [51]. It
is clear that the more ambitious non-equilibrium approach has the potential to
hold the ultimate truth.

One of the most successful non-equilibrium model for the Internet is the
Positive-Feedback Preference (PFP) model proposed in 2004 [52]. It is able to
reproduce many of the known characteristics of the AS topology [53,54] and also
reproduce the characteristics of the topology of smaller sub-graphs, for example
the Chinese internet AS graph [55]. The PFP model achieves this by using two
simple growth mechanisms (a variation of the BA model’s preferential attach-
ment approach), which are in accordance with the dynamics observed on internet
history data [30,56,57]. Firstly the model grows from a small random graph by
two interactive actions, ie the attachment of new nodes to old nodes in the ex-
isting system and the addition of new links between these old nodes to other old
nodes. This resembles the dynamics that a large ISP extends its connections to
peering ISPs as a reaction to the increasing number of new customers. Secondly
the preference probability of a new link attaching to node i with ki connections
is given as

Π(i) =
k

1+δ log10 ki

i
∑

j k
1+δ log10 kj

j

, (1)

where the parameter δ = 0.048. This means a node’s ability of competing for
new links increases more and more rapidly with its growing number of links,
like a positive-feedback loop, such that ‘rich not just get richer, they get dis-
proportionately richer’. This resembles the ‘winner-takes-all’ trend in the social,
economic, technological realities of the internet.

8 Practical Responses to Power Law Topology Models

Studies have suggested that the Internet’s power law structure may be relevant
to a number of problems in the internet [58], such as the network’s robustness
and vulnerability [59], the severely biased distribution of traffic flow, the slow
convergence of BGP routing tables [60] and the large-scale cascading failure
caused by incidents or deliberate attacks [61]. As such, the power law property
also provides novel insights into the solutions of these problems. For example
study [62] showed that the power law property makes it possible to mitigate the
Distributed DoS attacks by implementing the route-based filtering on less than
20% of Internet AS sites; [63] showed that a compact routing scheme based on
the power law property requires a significantly smaller routing table size; [64]
showed that the power law property is relevant to the epidemic threshold for
a network; and [65] presented a more realistic simulation of the Internet which
combines power law topologies with Internet power law traffic models.

9 Criticisms and Commentary

In summary the power law degree distribution is an integral property of the
internet AS-level topology. It is vital, however, for researchers to look beyond
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this first-order property in order to obtain a fuller description of the global
Internet structure.

So far much of the research in this area studies the internet topology as a pure
graph. However the reachability between two AS nodes on the internet is not
only affected by the underlying connectivity graph, but also constrained by many
other factors such as routing policies, capacities, demo-geographic distributions
etc. Future internet models should more closely reflect the internet reality in
order to produce practically useful results.

In addition, as pointed out in [66], an interdisciplinary communication among
networking, physics, mathematics, and engineering communities is much needed
to facilitate the interdisciplinary flow of knowledge. This will facilitate the net-
work research community to convert theoretical results into more practical solu-
tions that matter for real networks, e.g. performance, revenue and engineering.

As can be seen in the previous section, the power law models of topology have
begun to stimulate research which takes advantage of this network structure. In
this way, the power law models of topology can be used to inform and also
improve network engineering.
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