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Abstract. Despite the large size of most communication systems such
as the Internet and World Wide Web (WWW), there is a relatively short
path between two nodes, revealing the networks’ small world character-
istic which speeds the delivery of information and data. While these net-
works have a surprising error tolerance, their scale-free topology makes
them fragile under intentional attack, leaving us a challenge on how to im-
prove the networks’ robustness against attack without losing their small
world merit. Here we try to enhance scale-free network’s tolerance under
attack by using a method based on networks’ topology re-constructing.
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1 Introduction

Small world and scale free are widely observed in most communication systems,
such as the Internet, the World Wide Web (WWW) and Wireless Sensor Network
(WSN) [Albert et.al 1999; Albert and Barabsi 2002]. The small world property
of these communication networks is characterized by their short average path
length [Watts and Strogatz 1998], which guarantees the efficient delivery of infor-
mation and data. Usually, in these networks nodes are not uniformly distributed
but follow a power-law distribution [Barabsi and Albert 1999], implying that
these networks are scale-invariant without a ’typical’ node (a Gaussian distri-
bution has a mean node). The scale-free property which is rooted in network’s
inhomogeneous connectivity distribution seriously reduces the network’s attack
survivability, making scale-free not a good candidate topology for communica-
tion systems [Albert and Barabsi 2002; Callaway et.al 2002]. However, small
world is not the causality of scale-free; for example, a random network which
has a Gaussian degree distribution can also be a small world network [Albert and
Barabsi 2002]. This fact and the feasibility of re-constructing the communication
systems’ topological structure enable us to construct an ideal communication
network with message delivery efficiency and strong attack tolerance.
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2 Method and Algorithm

There are some candidacy methods to archive our goal. For instance, rewired
the network, add a links or node as less as possible, replace the hub as a special
sub graph.

We re-construct the network by combined several methods and detaching
hub’s neighbor nodes with the increasing of average path length less than one.

The idea of network rewiring algorithm is proposed as following: a. Find out
the largest hub which has the maximum degree in the network. b. Select the
pivot node which connects to the hub and has the minimum degree. c. Delete
the link between the pivot node and the largest hub and connect the pivot node
to the node with the second smallest degree. Then set a ’nonHubChanged’ tag
to these two nodes to avoid redo the change work. d. If the connectivity of the
network has changed then redo the rewire process by selecting another minimum
degree node as the pivot node. The new pivot’s selection rule is: select the node
with a degree equal to less than the old pivot’s degree. e. If the connectivity of the
network dose not change after rewired, go to a again. Otherwise go to f. f. Set a
’hubChanged’ tag to the hub. If still have some nodes without any changed tag.
Selected anther node as hub in remained set nodes. Then go to d.

After re-linked, the degrees of the hubs have been reduced without increasing
the network’s average same degree.

In Fig. 1, we show a subset network of WWW and the rewired network based
on our algorithm. We can see that the average path length of the network only
increased less than one, however, the in P(k) k- has a sharp decrease, implying
that we successfully decrease the network’s scale-free property by not losing its
small world characteristic.

The parameter Sg/So is wildly used to describe the robustness of networks.
Where Sg is the size of the largest component in the network after damaged net-
work and So is the largest component size of original network. We observe this

Fig. 1. Sub network of WWW and its re-constructed network
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parameter as changing the links in subset network of WWW and the original
one as Fig 2 shows:

Fig. 2. Attack the top degree nodes

We randomly remove nodes from the original and rewired network. We find
that both the original network and the rewired network have the same compo-
nents until removed 30.

On the contrary, after removing the top three percent degree nodes, the origi-
nal network are divided into two parts. But the rewired network is still connected.
This means under intended attack, the rewired network is stronger than original
one.

3 Conclusion

In this paper, we proposed an algorithm to enhance robustness of complex com-
munication networks under intentional attacks. We considered the scale free is
a crucial property associated robust of network. We found that after rewired
network follow the algorithm the degree of big hub will be decrease, then the
result from attack will be alleviated. On the other hand, the average path length
of the network only has a neglectable difference between the rewired and original
network.
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