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Abstract. Proxy authorization makes it possible to entrust the right of signing 
or making decisions to other parties. This paper analyzes the basic principles 
and security problems of proxy authorization schemes and presents three proxy 
authorization schemes based on elliptic curves cryptosystem. In the first multi-
party proxy authorization scheme, a group of n members can cooperate to 
entrust their right, and the authorizing right can be supervised by secret sharing 
mechanism. In the second multicast proxy authorization scheme, the members 
can entrust their right in multicast mode. The multicasting design strategy 
prevents coalition attack, avoids the problem of generalized signature forgery. 
In the last conditionally anonymous scheme, the identity blinding algorithm 
enables the proxy signer to be anonymous and the anonymity can also be 
revoked if necessary. This design strategy avoids the misuse of proxy 
authorization and renders effective supervision on signature entrusting and 
proxy signing.  

Keywords: Proxy authorization, multi-party authorization, multicast communi-
cation, forward security, BAN logic. 

1   Introduction 

Proxy authorization is essential in electronic commerce and other electronic 
transactions, it makes it possible for one to entrust his right of signing or making 
decisions to other parties. In electronic commerce and electronic government, there 
are many cases that proxy authorization is needed. For example, a member of the 
board of a company will have to sign a file in the name of the company board, or a 
secretary has to ratify an application for the manager. In electronic transactions, proxy 
authorization signature can well satisfy these application requirements. With the 
development electronic transactions, proxy authorization schemes with additional 
properties have been a new trend in the study of proxy authorization designed for 
specific requirements. 

The prototype of proxy authorization signature is proxy signature, which is first put 
forward by Mambo, Usuda and Okamoto in 1996. Proxy signature can be defined as 
the following: 

A and B are the two users of a signature system( M ， S ， K , )(⋅SIG , )(⋅VER ） , 

and ( Ak , AK ), ( Bk , BK ) are their secret and public key pairs, if the following 

conditions are satisfied: 
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(1) A computes a number f with his secret key Ak , and sends it to B secretly; 

(2) Any one (including B) will have no advantage trying to get Ak if he gets f ; 

(3) B generates a new secret key for signature with Bk and f, and there exists a 

public verifying algorithm )(⋅ABVER  which satisfies =),,( msKVER AAB True is 

equivalent to ),( mfSIGs AB= ; 

(4) If anyone intends to get Ak , Bk , f or ABf ,any signature ),( mfSIGs AB=  will 

not be of any help. 

Then ( M ， S ， K , )(⋅SIG , )(⋅VER ）  is a  proxy signature system and A  

authorizes  B with his right for generating  signature , B gets the proxy authorization. 
A is original signer; B is proxy authorization signer, f is the entrusting secret key 

and ABf  is proxy signature key. 

Presently, the security threats and weaknesses of different proxy authorization 
schemes can be summarized as the following: 

(1) Lack of secrecy protection. Most proxy signature schemes lay emphasis on the 
protection of authorization rights of original signer, so the secret parameter f and 

private key Ak  of original signer is well protected in the protocol. But the secrecy and 

security of proxy signer fall into neglect for the consideration of efficiency. Although 
the leakage of proxy signature key poses no threat to the original private key, yet it 
breaks the rules of fair transaction in e-commerce or e-government.  

(2) Instable signing group. In present schemes, system parameters are related with 
the identity information of proxy signers. When accepting or deleting proxy signer , 
the system parameters essential for signature, authentication and revealing signer’s 
anonymity will also change with the identity information. The original system 
parameters will naturally be invalid, so the group public key and private keys of other 
signers will also have to be changed. In addition, the resetting of the whole signature 
system will also be needed to reinforce the security of the renewed scheme. In such 
circumstances as with frequently changed proxy signers, present proxy authorization 
signature schemes prove to be impracticable too [1-8].  

(3) Security threats from coalition attack and generalized forgery. A viable proxy 
authorization signature scheme is resistant to forgery attack both from outer 
adversaries and inner adversaries. Nevertheless, in present signature schemes, 
attackers from the proxy group have apparent advantages over outer adversaries for 
the original signer and proxy signer must interact to generate system parameters in the 
system initialization protocol. Therefore, present proxy authorization signature 
schemes are vulnerable to coalition attack and generalized signature forgery. 

(4) Low efficiency. The security of present proxy authorization signature schemes 
mostly depends on the difficulty of discrete logarithm problem on finite field 

)( pGF or large prime factor decomposing problem. What’s more, proxy 

authorization signature is a complex authentication protocol on multi-levels, and 
many complex computations in the existing schemes (such as scalar multiplication, 
inverse transformation) have proved unnecessary and redundant. Therefore, present 
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signature schemes have such weaknesses as large secret key size, complex 
computation, and low efficiency for hardware and software application [9-14]. 

To overcome the security threats and weaknesses in existing schemes, we present 
three proxy authorization schemes based on ECC (Elliptic Curve Cryptosystem) and 
provide analyses on security, feasibility and efficiency. As to the security proof of the 
schemes, we introduce BAN logic and Kailar logic into the analyzing of schemes. The 
one-way trapdoor function is based on ECDLP (Elliptic Curves Discrete Logarithm 
Problem), and the algorithms of the schemes take great advantage of the superiority of 
ECC, such as high efficiency, short key length and etc.  

2   Multi-party Proxy Authorization Scheme 

First, we present a multi-party proxy authorization scheme based on ECC, the scheme 
operates in a sequential mode. 

2.1   System Parameter  

Considering system security and implementing efficiency, the parameters of the 
scheme are as follows: 

qF  denotes a finite field ( q is a large prime number)，an elliptic curve on this finite field 

is defined as baxxyE ++= 32: ( qFba ∈, , 0)(mod274 23 ≠+ qba ). P )( qFE∈  is 

a base point whose order is large prime number of considerable scale. The order 
satisfies )(Pord 160≥= l . 

Then, as to any k ∗∈ lZ  , the computation of kPK = via k and P is 

computationally feasible; but the computation of k  via K and P  is the ECDLP 
(Elliptic Curves Discrete Logarithm Problem), which is computationally infeasible 
[15-19]. 

ψ denotes a function which makes the conversion from a point ),( yxP = on 

elliptic curve to x , and it’s marked xP)( . A  is the message sender, C is the 

signature verifier, 1B , 2B ,… nB is a group of message signers. ik ∈ (1, 2… n－1) is 

the private key of iB , and pkK ii = is the corresponding public keys. )(⋅H is 

secure one-way hash function. 

2.2   Signature Generating 

A sends message m  to the first proxy signer 1B , and the signature for this message is 

temporarily set as 0=s . After receiving signature message ( m ,( 11, −− ii Rs )), every 

signer iB (i≥2) testifies the signature and executes the following protocols. 
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Step 1: iB  randomly selects iu ∗∈ lZ and computes 

    )(mHm =′ ,  
 

(1) 
 

    
0≠= puR ii ,

 

 
(2) 

         )(mod)(1 lumRkss ixiiii ′−+= − .   
 
(3) 
 

Step 2: then he sends ( m , ( ii Rs , )) to the next signer 1+iB , and sends iR to other 

signers after iB and also the signature verifier C . 

2.3   Signature Verifying 

Every proxy signer iB (i≥2) should verify signature of 1B , 2B ,… 1−iB , and the 

signature verifier C should testify all the proxy signers. When 12 +≤≤ ni , 

iB testifies: 
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If the formula is correct, iB  accepts the proxy signature of 1B , 2B ,… 1−iB as valid 

ones, if the proxy signatures precedent prove invalid, iB  will deny to generate a new 

signature.  
As to the signature verifier C , he testifies the following:   

psRmKR n

n
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j

n

j
jxj +′= ∑∑

== 11

?)( .   (5) 

If the formula is correct, C  accepts the proxy signature of 1B , 2B ,… nB as valid 

ones, if the formula proves incorrect , C  will terminate the protocol. 

2.4   Analysis of Multi-party Scheme 

According to formula (3) )(mod)(1 lumRkss ixiiii ′−+= −  

⇒ )(mod)( 11121 lumRkss ixiiii −−−−− ′−+=  
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According to formula (5) psRmKR n
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Thus the multi-party proxy authorization scheme proves correct. 

3   Proxy Authorization for Multicast Communication 

In this part, we present a proxy authorization scheme for multicast communication 
environment. The scheme operate in a multicast mode, the scheme is composed of n 
members that intend to entrust their right and a signature collector. 

3.1   System Parameter  

qF  denotes a finite field ( q is a large prime number)，an elliptic curve on this finite field 

is defined as baxxyE ++= 32: ( qFba ∈, , 0)(mod274 23 ≠+ qba ). P )( qFE∈  

is a base point whose order is large prime number of considerable scale. The order 
satisfies )(Pord 160≥= l . 

ψ denotes a function which makes the conversion from a point ),( yxP = on 

elliptic curve to x , and it’s marked xP)( . A  is the message sender, C is the 

signature verifier, 1B , 2B ,… nB is a group of message signers. ik ∈ (1, 2… n－1) is 

the private key of iB , and pkK ii = is the corresponding public keys. )(⋅H is 

secure one-way hash function. cB is the message collector in the multicast proxy 

authorization scheme.  

3.2   Signature Generating  

A  sends message m to every signer iB ( i =1,2,…, n ) and the signature collector cB , 

the signature for the time being is defined as s =0. After getting the message, every 

signer iB and the signature collector cB will execute the following: 
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Step 1: iB  randomly selects iu ∗∈ lZ and computes 

0≠= puR ii . (6) 

Then he sends iR to the signature collector. 

Step 2: After getting all the signature piece iR ( i =1,2,…, n ), cB  computes 

 ∑
=

=
n

i
ixi RRR

1

)( .   (7) 

Then cB sends R to every signer iB ( i =1,2,…, n )  

Step 3: As to message m , every signer iB computes  

    )(mHm =′ ,  
 

(8) 

    )(mod)())(( luRkRms ixiixi −+′= . 
 
(9) 

is is the signature piece of message m generated by iB ,then iB sends( m , is ) to the 

signature collector cB . 

Step 4: After getting all the signature pieces ( m , is ) ( i =1,2,…, n ), cB computes       

         ∑
=

=
n

j
j lss

1

)(mod .  (10) 

Then ( m , Rs, ) is the final signature for message m , and it will be sent to 

signature verifier C . 

3.3   Signature Verification  

After receiving signature message ( m , Rs, ), signature verifier C will compute the 

following formula to testify the signature. 

    )(mHm =′ ,  
 

(11) 

    spRKmR
n

i
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=

?))((
1

.  
(12) 

If the formula is correct, then ( m , Rs, ) is a valid proxy signature for message 

m generated by iB ( i =1, 2,…, n ), or else it will prove invalid. 
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3.4   Multi-cast Scheme Analysis 

According to formula )(mod)())(( luRkRms ixiixi −+′=  
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Thus the proxy authorization scheme for multicast communication proves correct. 

4   Anonymous Proxy Authorization Signature Based on ECC 

In this part, we will present a proxy authorization scheme with conditional anonymity, 
the conditional anonymity can protect the privacy of the proxy signer and renders 
effective supervision on the proxy entrusting and proxy signing.  

4.1   System Parameters  

The parameters of the scheme are as follows: qF  denotes a finite field ( q is a prime 

number of n bits, 190≥n ), an elliptic curve on this finite field is defined as follows: 

baxxyE ++= 32: ( a , qFb∈ , 0)(mod274 23 ≠+ qba ). )( qFEP∈  is a base 

point whose order is a large prime number l (which satisfies 160≥l  

bits). )(# qFE denotes the order of the elliptic curve which has a factor of large prime 

number larger than 160 bits. ∗∈ lBA Zkk ,  are the private key of original signer A and 

a proxy signer B ( PkK AA = , PkK BB = is the public key), )( qB FEID ∈  is the 

identity information of  B, w ∗∈ lZ f is the entrusting information, )(⋅h is a secure 

one-way hash function.  



1708 X. Zhou, Y. Su, and P. Wei 

4.2   Proxy Entrusting 

Step 1: A randomly selects ∗∈ lZu , and computes 

       PIDuhDI xBB ))(||(=′ .       (13) 

Step 2: A sends BDI ′ to proxy signer B secretly, CID  is the blinded identity of B. 

Later, B generates and issues signatures with the blinded identity BDI ′ . 

Step 3: Similarly, A performs interactive protocols with other group members and 

then keeps record of three-element triple ( BID , BDI ′ , u ) of each member so 

that he can trace the group member when necessary.  

Step 4: With randomly selects ∗∈ lZu  A computes  

      0≠= uPU , 

        )(mod))(||( luUwhks xaA += .    

(14) 

 
(15) 

Step 5: A sends (U , As , w ) to B as the entrusting private key . 

Step 6: B computes the following formula to testify the validity of As  

      UKUwhPs axA += ))(||(? .            
 

(16) 

Step 7: If testifying formula (4) is incorrect, the protocol will be aborted, otherwise, B 

generates a pair of new keys ( bck , PkK bcbc = ) with the help of A, and then 

declares his new public key bcK with identity BDI ′   

Step 8: B computes 

      ))(mod( lksk bcAc += , 

     abcBC KkIDIDI ++= .  

(17) 

 
(18) 

Then ck is the private key for proxy authorization signature, and PkK cc =  is the 

corresponding public key for verifying proxy signature. 

4.3   Proxy Authorization Signature Generating  

Step 1: As to message m，B randomly selects v∈ ∗
lZ and computes 

      0≠= vPV , 

    ))(mod)((1 lVmvks xc += − .  

(19) 

 
(20) 

Step 2: Then B sends ( m , s ,V , w  , bcK ) to verifier as the proxy authorization 

signature for message m . 
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4.4   Signature Verification  

Step 1: The verifier first testifies   

      cbcax KKUKUwh =++))(||( , 

    PVmVsK xc )(? += .  

(21) 

 
(22) 

Step 2: If the formula is correct, he affirms that the signature ( m , s ,V , w , bcK ) is 

signed by a valid proxy signer, or else the signature will not be accepted. 

4.5   Anonymous Identity Tracing 

When disputes or any doubt arise, the anonymity of a proxy signer has to be revoked 
for notarization. 

Step 1: The signature verifier first testifies proxy signature ( m , s ,V , w  , bcK ) with 

the formula in verification protocol. 
Step 2: Then A computes  

      bca KkIE −= , 

    bcaC KkIDIF −−= .  

(23) 

 
(24) 

Step 3: A searches for the three-element triple ( BID , BDI ′ , u ) in which 

EIDID CB =+ 、 FIDB =  from all the triples that he has kept. Then BID  

in the triple is just the real identity information of the specific group member. 

4.6   Analysis of the Anonymous Scheme 

As to formula cbcax KKUKUwh =++))(||( in signature verifying, 

bcax KUKUwh ++))(||( PkuPPkUwh bcax ++= ))(||(  

     PkukUwh bcax )))(||(( ++=  

According to formula )(mod))(||( luUwhks xaA +=   

⇒ )))(||(( bcax kukUwh ++ ))(mod( lks bcA +=  

PkukUwh bcax )))(||(( ++⇒ Pks bcA )( +=  

According to formula ))(mod( lksk bcAc +=  

⇒ ccbcA KPkPks ==+ )(  
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As to formula =+ PVmV x)( PVmvPVmvP xx ))(()( +=+   

According to ))((1
xc Vmvks += −  

⇒ ))(( xc Vmvsk +=  

ccx sKPskPVmv ==+⇒ ))((  

Thus the signature protocol of the anonymous proxy authorization is correct. 

As to identity tracing formula, according to formula bca KkIE −= and formula  

  abcBC KkIDIDI ++=  

⇒ bcaabcBC KkKkIDIDE −++= BC IDID +=  

According to formula bcaC KkIDIF −−= and formula abcBC KkIDIDI ++=  

⇒ bcaCabcBC KkIDKkIDIDF −−++= BID=  

Thus the notarization protocol of the anonymous scheme also proves correct. 

5   Analyses of the Scheme with BAN Logic and Kailar Logic 

As to the above schemes, we present formalizing analyses of their privacy, integrity 
and other properties with BAN logic and Kailar logic. 

5.1   Formalizing Analyses of Protocol and BAN Logic 

Methods for cryptographic protocol analyzing can be categorized as natural language, 
symbolization method and formalization method. The former two methods have long 
been put into practice; in 1978 Needham and Schroeder put forward the method of 
formalization analyzing to find the flaws in protocols. Formalization method is 
mathematical method to describe the system properties, and it aims to find the 
inconsistence and incompleteness in a system. Formalization methods focus on protocol 
properties and are independent of specific cryptographic algorithms. Formalization 
methods have two forms: methods based on algebraic analyses and methods based on 
logic inferring. The former one includes Dolve-Yao model which was put forward by 
Dolve and Yao in 1983, Dolve-Yao model is a algebraic model for cryptographic 
protocol modeling. The other is based on logic methods, among which BAN logic is the 
most important one. BAN logic is cryptographic protocol analyzing method based on 
logic inferring put forward by Burrows, Abadi and Needham in 1989.It focuses on 
entity trust and trust infering, and makes great improvement on SPA(Security Protocol 
Analysis)problem.The following is the basic sybolms in BAN logic. 

S ≡ M: denotes S believes M; 

S< M: denotes S sees M; 

S ≈ M: denotes S said M, that is S sent message M; 
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S ⇒M: denotes S controls M, that is S has the judging right to message M; 

﹟ (M) : denotes fresh(M), that is message M is new; 

⎯→⎯K S: denotes S owns public key K, and the relevant private key is 

secure; 

{ M
SS} : denotes generating a signature for message M with the private key 

(for signing) of S; 

{ M
GS KS} : denotes the joint signature with private key of one party and 

public key of the other. 

The following is the rules of BAN logic that we refer to in our analyzing. 

R1 Message Meaning Rule   

      
)(

}{,

MBA

MABAA K
K

≈≡

⎯→←≡ <
,

)(

}{, 1

MBA

MABA
K

K

≈≡

⎯→⎯≡ −<
.

 

 

(25) 

 

R2 One-time Random Number Testing Rule 

        
)(

),(

MBA

MBAMfreshA

≡≡

≈≡≡
. (26) 

R3 Adjudication Rule   

        
MA

MBAMBA

≡
≡≡⇒≡ ,

. (27) 

R5 Trust Projecting Rule 

        
XA

YXA

≡
≡ ),(

. (28) 

R7 Once Said Projecting Rule  

        
YBAXBA

YXBA

≈≡≈≡
≈≡
,

),(
. (29) 

R10 Seeing Rules 

        MA

MABA
K

K

<

< 1}{, −⎯→⎯≡
,

MA

MAAA K
K

<

< }{,⎯→⎯≡
.

 

(30) 
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5.2   Scheme Analyzing with BAN Logic 

S (Signature Generator), G and C (Signature Verifier) are the protocol parties in the 

scheme, PkK cc = , PkK gg = , PkK ss = are the relevant public keys, T is time 

sign. In our scheme {  TC, M
GC KS}  is equivalent to {  TC, M

cgK} . 

The scheme can be described in Needham symbol as the following. 

1) S→C: S, G 2) C→S:{ TC, R,M,G,{  TC ,R,M,S
GC KS}

SC KS}  

3) S→G: {  TC ,R,M,S
GC KS} ,{ TS ,S

GS KS}  4)  G→S:{ TS+1
SG KS}   

And can be further processed as the following.  

C→S: { TC, M, {  TC, M
GC KS}

SC KS}  

S→G: {  TC, M
GC KS} ,{ TS 

GS KS} from S 

G→S: { TS+1 
SG KS} from G 

And then we can get the basic hypothesis for the protocols. 

(1) S ≡ ⎯→⎯ CK
C    (2)S ≡ ⎯→⎯ GK

G (3)G ≡ ⎯→⎯ SK
S  

(4)C ≡ ⎯→⎯ SK
S     (5)C ≡ G ≡ ⎯→⎯ SK

S (6)G ≡ C ⇒M  

(7)S ≡ (C ⇒M)     (8)G ≡﹟ (TC)    (9)S ≡﹟ (TC)   (10)G ≡﹟ (TS) 

As to step 2 in the scheme, according to explanatory rule of BAN logic,  

⇒ S< { TC, M,{  TC, M
cgK}

scK}  

According to hypothesis (1) and R1, R10  

⇒ S ≡ C ≈ ｛TC ,M，{  TC ,M
cgK} ｝ 

With rule R7 ⇒ S ≡ C ≈ ｛ TC, M｝  

According to hypothesis (9), R2 and the conclusion above 

   ⇒ S ≡ C ≡ ｛ TC, M｝  

Then with rule R5, we can infer 

       ⇒ S ≡ C ≡ M 

According to hypothesis (7), R3 and the conclusion above 

⇒ S ≡ M 
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As to step 3 in the scheme, according to explanatory rule of BAN logic,  

       ⇒G< {  TC, M
GC KS} ,{ TS

GS KS}  

According to hypothesis (1), R1, R10 and the conclusion above 

⇒G ≡ C ≈ ｛ TC, M, {  TC , M
cgK} ｝  

With rule R7 ⇒G ≡ C ≈ ｛ TC ,M｝  

According to hypothesis (9), R2 and the conclusion above 

⇒G ≡ C ≡ ｛ TC, M｝  

And with rule R5  

        ⇒G ≡ C ≡ M 

According to hypothesis (7), R3 and the conclusion above 

⇒G ≡ M 

With the latter message in step 3 

       ⇒G ≡ S ≈ {TS ,S ,{  TC ,R, M , S
GC KS} } 

And with rule R7  

              ⇒G ≡ S ≈ {{  TC ,R， ，M S
GC KS} } 

According to hypothesis (9), (5), rule R2 and the conclusion above 

⇒G ≡ S ≡ M 

And with step 4 ⇒  S ≡ G ≈ {TS＋1}  

According to hypothesis (9), (10), rule R2 and the conclusion above 

⇒  S ≡ G ≡ M 

Thus, we prove that the schemes satisfy the objectives of BAN logic: 

1. G ≡ M     2. S ≡ M      3.G ≡ S ≡ M     4.S ≡ G ≡ M 

And they also satisfy the objectives of VO logic (Van Oorschot): 

1. G ≡ S ≈ M     2. G ≡ C ≈ M    3.G ≡﹟ (M)  

5.3   Scheme Analyzing with Kailar Logic 

First, we introduce the basic rules and symbols in Kailar logic that will be referred to 
in our analyzing. 
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aK ≡ S: denotes aK Authenticates S, that is aK  can testify the validity of 

signature from S 

S< { M
SS} : denotes someone has sent message M to S with signature generated 

with sS   

S ≈ M: denotes S says M, that is S declares M and is responsible for M 

S ⎯→⎯m : denotes S has sent message m , that he sends message m to others 

⎯→⎯m  S: denotes S has received message m  , that is S receives message m  

S ⇒M: denotes S can prove M, that is S can prove M to a third party without 

disclosing any secret 
X∈M: denotes X is an explanation of M or it is combination of several domains 

⎯→⎯m S: denotes S is trusted for the correctness of message m  that he has 

declared. 

The following are the relevant rules in Kailar logic.    

R1 Comprising Rule     

        
),(S

;S

yx

yxx

⇒

⇒⇒
. (31) 

R2 Signature Rule   

        
)(

)(;;}{ 1

xBS

BkSmxmS
k

≈⇒

≡⇒∈−<
. (32) 

R3 Trust Rule 

        
xS

BSxBS x

⇒

⎯→⎯⇒≈⇒ )(;)(
. (33) 

R4 Connection Rule   

        
)(

;

xyS

ySxS

⇒

⇒⇒
. (34) 

In our scheme, PkK cc = , PkK aa = , PkK bb = are the public keys. 

The communication protocol in the scheme is equivalent to a protocol (described in 
Needham symbol). 
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1) A→C:{ m,A,B
ACK} 2) C→A:{ ak , bK

ACK}  3)A→B:h(m),{ { m
ak}

bK}  

4) B→C:{  h(m),A,B,{ { m
ak}

bK}
BCK}  5) C→B:{ bk , aK

BCK}  

And then we can get the basic hypothesis for the protocols. 

(1) A,B ⇒ ( ACK ≡ C , BCK ≡ C) (2) A,C ⇒ （ bk ≡ B)  

(3) B,C ⇒ ( ak ≡ A）  (4) A,B ⇒ ⎯→⎯m C 

(5) A ≈ m⇒  A ⎯→⎯m  (6) B ≈ h(m)⇒ ⎯→⎯m  B    

As to step 4 in the scheme, according to Kailar logic,  

⇒  C ⇒ B ≈ h(m), C ⇒ B ≈ { { m
ak}

bK}   

And with connection rule R4  

⇒  C ⇒ (B ≈ h(m),B ≈ { { m
ak}

bK} ) 

According to hypothesis (2), rule R2 and the conclusion above 

⇒  C ⇒ ( ⎯⎯ →⎯ )(mh B , ⎯⎯⎯ →⎯ bkakm }}{{
B) 

With hypothesis (4), rule R3  

⇒  A ⇒ ( ⎯⎯ →⎯ )(mh B , ⎯⎯⎯ →⎯ bkakm }}{{
B) 

According to hypothesis (2), signature rule R2  

⇒  A ⇒ (B ≈ h (m) ) 

According to hypothesis (6), comprising rule R1  

⇒A ⇒ ( ⎯→⎯m B) 

As to step 1,2 and4, According to hypothesis (1), trust rule R3  

⇒C ⇒ (A ⎯⎯ →⎯ )(mh )C ⇒ (A ⎯⎯⎯ →⎯ bkakm }}{{
) 

Then with connection rule R4 

       ⇒C ⇒ (A ⎯⎯ →⎯ )(mh , A ⎯⎯⎯ →⎯ bkakm }}{{
) 

According to hypothesis (3), rule R2, R1and the conclusion above 

⇒  C ⇒ (A ≈ m) 
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According to hypothesis (1), trust rule R3 

 ⇒  B ⇒ (A ≈ m) 

According to hypothesis (5), R1and the conclusion above 

 ⇒  B ⇒ (A ⎯→⎯m ) 

Thus, we prove that the schemes satisfy the objectives of Kailar logic: 

1. B ⇒ (A ⎯→⎯m )    2. A ⇒ ( ⎯→⎯m B) 

6   Additional Properties of the Scheme 

Additional properties make proxy authorization more applicable for real-life 
application; furthermore, many additional properties come from the special 
requirements of different circumstances. In addition to the advantages of present 
proxy authorization signature schemes, the proposed schemes have many additional 
properties, such as conditional anonymity, forward security and multi-party 
supervision. These properties make our scheme more applicable to such circumstances 
as with restricted computation ability and integrated space, circumstances with limited 
bandwidth yet requiring for high-speed operation. 

(1) Conditional anonymity. In the scheme, the attack of BID via BDI ′  is equivalent 

to ECDLP and attacking the one-way property of hash function )(⋅h . In the 

verification protocol, the verifier first testifies whether identity certificate is from a 

valid proxy signer by formula  cbcax KKUKUwh =++))(||( ,then checks the 

validity of signature with the formula PVmhVsK xc ))((? += , the proxy signer 

who signs can not deny that he has generate a proxy signature of message m  with 

private key ck  and random parameter v . If disputes or any question arise, the 

identity information BID  of the group member can be recovered with 

bca KkIE −= and formula bcaC KkIDIF −−=  in anonymity tracing protocol, 

thus the anonymity is conditionally traceable.  
Furthermore, the anonymity entrusting and revocation protocol can be executed on 

secret sharing mode, that is, the secret can be divided into n pieces for n 
members，only a group of no less than t members can cooperate to recover the secret. 
With secret sharing, the scheme provides effective supervision on authorization and 
signature generating. 

(2) Forward security. The key pair ( cK , ck ) is irrelevant with the real 

identity BID . No one but the proxy signer who generates and issues the signature can 

figure out whether two different proxy signatures are generated by the same signer. If 
a signature is successfully attacked or the anonymity tracing protocol is executed, 
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other proxy signature key pairs and identity are still secure and anonymous, so the 
group signature scheme proves to be forward secured.  

(3) Resistance to coalition attack. If proxy signers or the original singer collude to 

forge proxy authorization signature of B, they will also have to attack ck  and the 

random number v according to the analyses outlined above. Since these secret 
parameters are generated randomly and independently for a specific signature process, 
other proxy signers and the original singer know nothing but their own secret 
parameters, so the coalition attack of original signer and valid proxy signers possesses 
no superiorities over that of outer adversaries and single attacker. 

7   Conclusion and Future Work 

In the paper, we analyze the basic principles and potential application of proxy 
authorization. Considering the security problems and system flaws in other schemes, 
we present three improved proxy authorization schemes. The first two schemes can 
achieve multiple authorizations for multicast communication environment, and the 
schemes can be reinforced by secret sharing mechanism. The third scheme can 
provide conditional anonymity for proxy signers, if a signature is successfully 
attacked or the identity tracing protocol is executed, other signatures generated by the 
same proxy signer and signatures generated by other signers are still secure and 
anonymous, so the scheme proves to be forward secured.  

The proposed schemes can achieve the same security with less storing space, 
smaller communication band-width and less overheads of the system and thus well 
embody the design principles of low communication costs and system overheads. 
 

 
Acknowledgments. This work was supported in part by the Nature Science 
Foundation of China under Grant No.60842006 and Grant No. 60573032. 

And the authors should also thank the anonymous reviewers for their constructive 
advice and comments to the paper, with which we can be able to improve our work 
clerically and academically. 

References 

1. Nakanishi, T., Tao, M.: A Group Signature Scheme Committing the Group. In: Deng, 
R.H., Qing, S., Bao, F., Zhou, J. (eds.) ICICS 2002. LNCS, vol. 2513, pp. 73–84. Springer, 
Heidelberg (2002) 

2. Huang, Z.: Research on Digital Signature with Additional Properties. Xidian University, 
Xi’an (2005) 

3. Zhou, X.: Dynamic Group Signature with Forward Security and Its Application. In: 
Proceeding of the Sixth International Conference on Grid and Cooperative Computing 
GCC 2007, pp. 473–480. IEEE Press, Piscataway (2007) 

4. Avanzi, R.M.: Aspects of Hyper-elliptic Curves over Large Prime Fields in Software 
Implementations. In: International Association for Cryptology Research 2004, pp. 148–162. 
Springer, Heidelberg (2004) 



1718 X. Zhou, Y. Su, and P. Wei 

5. Hui-Xian, L., Chun-tian, C.: A New (t, n)-threshold Multi-secret Sharing Scheme. In: Hao, 
Y., Liu, J., Wang, Y.-P., Cheung, Y.-m., Yin, H., Jiao, L., Ma, J., Jiao, Y.-C. (eds.) CIS 2005. 
LNCS, vol. 3802, pp. 421–426. Springer, Heidelberg (2005) 

6. Park, H.-U., Lee, I.-Y.: A digital nominative proxy signature scheme for mobile 
communication. In: Qing, S., Okamoto, T., Zhou, J. (eds.) ICICS 2001. LNCS, vol. 2229, 
pp. 451–455. Springer, Heidelberg (2001) 

7. Zdzislaws, H., Knap, M.M.: Research on Pre-processing and Post-processing of Data in 
the Process of Creation Quasi-optimal Decision Trees. Intelligence Methods (11), 13–15 
(2002) 

8. Ting-Yi, C., Chou-Chen, Y., Min-Shiang, H.: A threshold signature scheme for group 
communications without a shared distribution center. Future Generation Computer 
Systems 20(6), 1013–1021 (2004) 

9. Abe, M., Ohkubo, M., Suzuki, K.: 1 out of n Signature from a Variety of Keys. In: Zheng, 
Y. (ed.) ASIACRYPT 2002. LNCS, vol. 2501, pp. 415–423. Springer, Heidelberg (2002) 

10. Hwa-Ching, H., Tung-Shou, C., Yu-Hsuen, L.: The ringed shadow image technology of 
visual cryptography by applying diverse rotating angles to bide the secret sharing. In: IEEE 
International Conference on Networking, Sensing and Control, 2004, vol. (2), pp. 996–
1001. IEEE Press, Piscataway (2004) 

11. Tochikubo, K., Uyematsu, T., Matsumoto, R.: Efficient Secret Sharing Schemes Based on 
Authorized Subsets. IEICE Transactions Special Section on Cryptography and Information 
Security E88-A(1), 322–326 (2005) 

12. Hwang, M.S., Lin, E.J., Lin, I.C.: A practical (t,n) threshold proxy signature scheme based 
on the RSA cryptosystem. IEEE Transactions on Knowledge and Data Engering 15(5), 
1552–1560 (2003) 

13. Bellare, M., Micciancio, D., Warinschi, B.: Foundations of Group Signatures: Formal 
Denitions, Simpli¯ ed Requirements, and a Construction based on General Assumptions. 
In: Biham, E. (ed.) EUROCRYPT 2003. LNCS, vol. 2656. Springer, Heidelberg (2003) 

14. Malkin, T., Obana, S., Yung, M.: The Hierarchy of Key Evolving Signatures and a 
Characterization of Proxy Signatures. In: Cachin, C., Camenisch, J.L. (eds.) EUROCRYPT 
2004. LNCS, vol. 3027, pp. 306–322. Springer, Heidelberg (2004) 

15. Kobara, K., Imai, H.: On the channel capacityof narrow-band subliminal channels. In: 
Varadharajan, V., Mu, Y. (eds.) ICICS 1999. LNCS, vol. 1726, pp. 309–323. Springer, 
Heidelberg (1999) 

16. Park, H.U., Lee, I.Y.: A Digital Nominative Proxy Signature Scheme for Mobile 
Communications. In: Qing, S., Okamoto, T., Zhou, J. (eds.) ICICS 2001. LNCS, vol. 2229, 
pp. 451–455. Springer, Heidelberg (2001) 

17. Chang, T.-Y., Yang, C.-C., Hwang, M.-S.: Cryptanalysis of publicly veriableauthenticated 
encryption. IEICE Transactions on Fundamental E87-A(6), 1645–1646 (2004) 

18. Zhang, F.G., Safavi-Naini, R., Susilo, W.: An Efficient Signature Scheme from Bilinear 
Pairings and Its Applications. In: Bao, F., Deng, R., Zhou, J. (eds.) PKC 2004. LNCS, 
vol. 2947, pp. 277–290. Springer, Heidelberg (2004) 

19. Fan, H., Feng, D.: Theory and Method of Secure Protocols. Science Press (2003) 


	Further Study on Proxy Authorization and Its Scheme
	Introduction
	Multi-party Proxy Authorization Scheme
	System Parameter
	Signature Generating
	Signature Verifying
	Analysis of Multi-party Scheme

	Proxy Authorization for Multicast Communication
	System Parameter
	Signature Generating
	Signature Verification
	Multi-cast Scheme Analysis

	Anonymous Proxy Authorization Signature Based on ECC
	System Parameters
	Proxy Entrusting
	Proxy Authorization Signature Generating
	Signature Verification
	Anonymous Identity Tracing
	Analysis of the Anonymous Scheme

	Analyses of the Scheme with BAN Logic and Kailar Logic
	Formalizing Analyses of Protocol and BAN Logic
	Scheme Analyzing with BAN Logic
	Scheme Analyzing with Kailar Logic

	Additional Properties of the Scheme
	Conclusion and Future Work
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /DetectCurves 0.100000
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /PreserveDICMYKValues true
  /PreserveFlatness true
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /ColorImageMinDownsampleDepth 1
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /GrayImageMinDownsampleDepth 2
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /CheckCompliance [
    /None
  ]
  /PDFXOutputConditionIdentifier ()
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




