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Abstract. Security vendors are facing a serious problem of defeating
the complexity of malwares. With the popularity and the variety of zero-
day malware over the Internet, generating their signatures for detecting
via anti-virus (AV) scan engines becomes an important reactive security
function. However, AV security products consume much of the PC mem-
ory and resources due to their large signature files. AV cloud computing
becomes a popular solution for this problem. In this paper, a novel Au-
tomatic Malware Signature Discovery System for AV cloud (AMSDS) is
proposed to generate malware signatures from both static and dynamic
aspects. Our experiments on millions-scale samples suggest that AMSDS
outperforms most state-of-the-art automatic signature generation tech-
niques of both industry and academia.
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1 Introduction

Malwares are used to compromise computers and to steal the users private data by
exploiting software vulnerabilities[1,2]. In cases which malwares are the zero-day
threats, generating their signatures for detecting via anti-virus (AV) scan engine
becomes an important reactive security function. However, modern malwares can
easily bypass AV scanners by using code obfuscation, which can prevent malicious
file contents from being detected. Current malware signature generation technique
always involves in heavy manual work by studying emulation traces with hours
or even days delay. Therefore, security researchers are facing great challenges in
overcoming the complexity of malwares, and fighting against the malware backlog
is nothing new.

To effectively handle the scale and magnitude of new malware variants, anti-
virus functionality is moved into the cloud. In this paper, Automatic Malware
Signature Discovery System (AMSDS), a novel and lightweight desktop agent
for AV cloud is described. AMSDS keeps a good workload balance between the
desktop and cloud services. It can automatically generate a lightweight signature
database with the size hundreds times smaller than traditional signature ones. In
the AV cloud model, users do not need to install a large virus signature file, but
a lightweight set of “cloud signatures”. The benefits include easy deployment,
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low costs of operation, and fast signature updating. Further, AMSDS signatures
can be easily integrated into existing AV products.

We begin in Section 2 by presenting a brief introduction of virus executable file
format. In Section 3, we expound how AMSDS generates cloud desktop patterns.
We present experimental results in Section 4, and close in Section 5.

2 Virus Executable File Format

Executable files are special-formatted file objects that can be understood and
executed by operating systems. Examples of modern executable formats include
Portable Executable format (PE) for Windows, Executable and Linkable Format
(ELF) for Linux and Mach Object (Mach-O) for Mac OS. This paper is focused
on the PE format[3] as it is the most popular format for executables, libraries,
and drivers in Windows.

A PE file comprises various sections and headers which describe the section
data, import table, export table, resources, etc. A PE file starts with the DOS
executable header, which is followed by the PE header. The PE header begins
with the signature bits “PE”. The PE header also includes some general file prop-
erties, such as the number of sections, machine type, and time stamp. Another
type of header is called optional header, which contains an array of important
information segments. The optional header is followed by the section table head-
ers, summarizing each section’s raw size, virtual size, section name, etc. Finally,
at the end of the PE file is the section data, which contains the file’s Original
Entry Point (OEP). OEP refers to the execution entry point of a PE file, where
the file execution begins. To search a PE file for malwares, a scanner typically
scans the segments at certain offsets from OEP for the known signatures. PE
tools facilitate the ease to view, analyze and edit WIN32 PE files.

Existing commercial security applications search the binary files for
pre-defined signatures to identify known malwares. Unfortunately, this tech-
nique can be easily fooled by obfuscated viruses, which use software packers
[2](programs that compress and encrypt executable files in disk and restore the
original executable image, when loaded into memory), to protect the viruses’
internal code and data structures from being detected by security software.

3 AMSDS

AMSDS aims to generate intelligent malware signatures for AV cloud desktop.
Each client has a lightweight AMSDS signature file, whose size is hundreds times
smaller than traditional signature databases. Only when a suspicious file cannot
be detected by AMSDS patterns, clients will send a request to a cloud server,
where exists the full traditional pattern database.

In this paper, our assumption is based on the fact that the samples of the same
malware family must have some identical binary raw sequences. Among those
sequences, there exists a set of identical binary strings. Our AMSDS signatures
are generated from those strings. AMSDS firstly parses a suspicious PE sample
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Fig. 1. AMSDS de-noise PE sample files

and list its internal structures, such as PE header, optional header, section table,
import table, export table, and the resources. To speed up the signature gener-
ation, AMSDS will discard some raw data of this sample, and only reserves the
segments where hackers may insert their malicious codes. This process is called
”de-noise”. After the denoising, AMSDS can make the testing environment safer
by destroying malware’s PE formats. Therefore, the malicious sample can not
be executed. Fig. 1 shows the de-noise performance for some malware samples.
Owing to the de-noise stage, AMSDS can shrink the original file sizes almost by
half.

AMSDS is able to generate malware signatures from both static and dynamic
aspects. With the incoming of malware samples, the intelligent converter in
AMSDS parses malwares static information, and uses machine learning technique
to find multiple disjoint binary sequences. Based on those invariant substrings,
the static compound signatures are generated for inline matching. AMSDS can be
also used to automatically generate behavior signaures. Nowadays, the emulator
or sandbox is used to capture malware dynamic traces. However, the overwhelm-
ing static and dynamic “noise” generated by using code obfuscation make it hard
to analyze. Therefore, current malware signature generation techniques always
involve in heavy manual work by studying emulation traces with hours or even
days delay. A malware emulator and its tailored malware behavior ontology are
used to collect the dynamic execution token traces. Those tokens are abstract
representations by traversing the malware behavior ontology. Afterwards, the
malware behavior signatures are generated from those token streams.

4 Simulation

We describe our experimental results on on millions-scale samples in this section.
By using the disjoint invariant segments, AMSDS achieves low false positive rate;
By using “back up” signatures, AMSDS can defeat code obfuscation efficiently.
Our testing sets include more than 10 millions benign samples and almost 35k
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malware samples from 40 families. We choose small training set from 30 to 50
samples for each family. The average malware detection rate is around 80%. (For
larger training set, the detection rate will be higher.) As shown in Fig. 4, the
false positive rate for benign samples is 0.001%. In the aspect of speed, AMSDS
is comparable with current AV products. For example, AMSDS takes 1m26s
seconds to scan a folder, which includes 20,000 files.
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Fig. 2. Detection rate and pattern number

We also measured the malware detection rate for 30 families, which includes
10 Windows PE packer and 20 malware families. Fig.2 presents the detection
rates and pattern number for each family. The total pattern file size is less than
10k. Our testing suggests that the average malware detection rate is around
80%. We also found an interesting result: the pattern number for each packer
family is much less than that of malware family. The only reason we think is
that few patterns are enough to capture the packers’ unpacking semantics. Nor-
mally a packer’s unpacking process involves four consecutive steps: decompres-
sion or decryption, anti-debugging checks, import table rebuilding, and jumping
to OEP[2]. For packers, each above step always involves similar working flow. For
example, in the import table building stage, a packer extracts the DLL names,
followed by the trunk table addresses and APIs. For files with relocation tables,
the packer stores the Relative Virtual Address (RVA) of the relocatable data
blocks, which will be relocated when the relocation table needs rebuilding.
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5 Conclusion

In this paper, we propose AMSDS, a ontology-based automatic signature gen-
eration system for zero-day malwares, which generates both static and dynamic
tokens for AV cloud computing. Our approach is generic and flexible. Different
otologies can be plugged in for various detecting purposes. The experiments show
it outperforms state-of-the-art automatic signature generation techniques.

References

1. Grace, C.: Understanding intrusion detection systems. PC Network Advisor 122,
11–15 (2000)

2. Yan, W., Zhang, Z., Ansari, N.: Revealing packed malware. Journal of IEEE Security
and Privacy 6(5), 65–69 (2008)

3. An In-Depth Look into the Win32 Portable Executable File Format,
http://msdn.microsoft.com/msdnmag/issues/02/02/PE/

http://msdn.microsoft.com/msdnmag/issues/02/02/PE/

	Toward Automatic Discovery of Malware Signature for Anti-Virus Cloud Computing
	Introduction
	Virus Executable File Format
	AMSDS
	Simulation
	Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




