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Abstract. In previous work, the authors presented a theoretical lower
bound on the required number of testing runs for performance testing
of digital forensic tools. We also demonstrated a practical method of
testing showing how to tolerate both measurement and random errors in
order to achieve results close to this bound. In this paper, we extend the
previous work to the situation of correctness testing.

The contribution of this methodology enables the tester to achieve
correctness testing results of high quality from a manageable number of
observations and in a dynamic but controllable way. This is of particu-
lar interest to forensic testers who do not have access to sophisticated
equipment and who can allocate only a small amount of time to testing.
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1 Introduction

Working from a legal perspective, digital forensics is one of the most potent de-
terrents to digital crime. Within the last ten years, more than a dozen definitions
of digital forensics have been proposed; however, the one common element in all
these definitions is the preparation of evidence for presentation in a court of
law. In courtrooms, witnesses present the facts of a case as perceived by them.
But a witness sometimes serves as an “expert” in giving personal opinions about
what has been found or observed during a digital investigation. Such opinions
are formed on the basis of professional experience and deductive reasoning.

A digital forensic expert must be familiar with many forensic tools, but no
expert can know or use all of the forensic tools available. Questions regarding
digital forensic software tools used in an investigation are often asked in the
courtroom. Such questions may be phrased as: “have you personally used tool
A7?7; “did you use tool B because it is faster than tool A?”; “among tools A, B
and C, which tool performs better in assisting this case?”; and so on. The judge,
as well as lawyers on opposing sides, may be very interested in the answers to
these questions in order to find possible flaws or errors in the reasoning.

Where can the forensic expert obtain information about the effectiveness of
the tools he chooses to use? Current testing work is led by a few official organi-
zations [23/4] often government supported, with many results unavailable to the
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general public, or only published for tools which have become commonly used.
Mohay [9] has argued that the increasing time gap between available testing re-
sults and the release of testing results of new tools is a major reason why newly
developed tools are rarely accepted into general digital forensic practice.

The focus of this paper is on developing a simple way of helping an expert
witness in digital forensics to implement some standard software tests in order to
be ready with answers for questions such as those above. Because the quality of
software tools depend on many parameters, testing paradigms vary on the basis
of the tester’s intention; thus a test may be aimed at performance, correctness,
reliability or security.

In previous work [10] the authors focused on testing the performance of tools.
In this paper, we focus on correctness testing in the context of the forensic tool
testing discussed in [IIT5]. A correctness test evaluates how much the function-
ality of a tool differs from the user’s expectations. The definition of correctness
and the results of any test for correctness must both be measurable. In this
paper, we define ‘correctness’ as both accuracy and precision of the tool.

We phrase our problem as: how can an expert witness without any specialized
equipment quickly and correctly gain knowledge of the capacity for correctness
of a given set of digital forensic tools? We propose an effective and efficient cor-
rectness testing framework. Our framework regulates what digital forensic tools
should be compared in one experiment and it determines a testing plan prior to
the experiment so that the tester can balance the test effort against the accu-
racy of the test results Moreover, the framework interprets the test results and
includes necessary conditions for their reproducibility. The key contributions of
this work are two-fold: (a) the development of a correctness testing methodology
for digital forensic tools achieving effectiveness and efficiency simultaneously, and
(b) theoretical and practical contributions for forensic expert witnesses from the
findings of a case study.

Our methodology on executing testing plans is described in Section[2l Section
provides an example to illustrate our methodology. The paper is summarized
in Section [

2 Owur Approach

In previous work [TOITT], the authors described the background of forensic tool
testing as a scientific method and introduced orthogonal arrays [7] as an approach
to organizing testing runs. We shall use the same terminology as in that paper.
In this section, we demonstrate how the use of orthogonal arrays gives us a
flexible methodology for testing correctness of forensic tools. The approach is
dynamic and improves the quality of testing results during the execution. Our
methodology reduces the impact of inaccurate observations with large values by
using Taguchi’s logarithmic function [I4]; it detects outliers by engaging paired
Student t-tests [16]; and it determines the number of necessary observations by
applying recent statistical findings.

In an array, each parameter corresponds to a column and each test performed
corresponds to a row. The entries in the array are the values taken on by the
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parameters. These entries are placed according to constraints set by the testing
requirements. In general, we wish only that the constraints are those of fairness
(each value of every parameter of the system should be tested an equal number
of times) and blindness (no conclusions are drawn until the entire test is ended).
These conditions are the primary focus of special types of arrays known as ‘or-
thogonal arrays’ or OAs. In what follows, N will refer to the number of rows and
k to the number of columns of the array. The entries in the array can be taken
from any set S of size s. In the general case, there is an additional parameter ¢
known as the strength, but it is sufficient for our purposes to always use t = 2.
We can now give the definition due to [7]: An OA(N, k,s,2) is an N x k array
with entries from S such that

F every N x 2 sub-array contains each pair of elements of S the same number
of times as a row.

In other words, any row of the array restricted to any two columns appears the
same number of times in the restriction. An OA allows us to test the performance
of a tool against itself, or to test it against other tools on the same parameter set.

We lay out two key strategies to tackle the testing error issue. First, we set a
simple criterion to identify the potentially contaminated observations, referred
to as suspicious samples. The negative effect caused by suspicious samples will be
mitigated by introducing additional observations with fewer contaminated ones.
We increase the robustness of testing results by using the logarithmic function
in the Taguchi method [14], and predict the total number of testing observations
by using Zhou and Zhu’s result in [I7]. Second, we alter the standard execution
order of a testing array from row-wise to column-wise. This technique enables
additional observations to be introduced on demand and so a tester can improve
the quality of testing results without interrupting the experiment.

2.1 Reducing the Impact of Errors

In any experiment, errors are inevitable. Generally, errors are of two types —
measurement error and random error. A measurement error is any bias caused
by the observation methods or instrument used. A random error is caused by the
variation of the experimental environment. The first type of error can be dealt
with by good calibration, while the second is more difficult to handle. In either
case, data outliers will occur once the error has accumulated to a certain level.
An outlier is “an observation that lies an abnormal distance from other values”
[8]. The effect of outliers is to distort the results of the test, and so their impact
must be reduced. There are several ways to effective reduction of outlier impact,
but we choose that of Taguchi et al. in [T3]T4].

Taguchi proposed the use of the logarithmic function f(z) = —101log(z?) [13],
which has the effect of reducing the impact of error for real input values of x > 1,
but increasing the impact for 0 < < 1. Thus, use of the logarithmic scale makes
it increasingly important to obtain accurate results with small values. When less
precise measuring devices are used to obtain observation results, a measuring
error may introduce an outlier which strongly degrades the quality of the results.
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In order to identify suspicious data, we therefore propose the following algorithm
which is applied to the logarithmic version of the data.

Algorithm input: a set of test output observations in real numbers and a
known (or estimated) margin of error caused by measuring errors.

Algorithm output: a set of suspicious data in real numbers.

Begin Algorithm

Step 1. Subtract the margin of error from each value in the set of observations
to obtain a second set of data.

Step 2. Apply the paired Student t-test on the two data sets.

Step 3. If the two data sets are not significantly different according to the t-test,
then output an empty set and terminate the algorithm; otherwise, proceed
to Step 4.

Step 4. Output a set containing the smallest observation from the first set,
repeated as many times as it occurs. Then go back to Step 1 using an input
the difference between the first set and the output set.

This algorithm will eventually terminate and output a set of real numbers or an
empty set. If the output set is nonempty, we define the elements in the set as sus-
picious samples. If suspicious samples are detected, then we will need to improve
the quality of testing results by ensuring enough instances of observations.

The next subsection will discuss how to obtain an adequate number of
observations.

2.2 Determining the Number of Tests to Run

To reduce the impact of outliers, merely applying Taguchi’s logarithmic function
is insufficient because observations with small values have to be accurate. To
improve the quality of these observations, more test runs will reduce the impact
caused by any random error, and an appropriate statistical analysis reduces the
impact caused by any measurement error.

Zhou and Zhu in [I7] determined the relationship between the number of
suspicious samples and the number of observations. Their Theorem 1 is restated
in the following theorem in order to fit our situation.

Theorem 1. Suppose that an experimental design has N rows. Then for any
integer R > 1, in order for N x R observations to withstand the impact caused
by the measure error and the random error, the number of suspicious samples
should not exceed

e {5 Y[

where | x| denotes the largest integer less than or equal to x.

Specifically, there are LN2_1J + LNéHJ . LR2_1J outliers caused by the measure-

ment error and N - LR2_1J outliers caused by the random error.
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Theorem [ indicates that increasing the number of observations increases the
overall credibility of the results. This theorem also indicates that a large product
of the N value (the row size of the testing array) and the R value (the replication
number) is crucial for tolerating experimental errors. This theorem implies that
the R value must be equal or larger than 2 to tolerate outliers caused by the
measurement error, and must be equal or larger than 3 to tolerate outliers caused
by the random error.

We use the results of this theorem to determine the necessary number of ob-
servations for an experiment so that the impact of outliers will be negligible. The
next subsection presents our new adaptive procedure for executing an experiment.

2.3 Our Adaptive Procedure

Consolidating the above ideas and results, we present an adaptive procedure for
conducting tests. The procedure helps the tester to obtain high-quality testing
results based on a given testing array. Our procedure ensures that the over-
all quality of the results is good enough for deriving reliable and trustworthy
conclusions, because this procedure reduces the impact of outliers caused by
experimental errors to a negligible level.

Procedure input: an N x k orthogonal array associated with the experiment.
Procedure output: N x R observations.
Begin Procedure

Step 1. Execute the array once so that each row will be tested. After this step,
the tester should have conducted N observations associated to every row of
the array.

Step 2. Transform the results by using Taguchi’s logarithmic function and
check for suspicious samples in accordance with Section 2l If there are
no suspicious samples, go to Step 6; otherwise, letting m be the number of
suspicious samples, proceed to the next step.

Step 8. Compare m with the value of N, in Theorem [I and increase R to the
smallest value of R such that m < N.,.

Step 4. Let R’ be the number of observations which have already been made.
Retest using the array R—(R'+1) times. The execution order is column-wise.
(Input may be changed at this stage; see the example of Section [Bl)

Step 5. Transform the new results using the logarithmic function and search
for suspicious samples again. Newly identified suspicious samples should be
counted before proceeding to the next step.

Step 6. Test each row of the array for the last time, transform the results
and do a final check for suspicious samples. If the number of suspicious
samples exceeds the number identified in Theorem [Tl then go back to Step
3; otherwise, the experiment is completed.

End Procedure

Our methodology provides a cure for the error-handling problem suffered by
the Taguchi method. It has the following advantages over these two methods:
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— Our method fulfills the blindness requirement. That is, no conclusions are
drawn before a test is completed.

— Our method does not waste testing effort. That is, every observation is kept,
so that the tester knows the exact testing effort and the complete set of results.

— Our method is more automated than Taguchi model. Our method does not
require the tester to determine the replication number before the start of a
test, and does not pause the test before an adequate number of observations
are obtained.

3 Correctness Testing of Data Carving Tools

To illustrate the procedure of obtaining good-quality results from a comparative
experiment, we conducted a correctness test on data carving tools. We chose the
number of false positives as the only metric on which to compare the correctness
across the tool set. If a tester wishes to test additional items, these must be dealt
with one at a time. In particular, we evaluated the correctness of these tools by
the number of unsuccessfully recovered files. In this experiment, a data carving
tool is a tool whose input data format is the raw image of a disk partition and
whose output data format is that of the recovered file.

We chose five data carving tools. The choice of tools is represented as sequen-
tial integers. In this experiment, we included 5 scenarios:

0 Foremost

1 FTK

2 Magicrescue

3 Scalpel

4 X-Way Forensics

An OA whose total number of rows is divisible by 5 was required if each of these
five scenarios was tested once; accordingly, if three scenarios were tested twice and
two scenarios were tested once, then the number of rows should be divisible by 8.

We considered recovering 3 common types of files — MS word documents, jpeg
files and MS xIs files. By excluding (labeled as “0”) or including (labeled as “1”)
these types of files in the testing input image, we had a total of 3 binary parameters
in the experiment, and so needed an OA with at least 3 columns and 6 rows.

We iterated through the online OA library [I2/I0]. No 5 x 4 or 6 x 4 OA was
available. We found several options with 16 rows satisfying the F' condition, and
we did not choose any OA with more rows to save the overall testing effort. The
closest fit is the 16 x 9 array listed below. It has one column with 8 variables
which we list first and use to allocate tools to be tested, and 8 columns with
binary variables. The OA is indexed as

16 4(x) 28 8!

in table 1 on the pagehttp://www.research.att.com/~njas/doc/cent4.html.
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000000000
011111111
100001111
111110000
200110011
211001000
300111100
311000011
401010101
410101010
501011010
510100101
601100110
610011001
701101001
710010110

We arbitrarily related each of the columns (other than the first) to one of the 3
binary parameters and deleted the last 5 columns. In terms of redundant symbols
(457, “6” and “7”) in the first column, we substituted them with the first three
scenarios (“0”, “1” and “2”) respectively.

We compared the MD5 hash values of the recovered files and those of the
original files. The possible MD5 collision indicated that we should employ 1
miscounted file per 1,000 files as margin of error. Moreover, we assume a base
false positive rate is 0.002. Then we followed the procedure in Section [Z3] step
by step:

Step 1. By following the array instructions using the DFTT testing image #11
[6], we obtained 16 observations (one for each row). In order from the first row
to the last row, the false negatives were:

0.002, 1.002, 0.002, 0.002, 0.002, 1.002, 0.002, 1.002,

1.002, 0.002, 1.002, 0.002, 0.002, 0.002, 1.002, 0.002.

Step 2. These 16 numbers were transformed by using Taguchi’s logarithmic
function to obtain the sequence:

53.979, -0.017,53.979, 53.979, 53.979, —0.017, 53.979, —0.017,

—0.017,53.979, —0.017, 53.979, 53.979, 53.979, —0.017, 53.979.

Subtracting the margin of error 0.0005 from the results in Step 1, we obtain
possibly contaminated observations as:

0.001, 1.001, 0.001, 0.001, 0.001, 1.001, 0.001, 1.001,

1.001,0.001, 1.001, 0.001, 0.001, 0.001, 1.001, 0.001.
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By applying Taguchi’s function to the second set of observations adjusted for
error, we then obtained a second transformed sequence:

60.000, —0.009, 60.000, 60.000, 60.000, —0.009, 60.000, —0.009,

—0.009, 60.000, —0.009, 60.000, 60.000, 60.000, —0.009, 60.000.

A paired t-test indicated a significant difference between these two sequences
(t = -5.0106, df = 15 with p-value = 0.0001551). By following the outlier de-
tection algorithm mentioned in Section 2] we removed the observations of the
least value from the original observation set and identified ten potential outliers
which are equal to 0.002 in Step 1.

So we proceed to Step 3.

Step 3. To tolerate 10 potential outliers, Theorem[dlrequires 16 x 3 observations.
And the number of actual outliers which can be handled by these observations is

minHm;lJ + {16;1 : f’;lJ , 16 P;lJ} =min{748-1,16-1} =15.

Step 4. By using the DFRWS-06 challenge image file [5], we ran the test array
once more and obtained 16 new observations. From the first row to the last, the
false positives were:

0.002, 13.002, 0.002, 8.002, 1.002, 10.002, 1.002, 5.002,

6.002, 3.002, 10.002, 3.002, 4.002, 4.002, 9.002, 2.002.

Step 5. We found no more suspicious samples in the available 32 observations
other than the ten observations identified in Step 2.

Step 6. By running the test array for the last time and using the DFTT testing
image #12 [6], we obtained another 16 observations (one for each row). From
the first row to the last, the false positives were:

0.002, 0.002, 0.002, 3.002, 1.002, 2.002, 1.002, 1.002,

2.002,2.002, 0.002, 0.002, 2.002, 1.002, 2.000, 1.002.

There are five suspicious samples in this set of observations: the five smallest
values equal to 0.002. Therefore, we have in total 15 potential outliers in this
experiment. Our 48 observations are obtained in 3 group tests, so our experi-
mental results can tolerate these 15 outliers as calculated in Step 3 according
to Theorem [Il So we completed the experiment with this set of 48 observations
shown in Table[dl

The average execution times in each testing run varied in a relatively wide
range from zero to 5, as shown in Figure[Il Variations in false positives between
different runs were evident — the three largest values were 4.669, 4.335 and
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Table 1. The Experimental Results of the 16-Run Correctness Test for the Data
Carving Tools

Row Group 1 Group 2 Group 3

1 0.002  0.002 0.002
1.002 13.002  0.002
0.002 0.002 0.002
0.002  8.002  3.002
0.002 1.002 1.002
1.002 10.002 2.002
0.002 1.002 1.002
1.002 5.002 1.002
9 1.002 6.002 2.002
10 0.002  3.002 2.002
11 1.002 10.002 0.002
12 0.002 3.002 0.002
13 0.002 4.002 2.002
14 0.002 4.002 1.002
15 1.002 9.002 2.002
16 0.002 2.002 1.002

0~ O U Wi

4.002 observed respectively in run 2, run 4 and run 15; the three smallest values
were 0.002, 0.002 and 0.669 observed respectively in run 1, run 3 and run 5.

The observed values in runs 1 and 2, runs 10 and 11, and runs 7 and 8 were
consistently small. This corresponded to the two most efficient carving tools —
Foremost and Scalpel. In fact, Scalpel was developed based on Foremost. Besides
the choice of tools, the inclusion of jpeg files also had significant impact on the
false positives.

In this test, the first group of observations provided much inaccurate infor-
mation as the DFTT testing image has a broad mixture of files; however, we
managed to achieve the correct results by introducing extra observations with

5.000
4.500 -

4.000 *
3.500
3.000 *

2.500 .

2.000 *
1.500
1.000 * *
0.500
0.000

+
*

# False Postives

Fig. 1. Average False Positives of Data Carving Tools Observed in the 16 Testing Runs
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better quality. Therefore, the overall quality of testing data was good enough to
reveal accurate information about the correctness of the tools.

4 Conclusions and Future Work

A robust correctness testing method for digital forensic tools was presented in
this paper. In order to deliver the most accurate result, we demonstrated that
multiple observations are necessary. Moreover, we have shown that the choice of
OA determines the testing pattern and provides the number of testing cases; our
adaptive experimental approach guarantees that testers achieve testing results
of good quality through a limited number of observations.

Our approach enables general testers to compare the performance of digital
forensic tools without using sophisticated equipment or spending a large amount
of time. The testing results have proved the validity and the effectiveness of our
methodology. Most importantly, our methodology can be fully automated so that
a computerized tester may be developed to replace human testers in the future.
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