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Abstract. This paper presents how to detect MP3 files that have been
downloaded from peer-to-peer networks to a user hard disk. The technology can
be used for forensics of copyright infringements related to peer-to-peer file
sharing, and for copyright payment services. We selected 23 indicators, which
show peer-to-peer history for a MP3 file. We developed software to record the
indicator values. A group of selected examinees ran the software on their hard
disks. We analyzed the experimental results, and evaluated the indicators. We
found out that the performance of the indicators varies from user to user. We
were able to find a few good indicators, for example related to the number of
MP3 files in one directory.
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1 Introduction

This paper discusses technology to detect which Motion Picture Expert Group Audio
layer 3 (MP3) files on the user device originate from peer-to-peer (P2P) networks.
P2P file sharing applications and networks include for example Napster, Kazaa,
Gnutella, eDonkey, and BitTorrent. P2P file sharing has created most of the traffic in
the Internet in the past years. A significant amount of this traffic is copyright content
with licenses, which do not allow sharing in the P2P networks. Though peer-to-peer
networks are infamous for copyright infringements, there are also many legal ways to
use P2P file sharing. Napster P2P application was enhanced with models to pay for
the content [1]. The rights owners may allow the P2P file sharing with Creative
Commons licenses [2] or in other ways. Increasing amount of companies use P2P file
sharing to decrease their Content Distribution Network (CDN) costs, like Blizzard
with World of Warcraft [3]. In a recently published post-payment copyright service
the users are able to legalize their unauthorized media content by paying the copyright
fees after downloading [4]. This paper describes the technology, which supports the
post-payment copyright system by helping the user to select the files for which he
wants to purchase the post-payment licenses. The technology suits also well for
forensics purposes in finding evidence for copyright infringements. It is important to
notice that post-payment copyright system and forensics are two different use cases
for the technology, and they should not be mixed together.
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The attempts to detect copyright content in the P2P networks have often been
related to investigations of copyright infringements. Broucek et. al. describe general
methodology for digital evidence acquisition for computer misuse and e-crime [5].
The ISPs have the best capabilities to collect information about the behavior of the
investigated users. This kind of network collection is the most commonly used
method for P2P copyright infringement forensics at the moment. Generic P2P traffic
detection and prevention have been discussed in [6], and with emphasis on traffic
mining in [7].

A commonly proposed method to detect copyright infringements in the user device
is watermarking [8]. Koso et. al. apply Digital Signatures to watermarking [9]. The
watermarking is a technology to embed information to content so that it does not alter
the human perception of the content and so that the information is difficult to remove.
The watermark is at investigation time used to track the source of the content. Digital
Time Warping achieves independence from encoding and sampling [10]. An option to
evaluate the source of a MP3 file is to carry out MP3 encoder analysis [11]. An
application called Fake MP3 detector differentiates the files, which have different
content as the name suggests [12]. The copyright infringement detecting and tracing
are studied in [13].

In this paper we use an empirical method to detect which MP3 files on the user
device originate from P2P networks. We identify 23 indicators, which show that a
MP3 file has been downloaded from P2P network. We let six examinees to run the
research software on their hard disks. All examinees have files originating from P2P
network, and most of them have self-ripped files, as well.

After running the software the users manually classify which files are originated
from P2P network. The research software records the values of all indicators for each
MP3 file. We use the sensitivity and specificity performance metrics, which have
commonly been used in binary classification context. The results show that the most
suitable indicators vary from person to person, but a few indicators reveal well the
P2P download origin.

In addition to the forensics use, the main application of the results is to help a user
to select, which MP3 files are authorized and to which ones the user should purchase
the license using the post-payment copyright system or by other means. The studied
method evaluates the indicators. The P2P origin is in many cases a rule of thumb
differentiating the authorized and unauthorized files of a typical user in Finland.
Nevertheless, not nearly all P2P files are illegal, neither nearly all MP3 files without
P2P history are legal. Even if the indicators were able to differentiate the P2P
originated files with 100% accuracy, the legal status of the studied MP3 files would
remain inaccurate. On the other hand, if the user was expected to classify his files to
legal and illegal fully manual, going through thousands of files would be tedious, and
this technology provides for the user a great help for the selection.

2 Materials and Methods

In this study we selected 23 indicators, which potentially show that a MP3 file is
originated from a P2P network. We had six examinees. We developed software,
which can run on an examinee’s PCs and recorded the results of the indicators for
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each MP3 file. The examinees ran the software and classified the origin of the files.
We used three types of indicators: file specific indicators, directory specific
indicators, and album specific indicators.

2.1 File Indicators

The file indicators try to classify the files, in this case MP3 tracks, individually.

1)  The file name, file path or file contains a P2P sharing group name like
”EiTheLMP3”.The list of names was collected from two sites: [14] and [15].

2)  The file path contains 1337 speak like “m@ke”.

3) ID3 tag comment field has an URL address like”
http://www.torrentreactor.net/”.

4) ID3 tag comment field contains 1337 speak.

5)  ID3 tag title or comment field has a tag of a ware group tag like “RAGEMP3”.

6) ID3 tag comment field is not empty.

2.2 Directory Indicators

The directory indicators go through the files in a directory and compare them with
each other.

7)  The file path has any of the following words: download, or shared.

8) Adirectory contains over 40 MP3 files.

9)  Adirectory contains over 25 MP3 files.

10) The music in the directory has a longer total duration than 80 min.

11) The MP3 directory contains more than 3 other than music files.

12) The directory contains a file with the following type .nfo.

13) The directory contains a file with a following type .url, .torrent or .info.

14) There is a .txt file the same directory

15) There are no other tracks from the same album according to the album ID3 tag.

2.3 Album Indicators

The album indicators study the common characteristics of the files, which have the
same album ID3 tag.

16) The track number is filled in some, but not in all tracks of the album.
17) All tracks are not encoded the same way (VBR or CBR)

18) The album files have different bitrate, only used for CBR.

19) All tracks do not have the same sampling rate.

20) Tracks vary from mono to stereo.

21) Many file indicators are present for the tracks of the album.

22) The file names contain capital and non-capital letters in a varying way.
23) The file names contain symbol characters in a varying way.

2.4 Examinees

The examinees were selected so that they had a large amount of files, which
originated both from P2P networks and from personal ripping from Compact Discs
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(CD). The table 1 describes the MP3 software of the examinees. For simplicity the
source of the MP3 files was expected to be either P2P network or personal ripping of
CDs. As background information about the source we collected the users’ CD ripper
and MP3 encoder, and P2P file sharing application. MP3 re-tagging alternates the
possibility to carry out the detection with the selected indicators. In some cases the
player may also change the files or directories.

Table 1. Examinees’ MP3 related software

User Ripper Tagger p2p Player
1 EAC-LAME, iTunes Tag-Scanner Azureus, eDonkey iTunes, WMP
2 Audio-grabber Bittorrent, Limewire =~ WinAmp, Rythmbox
3 WMP WinMX WinAmp
4 WMP WinAmp -
5  Audio-grabber DC++, Bittorrent WinAmp
6 WinAmp

In the table 2 we characterize the users according to the number of studied MP3
tracks and the percentage of illegal files.

Table 2. The number of tracks and percentage of illegal files for a user

User 1 2 3 4 5 6
Tracks 3394 1511 1946 905 2017 811
Ilegal% 16.8 93.1 99.2 123 82.2 100

2.5 Metrics for Indicator Characterization

The commonly used performance metrics for binary classification are sensitivity and
specificity. The typical application of the binary classification is to use medical
examinations to find out if the patient has a certain disease or not. The examination
results are divided to true positives (7P), true negatives (TN), false positives (FP), and
false negatives (FN).

The sensitivity is defined

TP

Sensitivity = ——— .
TP+ FN

ey
The sensitivity describes which portion of the illegal files the indicator was able to
find. The specificity is defined

TN

0t 2
TN + FP @

Specificity =

The specificity characterizes which part of the files, which were classified as legal,
were really legal. When other than binary indicators are used or several binary
indicators are combined together, it is possible to adjust the decision limit. If we want
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to change the decision limit so that our sensitivity increases, we lose in specificity and
vice versa.

3 Results

We calculate the sensitivity and specificity values for each examinee per indicator.
The summary of the sensitivity and specificity analysis can be found in the figure 1.
The indicators are sorted according to the sensitivity average, the best indicator is on
the left and the worse on the right. The standard deviation error bars show that there is
a large variation in the capability to indicate P2P history for a MP3 file in the
indicators. In most use cases the specificity value should stay close to 100%. The
average specificity of indicator 6 is below 40%, but as we can see later in this section,
it works well with the data of a few examinees.

The best average indicator for this group of examinees was 10) The music in the
directory has a longer total duration than 80 min. It has close to 100% specificity and
the highest sensitivity (around 30%). The following indicators have also a reasonable
sensitivity and close to 100% specificity: 9) A directory contains over 25 MP3 files,
8) A directory contains over 40 MP3 files, 16) The track number is filled in some, but
not in all tracks of the album, 3) ID3 tag comment field has a URL, 17) All tracks are
not encoded the same way (VBR or CBR), and 19) All tracks do not have the same
sampling rate. In the Figures 2, 3 and 4 we show the specificity and sensitivity of
three individual examinees’ data.
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Fig. 1. Sensitivity average with standard deviation error bars and Specificity average
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Fig. 2. Example of quite high sensitivity specificity (dashed)
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Fig. 3. Example of very high specificity (dashed) and low sensitivity

The figure 2 is a case where many indicators show that a file has been downloaded
from P2P network and the specificity remains under control. Especially indicators 8)
A directory contains over 40 MP3 files, 9) A directory contains over 25 MP3 files,
and 10) The music in the directory has a longer total duration than 80 min perform
well. These three indicators are related to each other and this examinee has
downloaded many files one by one rather than as a whole album from P2P networks.
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Fig. 4. Example of low specificity (dashed) and quite high sensitivity

The tracks are stored in one directory. Also indicators 18) The album files have
different bit rate, and 21) Many file indicators are present for the tracks of the album
have high sensitivity. The indicator 6) ID3 tag comment field is not empty can keep
the high specificity in this case.

In the figure 3 the specificity is constantly 100%. The best indicators are 3) ID3 tag
comment field has a URL address, 6) ID3 tag comment field is not empty and 21)
Many file indicators are present for the tracks of the album. The high specificity
value is obvious result in this case, because this examinee had 100% of the files from
P2P networks.

In the figure 4 the challenge are the low specificity values with many indicators.
Especially, the indicator 6 shows very low specificity. The generally best performing
indicators are the group of 8, 9 and 10, which indicate a large number of MP3 files in
one directory. Also indicator 16) The track number is filled in some, but not in all
tracks of the album has high sensitivity and close to 100% specificity.

4 Discussion

In this paper we studied the performance of 23 indicators, which show that a MP3 file
is potentially from a P2P network. We evaluated the indicators with binary
classification performance metrics: sensitivity and specificity. The best indicator was
10) The music in the directory has a longer total duration than 80 min achieved close
to 30% average sensitivity and practically 100% specificity. Generally the related
indicators 8, 9 and 10 which indicate a large number of MP3 files in the same
directory performed well. The number of files in a directory does not principally have
anything to do with P2P networks. It is just a way how users organize their MP3 files
in the directories. By using the number of files, we take a bold assumption that there
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are only two main sources of MP3s, either ripping the CDs or downloading files from
P2P network. P2P file sharing is so huge phenomenon that this assumption works
especially with the people who either are investigated in the forensics methods or who
are interested to use post-payment copyright type of services.

The obvious high specificity indicators 1) The file name, file path or file contains a
P2P sharing group name like ” EiTheLMP3”, 2) The directory contains a file with
the following type .nfo, .url, .torrent or .info, 3) ID3 tag comment field has a URL
address like http://www.torrentreactor.net/”, 4) The file path or file contains 1337
speak like “m@ke” or 5) ID3 tag title or comment field has a tag of a ware group like
“RAGEMP3” were not strongly visible in this group of examinees. The most
common indicator of these was 3 showing URL address existence in the ID3 tag. It
achieved an average of 15% sensitivity and practically 100% specificity. The related
indicator 6 revealing any text in the comment had the highest sensitivity of all
indicators, but due to very low specificity with a few users its accuracy was dropped
significantly.

The specificity of the indicators varied from user to user significantly. One clear
reason for very good specificity values was that a couple of examinees had practically
all files from P2P networks. The number of examinees was rather small (6), and a few
users did not have many files without P2P origin, making the specificity analysis less
meaningful.

The results of this research can be used for forensics purposes to find out the P2P
network origin of files on the device of the examined user. They can also be applied
for post-payment copyright system to help the user to select the unauthorized MP3
files for license purchase. The examinees did not try to cover the origin of the P2P
networks in their files. If one would systematically try to cover the traces by
renaming, retagging and rearranging the files, these indicators may lose their
effectiveness.

It would be interesting to research methods and algorithms, which could achieve
the combinatory performance of all used indicators, and to study the performance of
the methods by comparing to the performance of individual indicators. The studied
indicators can individually be used to reveal the P2P origin of the MP3 files, if the
examinees have not tried to remove the traces beforehand.
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