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Abstract. Internet becomes one of the basic necessity of a person. From simple
sharing of data and information, internet nowadays offers millions of things such
as free storage, free communication. Privacy and Security Issues are being
compromise with the so many things that Internet provided. Billions of IoT
devices will be released in the market by 2020 [1]. To secure connection
between devices, the researcher added additional security using ADDA Algo-
rithm. This algorithm will add additional blocks to the traditional encryption for
additional security to the gateway of a particular IoT device. There are three
(3) parameters to be used in this study to provide security and privacy for the
IoT sites and devices. These are the accuracy, encryption speed and decryption
speed of data. In this study, the researcher explains the step-by-step details how
the ADDA algorithm works and make IoT devices secured for day to day use by
making a new algorithm. With the results generated, ADDA algorithm gives
additional protection to already encrypted data by adding characters based on
the algorithm created. The result of encrypting data using ADDA algorithm was
exceptional due to high percentage rate of the test conducted.
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1 Introduction

Internet offers one thousand and one data and information, publish anywhere and can
be access everywhere. The rise of the internet increases cybercrime this include security
and privacy issues. There are three (3) identified main factor that arises the growth of
internet this includes First, the development of small scale technology, Second, the
inexpensiveness of the technology, and third the presence of online storage [1].

In 2020, 24 Billion of IoT Devices will be released in the market. Along with the
development of the technology, is also the growth of security issues such as (1) Public
Perception, (2) Vulnerability to Hacking, (3) Readiness of Company to handle security
issues and (4) which of the security provider really provides security. Another concern
is the privacy issues accompanied to IoT such as (1) uncontrollable volume of data,
(2) Unwanted Public Profile, (3) arise of eavesdropping and (4) consumer confidence of
finding everything via Internet [2].

IoT revolutionizes how individuals and corporations interact with one another.
Security and privacy issues can be resolved by means of competitive advantages
network technologies has been developed over the years. Direct connections to a server
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can be limited or track down by means of embedded electronics, a good software
engineer and administrator plus a good connectivity [3].

Based on the survey done by the internet world stats usage and population statistics,
Philippines ranked 15 out of 20 to the top 20 countries with the highest number of
internet users having 102,624,209 population and 54,000,000 registered internet users.
This means that Internet is part of Philippine community daily living. The inexpen-
siveness of the technology cost i.e. the production of mobile or smart phone that offers
internet connections and the low cost of communication provider are some of the
factors that causes the growth of internet usage [4].

With the growing number of Internet users and providers together with the infor-
mation published via world wide web this paper aims to determine IoT security and
privacy issues in the Philippines.

This paper is organized as follows: Sect. 1 defines the state of the internet and IoT
security and privacy. Section 2 introduces related work. Issues on privacy and security
is discussed in Sect. 3, Sect. 4 shows the different mechanism on how issues on pri-
vacy and security can be prevented and Sect. 5 provides conclusions. There are three
(3) parameters to be used in this study to provide security and privacy for the IoT sites
and device. These are the accuracy, encryption speed and decryption speed of data.

2 Related Works

The modernization of communications that offers automatic connection to internet
whenever there is an access made it possible for every person. IoT offers (1) SNS
(Social Networking Sites), the connection it offers from one point to another point,
made a convenience way of sharing files, (2) Cloud storage, where users can access
files as long as there are internet connections, (3) Search engine that can dig every
simple and complex data needed by the subscribers [5].

Different means of sharing files and how IoT can be a good help to a daily endeavor
a person has. Security and privacy of IoT varies from (1) how people use IoT,
(2) where it is connected, (3) policy it handles, (4) security algorithms it have and
(5) requirements needed to be verified before connection took place. IoT was used as a
Librarian main communication with the aid of mobile technology. A sustainable
connection to the internet gives the company a minimal expenses of sharing files [6].

When it comes to [oT security, The Internet of Things, an emerging global Internet-
based technical architecture facilitating the exchange of goods and services in global
supply chain networks has an impact on the security and privacy of the involved
stakeholders. Measures ensuring the architecture’s resilience to attacks, data authen-
tication, access control and client privacy need to be established. An adequate legal
framework must take the underlying technology into account and would best be
established by an international legislator, which is supplemented by the private sector
according to specific needs and thereby becomes easily adjustable. The contents of the
respective legislation must encompass the right to information, provisions prohibiting
or restricting the use of mechanisms of the Internet of Things, rules on IT-security-
legislation, provisions supporting the use of mechanisms of the Internet of Things and
the establishment of a task force doing research on the legal challenges of the IoT [11].
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Another research study about privacy challenges from the Internet of Things, these
services can be provisioned using centralized architectures, where central entities
acquire, process, and provide information. Alternatively, distributed architectures,
where entities at the edge of the network exchange information and collaborate with
each other in a dynamic way, can also be used. In order to understand the applicability
and viability of this distributed approach, it is necessary to know its advantages and
disadvantages — not only in terms of features but also in terms of security and privacy
challenges. The purpose of this paper is to show that the distributed approach has
various challenges that need to be solved, but also various interesting properties and
strengths [12].

While the general definition of the Internet of Things (IoT) is almost mature,
roughly defining it as an information network connecting virtual and physical objects,
there is a consistent lack of consensus around technical and regulatory solutions. There
is no doubt, though, that the new paradigm will bring forward a completely new host of
issues because of its deep impact on all aspects of human life. In this work, the authors
outline the current technological and technical trends and their impacts on the security,
privacy, and governance. The work is split into short- and long-term analysis where the
former is focused on already or soon available technology, while the latter is based on
vision concepts. Also, an overview of the vision of the European Commission on this
topic will be provided [13].

Describe developments towards the Internet of Things (IoT) and discuss archi-
tecture visions for the IoT. Our emphasis is to analyze the known and new threats for
the security, privacy and trust (SPT) at different levels of architecture. Our strong view
is that the IoT will be an important part of the global huge ICT infrastructure (“future
Internet”) humanity will be strongly relying on in the future with relatively few data
centers connected to trillions of sensors and other “things” over gateways, various
access networks and a global network connecting them. While the infrastructure is
globally connected, it is divided into millions of management domains, such as homes,
smart cities, power grids, access points and networks, data centers, etc. It will evolve
both bottom-up and top-down. An important question is what consequences a bottom-
up and top-down construction of the IoT infrastructure has for the security, privacy and
trust and what kind of regulation is appropriate [14].

Embedded, mobile, and cyberphysical systems are ubiquitous and used in many
applications, from industrial control systems, modern vehicles, to critical infrastructure.
Current trends and initiatives, such as “Industrie 4.0” and Internet of Things (IoT),
promise innovative business models and novel user experiences through strong con-
nectivity and effective use of next generation of embedded devices. These systems
generate, process, and exchange vast amounts of security-critical and privacy-sensitive
data, which makes them attractive targets of attacks. Cyberattacks on IoT systems are
very critical since they may cause physical damage and even threaten human lives. The
complexity of these systems and the potential impact of cyberattacks bring upon new
threats [15].

The Internet of Things consists of various platforms and devices with different
capabilities, and each system will need security solutions depending on its character-
istics. There is a demand for security solutions that are able to support multi-profile
platforms and provide equivalent security levels for various device interactions. In
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addition, user privacy will become more important in the IoT environment because a
lot of personal information will be delivered and shared among connected things.
Therefore, we need mechanisms to protect personal data and monitor their flow from
things to the cloud. In this talk, we describe threats and concerns for security and
privacy arising from IoT services, and introduce approaches to solve these security and
privacy issues in the industrial field [16].

IoT introduces the usage of technology to both businesses and consumers. The
adaptation of technology as part of people daily lives becomes part of the commodity
needed by the society. The solutions it offers and the security mechanism injected on it
are sometimes neglected by the consumers, for them as long as technology made their
lives easier is more than enough [8]

To ensure IoT Security, Fuzzy logic is best to determine the protocols and algo-
rithms included in the selected research sites with respect to its reliability and efficiency
in providing security and privacy [9].

One of the research studies shows how IoT Security was implemented in the
network layers and how the algorithm was used to provide efficient security mecha-
nism. Protocols such as RSA and EAS are the major protocols used within their
selected sites along with the encryption and decryption algorithm fused together with
the protocol [17].

With the aid of IoT, Burt (2016) contrast Hahn (2017) on his believes in IoT. In his
report to the United States National Security, Burt pointed out that IoT is a big disguise
that uses technology as front end and served as a spy back door. This manner of hiding
the true identity of provider and subscribers to the public comprises the security and
often result to identity theft and eavesdropping problem. Monteiro (2015) uses Fuzzy
logic to provide results for reliability and efficiency in checking the security and privacy
to IoT device data which is the same in this study with the help of ADDA algorithm.

3 Methodology

Rapid Application Development was used in creating ADDA algorithm using Visual
Studio 6.0.

The researcher used experimental approach to obtain the result of accuracy,
encryption speed and decryption speed of data inputted into the IoT device.

To secure connection between devices, the researcher added additional security
using ADDA Algorithm. This algorithm will add additional blocks to the traditional
encryption for additional security to the gateway of a particular IoT device.

Figure 1 shows how the proposed method constitutes of encrypted data.
The ADDA Algorithm will get the encrypted data and will add additional block and
pattern that will add confusion and diffusion to possible attack.

Encryption Algorithm
Step 1: Get the encrypted data.

Step 2: For every 4 bits of block add additional block.
Step 3: Add New character to the additional block.
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Fig. 1. ADDA algorithm

Step 4: Place each data to each equivalent container.
Step 5. Save the new encrypted data.

Figure 2 shows the ADDA algorithm program. It composes of command buttons
(open file, copy to source folder, 1st Encryption, 2nd encryption (ADDA), decryption
and exit system.

File to process :

Open File Copy to Source Folder

- s | - 'nd . _— - . _—
E Encryption | Decryption

Status

) Exit System

Fig. 2. Adda algorithm main program

4 Results and Discussion

To visualized and see how ADDA algorithm works, following figures were presented.
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Encrypting Text
Figure 3 shows original text file named source.txt which will be encrypted later.

: source - Notepad
File Edit Format View Help

DIT TIP Manild

Fig. 3. Source.txt file

Figure 4 shows the encrypted data (Ist encryption command button). The 1st
encryption will encrypt the source.txt file by converting characters including spaces
into hexadecimal code and in between there is a special character inserted. The source.
txt file will be replaced by source_adda_omj.txt.

£ source_adda_omj - Notepad
File Edit Format View Help

®4424925422025424925022024D261x6Ex6926Cx61e

Fig. 4. Encrypted text (1st encryption) source_adda_omj.txt file

Figure 5 shows the encrypted data (2nd encryption ADDA command button) O
using ADDA algorithm which every character in Fig. 2 was converted to binary plus in
every 4 blocks a randomized special character was being inserted.

611100110001101000011010011100110

€11100110001101000100010011100110
P00110110001100011110011000110110
G01000101111001100011011000111001
£11100110001101100100001111100110
$001101100011000111100110

B .10 wlela]

Fig. 5. Destination_adda_om;.txt file

Figure 6 shows the decrypted data (decryption command button) which brings back
the original text and filename (source.txt)
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 souce-Netepad
Fle Gt Fomat Vew Hép

DIT TIP Mamla

Fig. 6. The original text and file name source.txt

Figure 7 shows the encryption speed and decryption speed in milliseconds results of
data that was encrypted and decrypted. Hardware specification where the program was
run is intel core 17 with 8gb RAM running in windows 7 64 bit operating system. It also
shows that the decryption speed in most tests conducted was doubled as compared to
the encryption speed.

Encryption and Decryption Speed Test
in millisecond

T!J!J!JJJ‘

w
o

N
=]

-
S)

0

M 1stEncryption  ®m2nd Encryption M Decryption Elapsed Time (ms)

Fig. 7. Speed test report (text file)

Encrypting Image
Figure 8 is the original image that will be encrypted later using ADDA algorithm.

Fig. 8. Original image to be process
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Figure 9 is the Ist encryption of the file source.jpg. it took 115752 ms to complete
the encryption
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Fig. 9. 1st encryption (source_adda_omj.jpg)
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Fig. 10. 2nd encryption (destination_adda_omj.jpg)
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Figure 11 shows the decrypted image which is exactly the same of the original
image.

Table 1 shows the accuracy of image resolution before and after encryption and
decryption occurs. The accuracy of the system to bring back the original file in its
original resolution is 100%.

Figure 10 shows the encrypted file using ADDA algorithm

Fig. 11. The original image after decryption

Table 1. Accuracy test of image resolution

Original Original File Size after | Resolution Accuracy of
File Size resolution in decryption after resolution after
pixel decryption

1 |84.4 512 x 384 475 512 x 384 100%

2 |844 512 x 384 475 512 x 384 100%

3 844 512 x 384 475 512 x 384 100%

4 |84.4 512 x 384 475 512 x 384 100%

5 844 512 x 384 475 512 x 384 100%

6 844 512 x 384 475 512 x 384 100%

7 |844 512 x 384 475 512 x 384 100%

8 |844 512 x 384 475 512 x 384 100%

9 844 512 x 384 475 512 x 384 100%

10 |84.4 512 x 384 475 512 x 384 100%

5 Conclusion

Security and privacy are one the major concern of IoT users, with the aid of ADDA
algorithm additional security will be added to the traditional encryption. Privacy were
protected using two procedures (1) by adding blocks to the original blocks and (2) by
randomly inserting special characters. Based on the result, the encrypted data will be
more secured and can be used privately since blocks of data are encrypted with the help
of ADDA algorithm. The accuracy result of encrypting data using ADDA algorithm
was exceptional due to high percentage rate of the test conducted.
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