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Abstract. There are so many weaknesses found in the Wired Equivalent Pri-
vacy (WEP) key usage protocol and even in the improved Wireless Protected
Access (WPA) security key generation algorithm that often mixed mode WPA-
WPA2 or WPA2 are utilized - as they are considered a more secure way to
obtain wireless security generated keys to date. This paper reports on a practical
investigation to test the weaknesses of wireless network security keys, recom-
mend more secure keys and provide a solution to increase the security level of
the wireless network. Penetration tests are initiated using the Kali Linux oper-
ating system with the help of penetration testing tools to hack WPA-WPA2
mixed mode of access and then provide a solution to increase the security of
wireless networks. This will greatly reduce the likelihood of the most common
network attacks. The findings of the project will benefit users to both under-
stand and to learn about possible loopholes within their wireless networks.
Furthermore, the finding will also act as a guideline for the domestic Wi-Fi user
about different security settings having implications on their Wi-Fi security.
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1 Requirements for Cracking WPA-WPA2 Mixed Mode
Security Key Protected Wi-Fi Password

WPA-WPA2 mixed mode security is the second most secured Wi-Fi [1, 6, 53, 55,
58, 59] security key and thousands of people make use of this security key in domestic
environments – this being the rationale for undertaking the investigation. The following
requirements in terms of the software tools used and the operating system, are shown in
Table 1, below. These were used to initiate the successful attack, for this research.
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1.1 Details of the Requirement

Kali Linux [19]: is a Debian-based Linux [30] operating system (OS) distribution. It is
a very advanced suite of tools [20] for penetration testing [43], also used for auditing.
The Kali Linux OS comes with literally over six hundred different tools including those
for: penetration testing, reverse engineering and forensics. Kali Linux is open source
[30], more stable and gives the user greater freedom to carry out various tests. It was
launched on 13th March, 2013. The six hundred penetration testing tools alone are fully
customizable, supports multi-languages and can be developed and deployed in a
secured environment (sandbox).

Airmon-ng: is used in the Linux penetration test to enable the monitor on the
wireless interface. It is also used to turn on the monitor mode. The command has to be
correct, otherwise the user will receive an invalid command result.

Airodump-ng: this captures the packets transmitted during an 802.11 session
containing the standard frames. It is used with aircrack-ng [14] for cracking the Wi-Fi
password. It generates and writes out numerous files that contain the details of all the
clients and access points [5] over the intercepted air interface.

Aireplay-ng: this generates traffic and is used in aircrack-ng [14] for injecting
frames used for cracking the WEP, WPA and WPA2 [2] security key. According to
aircrack-ng.org [3, 4], there are several types of attacks that cause authentications to
capture the handshake of the WPA data interactive packet reply including: fake
authentications and during the ARP request reinjection.

Aircrack-ng [14]: is the network software suite, which consists of the: detector,
packet sniffer to crack WEP, WPA and WPA2 and an analysis tool. It works with
almost all wireless network interface controllers/cards [10, 33] that are compatible with
raw monitoring mode and are able to sniff 802.11a, 802.11b, 802.11 g traffic.
According to the official aircrack-ng website (2016) [4], it captures packets and exports
data, reply attacks, checks for wireless cards and is able to crack Wi-Fi passwords. The
software has not been tested on the latest 802.11ax standard.

PWGen: is a software which is able to generate millions of passwords very quickly.
It gives the user the freedom to select different types of characters, phrases, formats and
the amount of password that need to be generated. For example, it takes ten seconds to

Table 1. Software tools and requirements used for cracking the WPA-WPA2 Wi-Fi password.

Name of Software Description

Kali Linux [19] Linux operating system
Airmon-ng Place cards in monitor mode
Airodump-ng It captures raw frames
Aireplay-ng [3, 4, 14, 20] It generates traffic used in aircrack-ng
Aircrack-ng [14] It is a complete suite of tools used for monitoring, testing,

cracking and attacking
Dictionary attack [57] A type of Wi-Fi password attack
PWGen PWGen is a software that generate passwords
Password list [13, 24] A list of passwords with different combination to crack the

Wi-Fi password
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generate one million passwords, being dependent on the type of the central processing
unit (CPU).

Password list [13, 24]: is a list of passwords with different combinations, which is
used for cracking the Wi-Fi password. This type of file contains millions of passwords
and if any password match with the target then it displays that specific password in the
result menu.

Dictionary attack: is a method to break the password protected security system. In
this method, a password-list is used which contain all types of passwords and tries to
match the key with the target key. Dictionary attack is most often successful because
many companies and organisations use very ordinary passwords or a default password.
According to Rouse [45], Dictionary attack is also use to find out the key necessary to
decrypt and encrypted a message or document.

1.2 The Plan of the Attack to Crack the Wi-Fi Password

Figure 1, below, is the set-up before initiating the Wi-Fi password crack attack.

Linux has different operating systems. The most known Linux operating systems
are: Kali Linux, BackTrack [43], Ubuntu and Backbox. The Kali Linux OS was chosen
for this attack. The next step consisted of selecting the penetration tools. Linux offer
lots of free Wi-Fi password cracking software. After researching the hacker scene:
[2–5, 7–9, 12, 14–17, 19–22, 25, 27–29, 31, 34–45, 48–50, 54, 56, 57] these tools were
chosen. The tools are: airmon-ng, airodump-ng, aireplay-ng which used in aircrack-ng.
The Dictionary attack was executed with these penetration tools to crack the Wi-Fi
router password. Acknowledging the fact that the Wi-Fi router can be secured with:
WEP [27], WPA [27], WPA-WPA2 mixed mode or WPA2 security key. In the end, the

Fig. 1. Design of the Wi-Fi attack.
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WPA-WPA2 mixed mode security encryption was cracked with this attack.
The rationale being as this is the second most widely chosen way to protect (encrypt)
the Wi-Fi password and Wi-Fi traffic – for its predominant use in the domestic
environment.

1.3 WPA-WPA2 Mixed Mode Attack

The first step commences with the opening of a terminal on the Kali Linux OS and then
executing the airmon-ng command to kill any processes that may interfere with the
aircrack-ng suite. Then the network interface was turned down. If any interface is
turned down then they have to be turned on again to continue the attack. Thus airmon-
ng command is run to put the wireless card into monitor mode. Then the airodump-ng
command is executed. This shows all the wireless networks including their: channel
number, encryption key, BSSID (Basic Service Set Identifier) in the area under
surveillance. Then a folder was created to save any intercepted handshakes. After that,
the target was selected and the airodump-ng command was executed by specifying the
channel number and BSSID of the selected target. Airodump-ng then collects more
information about the target and shows the devices connected to the network and its
station ID. In the next step, aireplay-ng was initiated where the client access point was
specified, along with the BSSID, station ID and deauth (de-authentication) number.
Upon hitting the enter button, aireplay-ng starts sending packets to the target device
and tries to make a handshake. It takes time to capture the handshake. When the
handshake has been acquired with the target clients, aircrack-ng is opened with the
specified folder location where the handshake data is saved, along with the location
where the password list has been saved (created earlier with different types of password
combinations). The password list contains two million passwords. These different types
of password lists were downloaded from online [56] and by using a software called
PWGen. After generating passwords with PWGen, these were mixed together with the
downloaded passwords to make one list that has all types of common and critical
password combination. After running the aircrack-ng command, it started checking the
target password with the already created password list. If aircrack-ng matches with the
target password it shows that a key has been found. In this simulation, after just
56 min, a password from the list was indeed found to have matched with the target
password.

1.4 Prevention of the Attack

It is very hard to stop cyber-attackers. If any actions are taken to stop them they will
surely find new ways of attacking and circumventing the protection. To stop this type
of attack explained above and strengthen the security of the Wi-Fi network, some
important necessary steps can be taken. Figure 2, shows how to increase the security of
a Wi-Fi network and stop penetration attacks. This is explained in Section Two.
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2 Implementation of the Processes of Hacking a Wi-Fi Router

This section explains hacking into a secured and password protected Wi-Fi router. The
requirements, tools and techniques used during the attack have been mentioned in
Section One. A step-by-step illustration of WPA-WPA2 mixed mode password
hacking is explained below.

First, login to the router admin panel by typing the router IP address, which is
usually 192.168.0.1 into the URL of a web browser. Then insert the username and
password to gain access to the router admin panel. Figure 3, shows a typical router
login admin panel.

Fig. 2. Hardening of Wi-Fi networks to mitigate from the deleterious effects of attacks.

Fig. 3. A typical router admin panel login page.
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From the wireless network security options settings, the security option is changed
from WPA2-PSK (AES) to WPA/WPA2-PSK (Mixed Mode), as shown in Fig. 4, by
selecting the bottom radio button.

The PWGen software is opened and different characters, phrases and formats are
selected along with the number of passwords to generate. PWGen will then use these
parameters to generate a list of passwords. This will take a few seconds. A mixture of
different combination of passwords will then be used later on to crack the Wi-Fi pass-
word. Figure 5, shows the list of passwords that were generated by the PWGen software.
The password list that may be used for the attack can be download from: https://www.
dropbox.com/sh/pa53d91mvoo1q9o/AABenJGljphwXezSTNBCdJBPa?dl=0.

A new terminal is then opened in the Kali Linux OS, the command ‘airmon-ng
check kill’ is issued in order to kill the interfaces that may interfere during the progress
of the hack attack. This is shown in Fig. 6, below.

Fig. 4. Selection of WPA/WPA-2PSK (Mixed Mode) security.

Fig. 5. The list of passwords that were generated by the PWGen software.
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On the next step, run the ‘ifconfig wlan0 down’ command, to turn down the
network interface, as show in Fig. 7.

After the network interface has been turned down, it is important to turn it back on
again. This is achieved by typing ‘airmon-ng start wlan0’ to enable the monitor mode,
as shown in Fig. 8.

After that, the ‘airodump-ng wlan0mon’ command is run to check the wireless
network. Upon running the command, it starts searching the wireless network and
shows the BSSID, channel number, encryption and all other necessary information
needed to crack a network. The listing of the Wi-Fi networks found, that is output onto
the screen, in shown in Fig. 9. All that is next required is to select the target from
this list.

Fig. 6. The airmon-ng command running on the Kali Linux terminal.

Fig. 7. The ‘ifconfig’ command to turn down the network interface.

Fig. 8. The wireless interface wlan0 on monitor mode mon0.
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After selecting the target, in this case from the first line of Fig. 9, type ‘airodump-
ng wlan0mon -c -bssid 7C:4C:A5:91:12:C9 –w /root/Crack/wpa2psk’. This will dis-
play the devices connected to the wireless Internet and its station ID, as shown in
Fig. 10.

Run ‘aireplay-ng wlan0mon -0 0 -a 7C:4C:A5:91:12:C9 -c B4:D6:D8:6E:5E:D4
wlan0mon’. This will make aireplay-ng start sending packets to the target device and
try to make a handshake. This is shown in Fig. 11.

The last step is to type ‘aircrack-ng /root/Crack/wpa2psk-01.cap –w /root/darc0de.
lst’. Here the location of the handshake data and the list of passwords are specified.
Now aircrack-ng starts the process of trying to match the password on the target device
but in this scenario, it has actually failed to crack the password - because of the target
device connection being dropped. This situation is shown in Fig. 12.

Fig. 9. The Wi-Fi networks found by executing the airodump-ng searching command.

Fig. 10. Display of the information about the connected device to the target network.
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When the target device connection is up and running, the same command is used
again and this time a password from the password list has matched with the target
device password. It took 41 min 06 s to crack the password. The success of the attack
is shown in Fig. 13.

Fig. 11. Screen snapshot of the aireplay-ng command sending packets to the target device.

Fig. 12. The screen output showing how aircrack-ng tried to match the password but now a
handshake has been received because of a connection drop.
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3 Solution of the Attack

Attackers always look for networks that are insecure and vulnerable and specifically
attack those network to gain illegal access [46, 47]. Wi-Fi Internet is very popular but
most of the people do not know how to configure their router and secure it to prevent
attacks or even simple unauthorized access. People have to follow some necessary
steps to secure their network, which is explained below.

3.1 Solution for the Home User

Home Wi-Fi networks are the cyber attacker’s favourite type of network to target and
gain access into. Most domestic consumers purchase their router and leave it with its
default factory settings. The following nine steps, should be implemented in order to
make a more secure home wireless network:

1. Change the router default admin panel password with a strong password.
2. Change the password of the wireless router from its default factory set password.
3. Use a password generator to create a strong password and change the password

every three to four weeks.
4. Turn off the WPS (Wi-Fi Protected Setup) mode.
5. Turn on the router firmware and install the latest version of the firmware.
6. Monitor your network and logs periodically for anomalous entries or behaviour.
7. Use an access list from the router admin page - this will only give access to the

wireless network of MAC addresses saved in the router access list.
8. Turn off the BSSID of your network, that is, make it invisible.
9. Change the security mode to WPA2-PSK - currently the most secure Wi-Fi key.

Fig. 13. The password has been cracked on the target device.
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3.2 Solution for the Corporate Users

Corporate and enterprise networks have to be more secure because they have so many
staff and corporate data which is important to protect and cannot be compromised.
Everyday lots of visitors visit an organization for different purposes. Not all their
intentions and motives can be ascertained beforehand. Attackers try to hack an orga-
nization’s network for many reasons and often for big financial gain. The breakdown of
the motivations are shown in Fig. 14.

Corporate users also have to follow the same steps that were explained for home
users. Furthermore, they can adapt the following methods to make it easier for their
staff and client. There will be two methods, traditional way and modern way, explained
next.

Traditional Way of Request. In the traditional way of approach, there will be a form
with all the required fields in the information zone of a company - visitors and staff who
wants to use the wireless internet will complete the form and it will be sent to the IT
department every hour. The form may typically look like that as shown in Table 2.

Mobile App for Staff. Staffs are very important and they need Internet access for
various company work. The network will be secured with access lists and staff can send
their devices MAC addresses through the staff app to the IT department to authorize
their device MAC address in order to connect with the internet. A staff app was created
for the purpose of this research in order for the office staff to send their request for
Internet access. To create this mobile platform app, an initial wireframe was created, as
shown in Fig. 15.

Fig. 14. Motives behind cyberattacks from a global study of large victim organisations [60].

Table 2. Shows the traditional request form of wireless Internet usage request.

Name Visitor/Staff MAC Address of the device Purpose of the request

… … … …
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This wireframe in Fig. 15, shows how the mobile app will appear once built. There
will be the name of the app at the top, followed by the picture of the company in the
middle, staff user name and password for login, official website link and at the end, the
social website links of the company. After building the app, it was run on an Android
device. Staff can type in their username and password and login to the app to gain
access to the corporate wireless network. The app is shown in Fig. 16.

After the login, the user is directed to the next page where the selection of user
device type is requested, as shown in Fig. 17.

Fig. 15. The wireframe of the mobile app.

Fig. 16. The app design on an Android device.
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After selecting the device, staff are prompted to follow the procedure to check their
MAC address. After checking the MAC address, it is written in the “Enter your MAC
address box”. The “send request button” is then pressed to send a request message to
the IT departmental phone. The screens for either devices are shown in Fig. 18.

When a staff sends a request, this app immediately sends a text message to the IT
department to give access to the staff device, as shown in Fig. 19. The IT department
then logs into the wireless network admin panel and gives access only to that specified
MAC address of the requested device and also only for that authorized staff member of
the organization. The mobile app can be downloaded from the proposed website: http://
www.arifproduction.co.uk/arif_production.apk.

Fig. 17. Screen to prompt users to select their device.

Fig. 18. Instructions to find the mobile device MAC address and send it via the ‘Send Request’.
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3.3 Website for Clients

Using a website dedicated for clients is the easiest way for sending a request for
wireless Internet access. An example of such a developed web page is shown in
Fig. 20. When any clients/staffs connect to the organization network, it will take them
directly to the wireless Internet access page. After filling the form, it will send a mail to
the IT department to give access to the wireless Internet of the organization, shown in
Fig. 21. Figure 22, shows the details of the client email sent to the IT department. To
direct a user to the organization website, a method call “captive portal” have to be used.
The use of this method, however, cannot be done using a normal home router. It is only
possible using a highly advanced router. A website has been created to show a demo on
how to send a request from such a website. All the client needs to do is to fill the details
of the form and click the send button.

Fig. 19. The IT department has received a device add request.

Fig. 20. The wireless internet request page from the organization website.
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The link for the website based on the proposed solution can be viewed on the
following link: http://www.arifproduction.co.uk/.

The codes of the website have been uploaded on Dropbox and can be download
from the following link: https://www.dropbox.com/sh/6wupjxr2glr3eby/AACzqeG2V
1OY2k2CpZeUpv0ya?dl=0/.

4 Evaluation

The study was designed to find the different types of wireless networks [11], vulner-
abilities of their security keys, comparing them, to attack a WPA-WPA2 mixed mode
secured network and provide a solution. Previous researchers have tried to hack either
WEP [17] or WPA secured networks only. They have not done anything on a WPA-
WPA2 mixed mode secured Wi-Fi access network. Background information has been
collected from previous research papers, journals, articles and websites. The penetra-
tion test hack was run by using the Linux OS. The aircrack-ng tool package and
PWGen software were used in this test. All the software were downloaded legally and
the knowledge of these tools and software has been gained from perusing their official
websites and by watching YouTube tutorials.

The findings of this project gives a clear knowledge about the wireless network,
their types, standard and security levels and the major attacks against them. Further-
more, the implementation gives an insight of the vulnerabilities of the wireless network

Fig. 21. A “new Wi-Fi access request” received in the mailbox as the subject header.

Fig. 22. The details of the request received in the email sent by the client.
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and an overview of how a hacker can crack the wireless network password has also
been presented.

The solution that has been produced in this research project offers lots of advan-
tages [18, 23, 26, 32, 52] such as if any home user and corporate user use this solution,
they will have lots of benefits and be able to secure their wireless network and prevent
all major types of attacks.

The advantages of using this solution are as followed:

• By changing the default password of the router admin panel, only the network
administrator will know the password and if the hacker now tries to login with the
default password – she/he will fail her/his mission.

• Turning off WPS makes wireless routers more secure because having WPS setup
enabled on the router makes it easy to hack with its easy and default configuration.

• Additionally a longer than nine digit pin for login should also be enabled and
utilised.

• Installing the latest firmware will make the router more secure and harden it against
future attacks. The router manufacturer’s website should always be regularly
checked for the latest firmware version and installed on the router.

• By turning off BSSID, attackers will not be able to see the network name.
• By using an access list, the user can ensure that only trusted devices are connected

and given access to the wireless network. The wireless network will not now give
access to any unauthorized device.

• By using WPA2-PSK security mode as the most secure and highly advanced
encrypted security mode, will make it difficult to crack.

• A staff app and website is introduced to send wireless access requests. To authorize
the staff device, companies can use the staff app and staffs can easily send their
MAC address to the IT department in order to add it on the access list to give them
Internet access. By using this website, clients can send wireless access requests
directly to the IT department. All other unrecognized requests can be ignored by the
IT Department. If any client connects to the company wireless device, it will direct
them to the company’s official website and ask them to fill a form. This form
explains in detail how to find the device’s MAC address and how to send the
request.

• By adapting the traditional wireless request form method, companies can now save
further time and money. This is so because users beforehand would have had to fill
a paper form with all the necessary information in the information zone and then
later on this would have to have been all collected and sent to the relevant IT
department. This would have contained several points of weaknesses where
information could have been lost, compromised or even spoofed.

During the evaluation, the solution designed in the form of the website application
was not able to link with home wireless networks. To connect the website to the Wi-Fi
router a method needed to be followed which is known as “captive portal”. This is only
available in modern highly advanced routers such as on the Cisco C3750 (layer three
router switch). The penetration test has been done using only standard home routers so
website were unable to be connected.
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The evaluation is based on the methodology and implementation to achieve the
required objectives. The attackers always search for vulnerable networks and gain
access to it for something or for their pleasure. Wireless networks play a vital rôle in
our daily lives and it needs to be secure in order to protect personal information and
other sensitive data. Users can often become blasé about security when using a PAN
(Personal Area Network) [51].

5 Conclusions

Wireless networks are one of the most popular technologies that has spread all over the
world. However, a good number of users do not know about the safety status of their
wireless network, that is, how vulnerable is it to being hacked by outside cyber
intruders. The domestic user often just purchases their Wi-Fi router and leaves it with
its default configuration. This can be potentially be very dangerous. They do not take
any additional steps to secure it further. A router with a default setting is an easy target
for attackers, who can crack the network very easily. For this reason it is very important
to have a general knowledge about wireless networks before setting it up. Firstly, this
project investigated the types of Wi-Fi wireless networks, the possible attacks they
encounter and the weaknesses of WEP and WPA security keys.

This paper focused on security issues of wireless networks and as other researchers
have already shown that WEP and WPA secured network can be cracked. This paper
has taken the next stage and demonstrated that WPA-WPA2 mixed mode security key
can be cracked. The step-by-step process of hacking this is explained in detail. This
implementation will help the user to understand how the attackers try to crack their
network and what tools they use. The solution has been proposed in this project to
secure the wireless network that will not only help the home user but also help cor-
porate users to secure their company network. The proposed solution is able to stop the
attack that has been done in this project and furthermore it can prevent all other major
attacks against wireless networks.

By reading this paper, readers can choose a suitable wireless network standard and
security for their access points (routers) - ultimately securing their wireless routers.

5.1 Further Study

In the proposed design, a home network that was secured with WPA-WPA2 mixed
mode was cracked. For further consideration, a network which is secured with WPA2-
PSK security mode can also be cracked by exploiting the “HOLE 196” vulnarability
which has been found recently. Furthermore, for the solution, a “captive portal” can be
used to connect to the official website of a company to their router. An advanced app
can be designed which will be available for visitors as well and they will be able to
download it from the company’s website. WPA3 will also be released.
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