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Abstract. The Smart city is a modern day technological concept which uses
sensors, advanced communication technologies and data analysis for maxi-
mizing operational efficiency of services offered by the government to its citi-
zens. Mobile devices are the backbone of the smart cities. These mobile devices
rely heavily on clouds or fog computing to compensate their low processing
capabilities. This brings new challenges to security and privacy of the users of
mobile devices. In this paper we focused on the idea of utilizing fog computing
properties like caching, cooperating between themselves, playing as a broker
between users and cloud. We presented three novel approaches for satisfying the
required privacy of the mobile devices in smart cities using fog computing. This
paper is the preliminary stage of our work in progress. In future we will present
this research in a comprehensive manner.
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1 Introduction

Internet of Things (IOT) paradigm is changing our life and facilitating several services
which are beyond imagination a few years back. Smart city uses IOT infrastructure to
provide several sophisticated services to its users such as smart homes, smart disaster
management systems, smart teaching, smart navigation with Location-based Services
(LBS), smart energy, smart education and smart health, etc. [1–3]. These services use
IOT infrastructure and computing models as a third party (TP) to facilitate many of
tasks and features like storing, processing, availability [4, 5].

Substantial progress has been made, addressing security and privacy issues in smart
cities, though new challenges keep adding. Privacy and protection issues related to
sensitive data of the mobile device users is a source of concern, which depends on
collecting data and analyzing it to enhancing services. The sensitive data of the users
can be leaked or hacked. For example, services which rely on LBS can perform tracing
for the customer by a malicious party, which can reveal many sensitive issues about the
user, his habits, beliefs, job, and even personal life information [6, 7].

There are several approaches which are focused on protecting privacy, which is
different from security. Privacy means that every person has the right to determine the
degree of his/her interaction with the environment and the amount of data allowed to be
accessed by other party. While in the security it is enough to detect an information as
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“password”, in addition, security is between two trusted parties, while in privacy,
server provider (SP) may be an adversary.

The different aspects of privacy and security are given in Table 1 [8, 9]:

Finally, all the current approaches still suffer from several open problems (the need
to trust, performance, the accuracy of the result, and privacy level). Also, they didn’t
take care of the recent models of fog and edge computing [10, 11] as a tool to
enhancing the traditional techniques of privacy. For that, this paper presents the idea of
“how to employ the fog computing, which already addressing some limitations of the
conventional clouds, to protect the privacy in smart cities applications, and solving
open problems”.

2 Literature Review

Most of the research developments of the privacy in smart cities only confirm the
importance of this issue and called for addressing it in Smart applications [12–17].
A few papers referenced to some traditional methods [18], while others focused on
security privacy [19–21]. About the traditional privacy approaches we found that an
anonymity approach tried to hide the identity of the user through Pseudonyms,
Nickname or Hash value [11]. The second approach focused on data, and used
Encryption, Steganography, Perturbation, moving data, deleting periodically, or min-
imizing data by Data Mining or Statistical techniques [4].

Access Control and Requests also were methods to give the user ability to access,
edit or lock his data on the server [22]. Other approach confirmed the importance of
awareness, policy, and laws to help the user to know about his privacy and rights, in
addition, to forcing SP to respect them [23]. All previous ones aren’t effective, so
Obfuscation and Land-marking are proposed, it used mathematical and transformation
functions to change or hide the sensitive information of locations, but there is a tradeoff
between privacy level vs. accuracy of results and overhead [24, 25].

Mix Zone enhanced the anonymity, it divided the area into many zones and user
has to take a new nickname in each zone [26], While Cloaking area and K-anonymity
created homogeneity clusters between k-users to prevent discrimination them, but these
techniques relied on Third Trust Party (TTP) [27]. Peers Cooperation relied on users
themselves without TTP as sharing answers or creating special area [28], anyways the
trust among peer was required too.

Table 1. Difference aspect of security and privacy.

Security Privacy

Encryption, authentication, confident,
integrity, availability, accountability, digital
signature, threat, hacking, virus, validity,
safety, access control

Authorization, hidden identity, access
control, unlink-ability, profiling, tracing,
trust, data misusing, localization
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In Dummies approach, the user sends a group of queries (K) to disguise the real one
from SP, however generating smart dummies in addition to overhead still problem [29].
The caching approach is used in each cell to store some answers of queries for future
ones, which reduced the number of connection with SP [30].

Finally, Private Information Retrieval (PIR) allowed a user to retrieve a particular
record from database without revealing its identity by requesting a set of records
instead of one, which means it is very costly especially with encryption [31].

3 Proposed Approaches

Fog Computing is a modern computing model that can be seen as an extension of cloud
computing to serve network parties, is developed with a smaller storage, smaller
processing power, and closer to the peripherals to perform processing on data before it
reaches the cloud and respond quickly to emergencies cases [8, 9].

The most important features of fog computing are [32, 33]:

1. Processing location is close to ending user which means minimum latency time.
2. Supports distributed processing, real-time apps, mobility, and caching.
3. Uses wireless connectivity with smart objects.
4. Fog computing can cooperate among themselves which increases the availability.

The proposed approaches are the preliminary part of our work in progress. In this
research, we introduce three approaches. Each approach deals with more than one of
the existing problems with the previous approaches and enhances the privacy level. The
three approaches rely on the fog computing to achieve their goals. The proposed
research is dependent on these properties of fog computing. Our three approaches are
Foggy Dummies, Blind Trust Party, and Double Foggy Cache for preserving privacy in
smart cities. Proposed approaches provide solutions for current open problems.
Moreover, we will also get the benefits that are related to the fog computing.

3.1 Foggy Dummies

The main idea is to generate very smart dummies to protect the privacy of the user. In
this approach, we perform swapping of queries between the fogs before sending to SP
and after that swapping the answers. This will be achieved by cooperation between fogs
to exchange this data before releasing it to server provider (SP).

The advantages of this technique are:

1. A un-trusted SP will aggregate false data for each user and that will increase the
level of privacy because the entropy metric of the user data will be a maximum.

2. No overhead on a user for generating dummies, as in the work [34].
3. No network overheads because each user sent just one query as dummy instead of a

set of queries plus the real one in the traditional dummies technique.
4. This dummy is smart because it is not random and SP cannot detect it.
5. It is possible to integrate this approach with a traditional caching approach to

increase the cache hit ratio and decrease the connections with SP.
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6. There is no loss in accuracy of the results as that is in Obfuscation techniques. In
addition, the level of privacy will be higher in this approach.

3.2 Blind Third Party (BTP)

The main idea is why we have to trust the third party (TP) to protect the user from
SP. That means we shift the problem from server to another one. This approach
depends on the role of fog in each area as a broker between the user and SP. The
difference here is we prevent the fog from seeing the user data by using the steps as
given in Fig. 1, which are:

1. User encrypts his query (location, data plus the new key UK) by SP public key.
2. The user sends his query to the Fog in the same cell.
3. Fog will be as an Anonymizer to hide ID of the user and resend his query to SP.
4. SP cannot detect UID; it just answers the query and encrypts the answers by UK.
5. SP sends the result to Fog which cannot read it, only resend it to the user.

So the advantages are:
There is no need to trust party fully, and very less overhead comparing to PIR.

3.3 Double Foggy Cache

The main idea here is to solve the trust issue between peers with traditional cooperation
approach. Meanwhile achieve privacy protection from SP. Particularly this approach
can be seen as the improvement of the work [35].

To achieve this, we suggested putting two caches in the Fog, which will act as the
brokers between peers. First one is for queries and other for answers. This prevented
the direct connection between peers.

The steps of this approach are (first scenario):

1. The answers to queries for each cell will be stored in the first cache (C1).
2. User A will search for an answer to his query (AQ) in C1, if it is found that’s fine,

else A will put his query in the second cache (C2). In the same time, he must draw
another query for another user (unknown) from C2 and send it to SP.

3. When the result returned from SP, A will put it in C1.

Fig. 1. BTP approach
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4. Now A will research for AQ answer in C1 because it will be sent to SP by user B.

The advantages of this approach are:

1. Decrease the connections to SP by using cache and enhance the performance.
2. The user does not need to trust another user to protect himself.
3. The SP cannot collect any data about the behavior of the user.
4. Increase the cache hit-ratio because it will not contain answers of dummies.

4 Conclusion

This is the preliminary study of our work in progress. We presented a new concept of
using the fog computing for creating and developing new methods to protect privacy in
smart cities, in addition, to getting advantages of fog computing for enhancing services
and functions in the applications of smart cities.

Three new ideas have been presented with limited working details as this is work in
progress. Each one will be comprehensively explained, implemented in our next work
with results evaluation.
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