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Abstract. The need for insertion of technology in everyday tasks has brought
an increase in new methodologies and concepts used to accomplish such
objectives. By trying to make technology an enabler for an increasing number of
personal or work-related activities, we allow devices to collect data about our
way of being, that, if not properly protected and used, can prove a vulnerability
for our personal security. This is why new means of securing information, even
by the tiniest or low-resource devices, need to be implemented and, in many
cases, they take the form of cryptographic algorithms, classic or lightweight.
Assessing these algorithms can sometimes become difficult, depending on the
targeted system or on the environment where the device will be deployed. To
address this issue and help developers, in this paper we present a hybrid testbed,
comprised of three hardware architectures, that will ensure a general environ-
ment in which users can test their security solutions, in order to have an idea of
what changes need to be made to provide optimal performances.
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1 Introduction

Ever since the industrial revolution, humanity has been searching for methods of
creating better technologies that can improve the way humans not only interact with the
environment, but also how they make use of the resources provided. Recent years have
brought a new technological revolution, in terms of miniaturization of devices and their
embedment in all layers of society. Earlier proposed concepts, such as Internet of
Things [1, 2], Cloud Computing [3, 4] or Deep Learning [5, 6], have become today’s
trending technologies, being in a continuous process of development [7] and integra-
tion [8—10]. Yet, this fast pace that is characteristic to any recent offer-demand pair in
nowadays’ economy [11, 12] introduces also some vulnerabilities regarding mainly the
security aspects [13, 14]. Focusing on the Internet of Things (IoT) concept [15, 16], the
embedment of sensors or smart devices in the environment [17] surrounding us sets
new thresholds that need to be passed before any data is captured, processed and/or
transmitted to a sink device or to a Cloud service.
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Addressing the need of security in transmitting information has been generally
made by using cryptographic algorithms to encrypt the data that needs to be sent. These
cryptographic algorithms have different key features that make them reliable under
certain conditions or in specific environments. The miniaturization of devices brought a
problem for security, given that classic cryptographic algorithms require a certain
amount of resources to function with an acceptable performance. The constraint
resources of a sensor or embedded device lead to the introduction of a new branch of
cryptographic algorithms, namely lightweight cryptographic algorithms that give a
reasonable degree of security, without requiring too many resources [18-20].

Being a relatively new study domain, when compared to classic cryptography,
lightweight cryptographic algorithms can, sometimes, prove to be difficult to imple-
ment or create, thus requiring a strict phase of testing in which any minor vulnerability
or performance drop can be resolved. The hybrid testbed presented in this article was
first introduced in [21] and it addresses the problem of testing the implementations of
lightweight cryptography, by giving developers a unified platform to conduct their tests
on. This testbed is comprised of three different types of hardware architectures, so that
the behavior of the implementation on specific environments can be observed. The
access to these hardware architectures is done through a middleware that acts as a
unique point-of-entrance, enabling developers to write their implementation once and
test it simultaneously or consecutively, on each one of the three base architectures. This
paper continues the testbed presentation initiated in the previously mentioned paper, by
adding information regarding the middleware layer of the testbed, on how it makes use
of the hardware architectures and how it enables users to interact with the testbed.

The present paper is organized as follows. Section 2 gives an overview of the
proposed testbed, while in Sect. 3 we focus on the software layer of the testbed and
give a description of the method of interfacing users with the middleware. In Sect. 4,
some conclusions are drawn.

2 Overview of the Testbed

In scientific literature, multiple papers, [22-26], have presented the benefits given by
the hardware implementations of cryptographic algorithms as compared to the software
counterparts. By integrating in our testbed an SDSoC (Software Defined
System-On-a-Chip) that contains also a number of logical gates that can be pro-
grammed, we enable users to test their implementation in this type of environment also.
The other two hardware architectures of the testbed allow only a software imple-
mentation of an algorithm.

In order for users to interact with these hardware architectures, they need to interact
with the middleware layer of the testbed. This layer is composed of two sub- layers:
one consisting of the drivers or APIs (Application Programming Interface), required to
communicate with the hardware layer, and one consisting of the integrator APIs which
developers will use and integrate in their implementations.

The main architecture of the testbed, with an emphasis on the hardware layer, was
presented in papers [21, 27] and Fig. 1 depicts its high-level design. The current paper
continues the description through an initial validation of the middleware layer,
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emphasizing on the connection of it with the hardware layer and the means that users
can access its functions.

Middleware Layer

Hardware Layer
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Fig. 1. Main architecture of testbed

3 Middleware Layer of the Testbed

As described in [27], the main challenge is to create a unified access point for all three
hardware systems, while maintaining control over the operating characteristics that
represent criteria when assessing an algorithm. In order to achieve this point of inte-
gration the platforms were customized to support a self-contained operating environ-
ment, either under the form of an operating system or a scheduler-service, as will be
described in the remaining part of the section.

Each one of the hardware architectures presents its own methods of interaction that
are made available to a user or developer. Figure 2 presents an overview of forming
and receiving, by the corresponding architecture, the API and driver calls, shown in
Fig. 1. The UI (User Interface) is the component that sends calls to the middleware and
customizes the task sent to each one of the hardware elements, as follows:

e For the standard x64 processor that can run also x86 applications, a simple task
dispatcher is implemented as a service that waits for the user to send a task to be
executed. The task represents an algorithm implementation that is done by the user
and sent through the testbed Ul After the completion of the task, collected metrics
are parsed and sent to the UI to give the user a performance view of its imple-
mentation or algorithm.

e The SDSoC architecture is comprised of two hardware elements that can be used
either separately or as a whole. In our proposed testbed, these elements are used as
one, by establishing the required communication bridge between them. The FPGA
(Field Programmable Gate Array) element contains some defined cryptographic
functions, such as permutation, standard AES (Advanced Encryption Standard) S-
Boxes or substitutions, which can increase the performance of an algorithm. The
implementation in FPGA was taken into consideration given a few performance
tests made between a hardware and software implementation of the same algorithm,
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Fig. 2. Hardware layer customization

tests that were briefly presented in [27]. The second element, the processor, is the
point in which the dispatcher service resides and the task is mainly being executed.
After the successful completion of the task, results are parsed and transmitted to the
UL

The third hardware element takes advantage of the possibility of dynamically
writing an application into the Flash memory that can be executed afterwards.
Implemented as a bootloader, the scheduling-service waits for a task to be deployed
through the UL After receiving a task, the service writes it into the Flash at a
separate address and launches it into execution. In this case, the service will return
in the waiting state, but will not have the functionality of parsing and sending the
results. This functionality will reside in the task itself and will be attached to the
user code at deployment.

After terminating all the deployed tasks, the UI will act also as a collector of data

from the underlying dispatcher-services, by formatting and grouping the data and
presenting it to the user as performance metrics.
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4 Conclusions

The paper introduces a part of the elements that the proposed hybrid testbed contains,
with a focus on the software layer and on method of interaction between users and it.
Given that this testbed will enable simultaneous testing on three different hardware
architectures, it can prove to be an important factor in the process of large-scale
integration of the IoT concept. An initial validation of the proposed testbed has been
made with high-level tests, through which observations were made on how the testbed
can be completely integrated and how multiple functionalities can be developed for
users.
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