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Laboratoire Algèbre, Cryptographie, Codes et Applications (ACCA),
UFR Sciences appliquées et de Technologies (UFR SAT),
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Abstract. In wireless sensor networks (WSN), grouping of small group
nodes, called clusters, is an effective technique for facilitating scalability,
self-organization, energy saving, access channels, routing, data aggre-
gation, etc. Several clustering protocols have been proposed for WSN.
Depending on the order in which the formation of clusters and the elec-
tion of cluster leaders are performed, these protocols can be subdivided
into two categories: the Leader-First (LF) and the Cluster-First (CF)
approaches. In LF approaches, clusterheads are first elected according to
certain metrics (e.g., degree of connectivity, remaining energy), and then
agree to assign the other nodes to different clusters. While in CF tech-
niques, all sensors first form clusters, and then each cluster chooses its
leader. In previous work, we proposed LQI-DCP, which is a non-secure
distributed protocol for multihop clustering with an LF approach. Dur-
ing the clustering process, one or more malicious nodes could attempt to
disrupt the cluster leader election by electing illegitimate nodes. In this
paper we propose LQI-DCPSec which is a secure version of LQI-DCP
that we will compare, in terms of energy consumption, to SEFA which
is another secure clustering algorithm using an LF approach. Simulation
results show that LQI-DCPSec is more energy-efficient than SEFA.
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1 Introduction

A WSN application often requires a clustering protocol to partition (Fig. 1)
the network in order to guarantee scalability and better performance [1]. When
cluster leaders are required, the nodes of each cluster will be able to execute an
election protocol to determine their cluster leader [1–3].

Many clustering protocols have been proposed. However, most of them, such
as LQI-DCP [1], LCA, LCA2, MaxMin [3], LEACH [4], LSCA [5] and SOS
[6], assume healthy networks and are not resistant to attacks from malicious
participants in hostile environments. In Leader-First approaches, malicious nodes
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Fig. 1. Clusters formation [2,3]

may lie about their metrics (for example, increasing the criterion value to be
elected as clusterhead, when the node sends it to its respective neighbors in the
first step of the LQI-DCP process [1]). As a result, such kind of nodes could
control all nodes in their clusters. Similarly, none of the Cluster-First protocols
can guarantee a consistent view of group memberships when malicious nodes
send erroneous information.

In [7], Vasudevan et al. have proposed two secure leader election algorithms
using a trusted authority to certify the metrics of each node used in the leader
election process. However, these algorithms assume that all participating nodes
are reliable and that no messages are lost or delayed, which can not be guaranteed
in case of malicious nodes.

In [1], we have proposed a distributed multihop clustering protocol, called
LQI-DCP, which is based on the Link Quality Indicator (LQI). Intended to dense
wireless sensor networks, its basic idea is to enhance the network efficiency by
selecting the best located sensors as clusterheads. It takes place in 2 rounds.
The first round consists of information exchanges to initialize the algorithm
and to preselect preferable nodes as clusterheads. In this round, the undesirable
nodes with respect to the preselected ones are identified. In the second round,
caryommes are elected among the remaining non-clusterized nodes and then
among the previous identified undesirable nodes in last resort, while avoiding
having single-node clusters [8] in the network.

This previous work [1] have shown that LQI-DCP helps in producing clus-
ters of which each clusterhead has a better positioning regarding the locations
of other clusterheads. Therefore in cluster formation, LQI-DCP has shown that
it is quite important to sufficiently outspread the clusterheads (or caryommes)
in order to improve the network efficiency. However, producing a secure cluster-
ing protocol was not part of our objectives in [1]. This is precisely what we are
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trying to achieve in this paper by proposing LQI-DCPSec which is a secure
version of LQI-DCP. Because like most WSN protocols, LQI-DCP clustering
protocol should meet security requirements. However, sensors are constrained
by limited energy resources and the need to manipulate simple data for the
cluster-head election process poses major challenges in implementation of secu-
rity mechanisms and data processing.

To carry out our work, this paper is organized as follows: in Sect. 2, we will
consider an attacker’s model. Then, we present LQI-DCPSec security mech-
anisms in Sect. 3. Finally, LQI-DCPSec is compared with SEFA protocol [7]
regarding to network performance in Sect. 4.

2 Attacker’s Model

We consider an attacker who is in the vicinity of the nodes to listen to traffic
during the clustering process. In other words, in this attacker model, the attacker
snoops the network communications and then records the messages sent by the
legitimate nodes during the clustering process. Then, he could produce adequate
messages that would allow him to be illegitimately elected as clusterhead (with
a better metric, for example). The attacker could also try to insert one or more
malicious nodes in the network in order to disrupt the cluster-head election
process.

With this simple model, an attacker could perform, during the LQI-DCP
clustering process, the most of common WSN attacks described in [9,10] such
as: passive listening or eavesdropping attack, traffic analysis attack, man-in-the-
middle attack, message alteration attack, sybil attack, black hole attack, selective
forwarding attack and many others kind of attacks. Therefore, the LQI-DCPSec
protocol is intended to prevent such attacks in the WSN by adding confidentiality
and integrity features to secure the messages exchanged during the clustering
process.

3 LQI-DCPSec Security Mechanisms

LQI-DCP is described in detail in [1,3]. Further results concerning LQI-DCP
are published in [11]. Here, we pursue the objective of ensuring the integrity and
confidentiality of the messages exchanged (sending of the criterion value in the
first step of LQI-DCP, PN-INFORM-MSG, WBN-SELECTION-MSG and CH-
INFORM-MSG) during the cluster formation process by LQI-DCP. This is that
updated version of the LQI-DCP protocol that we have called LQI-DCPSec.

3.1 Initialization Phase

Prior to the deployment of the network, the base station assigns to each node u
a unique identifier Idu and a key pair (private key and public key). In addition,
each node u knows the public key of all its neighbors. In addition, the base
station generates a unique secret key shared by all the sensors in the network.
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3.2 Hash and Encryption Functions

To secure LQI-DCP, we will use the hash and encryption functions of the
PRESENT protocol [12]. PRESENT is an ultralight block encryption algorithm
that runs on 31 rounds [12]. This algorithm works on blocks of 64 bits and uses
keys of 80 or 128 bits length. These two versions are called PRESENT-80 and
PRESENT-128 depending on whether the key size is 80 or 128 bits. For a bet-
ter application, the authors of [12] propose the use of 80-bit keys. Therefore,
we will use PRESENT-80 for messages encryption. We will also use the DM-
PRESENT-80 hash function to calculate the messages digest for each packet:
sending of the criterion value in the first step of LQI-DCP, PN-INFORM-MSG,
WBN-SELECTION-MSG and CH-INFORM-MSG. Such as PRESENT-80, DM-
PRESENT-80 uses 80-bit keys inputs and returns a message digest of 64-bit.

3.3 Signing and Encrypting a Message from Node A to Node B

In this section we use the following notations:

– KPriv(A): The private key of a node A
– KPub(A): The public Key of a node A
– KWSN (t): The shared key, at time t, by all the nodes of the network
– FHash: The hashing function, Hash algorithm.

Signing a Message from Node A to Node B

– Message digest computation: The main purpose of the message digest com-
putation is to ensure the integrity of the message. Digest= [Message]FHash

– Signature of the digest: The sender (node A in this case) generates a
signature digest by using its private key. Moreover, the name of the hashing
algorithm used by the transmitter is sent with the generated signature. With
this information, anyone could decrypt and verify the signature using the
sender public key and the hash algorithm. Given the properties of public key
encryption and hashing algorithms, the recipient has the proof that:
1. The digest was encrypted using the transmitter private key.
2. The message is protected against any alteration.
3. At this step, one has the initial message and the computed digest which

is signed with the sender private key: Message+ [Digest]KPriv(A).

Message Encryption

– We use a single encryption/decryption key because cryptographic algorithms
that use asymmetric keys are too slow and symmetric key algorithms are more
energy efficient in WSNs.

– Then, the entire message (the initial message and its digital signature) is
encrypted using the network shared key KWSN (t).

– At this step, one has the entire message which is signed with the WSN shared
key: [Message+ [Digest]KPriv(A)]KWSN (t)
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3.4 Deciphering and Verifying the Signature of the Received
Message

Message Decryption. The message (which includes the message itself and the
digital signature) is then decrypted using the network shared key KWSN (t).

Signature Verification. The signature verification includes the three following
steps:

– Deciphering the message digest. The digest was encrypted using the private
key of the sender (node A). The digest is now decrypted using the transmitter’s
public key.

– Evaluation of the digest. Since hashing is a one-way process, in other words,
it is impossible to retrieve the original message from the digest, the recipient
must re-evaluate the digest using exactly the same hashing algorithm as the
sender.

– Comparison of condensed matter. The deciphered condensate and the evalu-
ated condensate are compared. If they agree, the signature is verified and the
recipient can then be sure that the message has been sent by the sender and
has not been altered. If they do not agree, it is possible that:
1. The message has not been signed by the issuer or it was corrupted.
2. In either case, the message must be rejected.

3.5 Generating the Unique Key

As in [13], we propose a solution which consists of using a generation key. For each
period or generation t, the base station sends a new key KWSN (t) to the entire
network. This key serves as a certificate for each node to prove its membership
in the network. If a malicious node tries to enter the WSN and does not have
this generation key, it could not be accepted within it. This technique also makes
it possible to limit the substitution attacks of a sensor and its reprogramming
in order to be reinserted into the network. If a node is stolen at time 0 with the
generation key KWSN (0), the time an attacker reprograms it to put it back in
the WSN, it will have elapsed a time x. When the sensor is reinserted in the
network, the new generation key would then be KWSN (x). The malicious node
will ask its neighbors to enter the network with the generation key KWSN (0)
and not KWSN (x) because it could not having receive the new generation key.
As KWSN (0) is different from KWSN (x), neighbors will not accept its request
and the malicious node will not then be able to enter the network.

4 LQI-DCPSec Performance Evaluation

To evaluate the performance of LQI-DCPSec, we compare it to the SEFA proto-
col. Some clustering protocols are more suitable for some deployment strategies
than others [11]. So, in this section performance evaluation are done by using
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in results (Figs. 2 and 3) a random deployment type without constraint [14], in
results (Figs. 4 and 5) a deployment type with a remoteness constraint λ between
nodes as defined in [14], and a grid topology deployment in the result of Fig. 6.

4.1 SEFA Algorithm

In [7], authors consider the problem of secure leader election and propose Secure
Extrema Finding Algorithm (SEFA) as a cheat-proof election algorithm. SEFA
assumes a synchronous distributed system in which the various rounds of election
proceed in a lock-step fashion. SEFA assumes that all elector-nodes share a
single common evaluation function that returns the same value at any elector-
node when applied to a given candidate-node. The details of SEFA protocol are
described in [7].

4.2 Simulation Parameters

In the simulation model N sensors are deployed over an area of length L, and width
l. The transmission range of each sensor (including the Base Station) is R = 20 m.
As in [1–3], we use the same energy consumption model. Let ETx(k, d) the energy
consumed to transmit a kbits message over a distance d [4]:

ETx(k, d) = Eelec ∗ k + εamp ∗ k ∗ d2 (1)

Let ERx the energy consumed to receive a kbits message:

ERx(k, d) = ERx−elec(k) = Eelec ∗ k (2)

Eelec = 50nJ/bit and ε = 100 pJ/bit/m2 (3)

The main parameters are summarized in the Table 1.

Table 1. Simulation parameters used for each result

Parameters Figure 2 Figure 3 Figure 4 Figure 5 Figure 6

Radio range R 20 m 20 m 20m 20m 20m

Area length L 100 m 100 m 100m 100m 100m

Area width l 60 m 60 m 100m 100m 100m

Number of sensors 50 to 200 20 50 to 200 50 50

λ 0.25 0.25

Step 10
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Fig. 2. Total average energy consumption as a function of the number of sensors
deployed according to the random deployment without constraint (Color figure online)

Fig. 3. Total average energy consumption as a function of the number of packets sent
per sensor following random deployment without constraint (Color figure online)
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Fig. 4. Total average energy consumption as a function of the number of sensors
deployed according to a deployment type with a remoteness constraint λ between
nodes (Color figure online)

4.3 Simulation Results

In each Figs. 2, 3, 4, 5 and 6, we have two curves: the first one, in red and in
continuous lines (LQI-DCPSec), outputs the total average energy consumption
using the LQI-DCPSec protocol for forming clusters; and the second one in blue
dotted lines (SEFA) is obtained by using the SEFA protocol.

To compare the energy cost of the LQI-DCPSec and SEFA clustering proto-
cols, we calculated the total average energy over-consumption in the case where
the number of packets sent per sensor varies from 1 to 10 in each case of random
deployment without constraint (Fig. 3) and deployment type with a remoteness
constraint λ (Fig. 5) as well as in the case of the grid deployment (Fig. 6). We
also calculated the total average additional energy expenditure in the case where
the number of sensors varies from 50 to 200 according to the LQI-DCPSec and
SEFA clustering protocols in the case of random deployment (without constraint
(Fig. 2) and with a remoteness constraint λ (Fig. 4)).

The results of Figs. 3, 5 and 6 show that the more the packet exchanges
increase in the network, the greater the gap between energy over-consumption
becomes greater between SEFA and LQI-DCPSec. SEFA consumes up to 57%
more energy than LQI-DCPSec (Fig. 3). Similarly, this difference increases up
to 55% in Fig. 5. On the other hand, in the case of the grid topology SEFA con-
sumes up to 33% more energy compared to LQI-DCPSec (Fig. 6). This means
that when the average number of neighbors per node decreases, the gap also
decreases. It could be concluded that SEFA is more suitable for less dense
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Fig. 5. Total average energy consumption as a function of the number of packets sent
per sensor following a deployment type with a remoteness constraint λ between nodes
(Color figure online)

Fig. 6. Total average energy consumption as a function of the number of packets sent
per sensor following the grid deployment (Color figure online)
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networks even though in this case LQI-DCPSec still offers better performances.
This is confirmed by the results of Figs. 2 and 4 where it should also be noted
that when the density increases, the additional energy expenditure of SEFA with
respect to LQI-DCPSec increases up to 45% for the result of Fig. 2, and up to
57% in the case of the result of Fig. 4.

We note that, in all cases, the total average energy consumption of the SEFA
protocol exceeds that of LQI-DCPSec protocol. By observing the evolution of
the curves, we note that protocol LQI-DCPSec succeeds, beyond the questions
related to the security and the optimization of resources, in significantly reducing
the overall average energy consumption of the network. Thus, LQI-DCPSec pro-
tocol is far better than SEFA from an energy expenditure point of view, which is
a very important resource in the WSN. This does not mean that LQI-DCPSec is
the best algorithm for secure cluster formation in terms of energy consumption,
because we always have to think about decreasing the size of the used keys [14].

5 Conclusions and Future Works

As we can see, the LQI-DCPSec protocol guarantees the integrity of each mes-
sage. This is facilitated by hashing the message content and signing the hash
using the sender’s private key. This allows the recipient of the message to verify
the signature using the sender’s public key that is known by everyone. There-
fore, if a malicious node tries to corrupt a message from another node, it will be
detected by the recipient. Moreover, beyond the integrity feature, authentication
of the sender is also ensured with LQI-DCPSec. Finally, given the fact that all
the messages are encrypted, which guarantees the confidentiality of the data,
LQI-DCPSec protocol is also resistant to many attacks such as passive listening
or eavesdropping, traffic analysis, man-in-the-middle, message alteration, sybil,
black hole, selective forwarding, etc. Likewise, given the mechanism of unique
network key generation, LQI-DCPSec prevents any malicious nodes insertion in
the network. In addition, compared to SEFA, LQI-DCPSec offers better perfor-
mance with much lower energy consumption.

However, from another point of view, since the messages exchanged during
LQI-DCPSec clustering process are signed and encrypted, the packet size has
increased. With an initial 64-bit packet size, one added the 64-bit digest obtained
with the hash function DM-PRESENT-80, making a total of 128 bits. One adds
to this the size of the PRESENT-80 encryption key which is 80 bits, which leads
to a total packet size of 208 bits. That means to say that the package size has
increased by 225%. This is high given our previous results [14]. Therefore, in our
future work, we will try to propose our own lightweight integrity and privacy
schemes lighter than the PRESENT algorithm in order to significantly reduce
the size of exchanged packets and to gain much more performance.
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