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Abstract. With popularity of virtualized computing continuing to grow, it is
crucial that digital forensic knowledge keeps pace. This research sought out to
identify the forensic artifacts and their locations that may be recovered from a
VMware Workstation virtual machine running Windows 7 x64. Several com-
mon forensic tools were used to conduct this research, namely AccessData’s
Forensic Toolkit (FTK), FTK Imager, and FTK Registry Viewer. This research
verified the processes required to gather digital evidence from a virtual machine
disk (VMDK) file, creation of a forensic image, and mounting of evidence into
these forensic tools. This research then proceeded to document recovered arti-
facts and their locations related to system configuration, internet usage, file
creation and deletion, user administration, and more.
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1 Introduction

Virtualization is often a term that you hear in relation to cloud computing. Virtual-
ization, while it is a separate technology, is one of the most fundamental and critical
components which enables versatility and scalability of cloud computing. Virtualiza-
tion, as defined by VMware is “the process of creating software based representations
of something rather than a physical one” [51]. These software-based representations are
known as Virtual Machines (VMs). The real benefit of virtualization software is the
ability to run 1-N virtual machines on a single physical server – this is done using a
Hypervisor. Hypervisors are the software packages that are deployed to “virtualize” a
server. These software packages turn the physical machine into a “host”, which can
then provide its resources to the “guests” contained on it. The hypervisor’s role is to
dynamically distribute the host’s resources to the hosted virtual machines on an
as-needed basis [5].

There are two types of hypervisors in use today [47]. Type I hypervisors are known
as “Bare Metal Hypervisors”, meaning that the hypervisor software is deployed right
onto the physical hardware, without the use of any underlying operating systems. Due
to the lack of an underlying operating system, the hypervisor is much more efficient
when interacting with the host machines resources because the interaction is direct.
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Type II Hypervisors are deployed onto an already running operating system. This
model requires the hypervisor to communicate with the operating system to use the
host resources. Although it requires an extra step to interact with the host resources,
performance delays are not noticeable [5].

For these guest virtual machines to work properly, there are several configuration
files that must exist and be accessible by the virtualization software being used. These
files are incredibly important for both a virtual machine to run and a digital forensics
investigation. For the purposes of this research we are using a type II hypervisor in
VMware Workstation Pro.

Table 1 shows the critical configuration files needed for a virtual machine to run
properly.

Virtualization reduces the need for hundreds or thousands of physical servers. This
reduction in equipment means smaller datacenters, thus less overhead costs. The cost
differential alone is enough for businesses to give serious consideration to virtualization
capabilities. From power consumption, to heating and cooling cost, the savings can be
extensive. Other benefits of virtualization include the ability to rapidly scale enterprise
resources to meet consumer needs, test software on many different operating systems,
and provide a cost-effective way to achieve fault tolerance for your enterprise services.
With benefits like these, it is easy to understand why virtualization is being adopted
faster than ever. The annual report from RightScale outlines cloud adoption trends from
the previous year. The 2017 report surveyed 1,002 respondents and determined that
95% of organizations surveyed are experimenting with Infrastructure as a Service
(IaaS). In addition, the use of multiple clouds per organization increased from 82% to
85% since 2016. In addition, 23% of enterprises with more than 1,000 employees have
over 1,000 virtual machines in VMware [40]. This adoption underscores the need for
the ability to perform thorough digital forensic investigations on virtualized computers.

Table 1. VMware configuration files [52]

File
extension

File purpose

.log Keeps a log of all the VM workstation activity

.nvram Stores the state of the VMs BIOS

.vmdk Virtual Machine Disk File; stores the contents of the VMs hard drive

.vmsd Stores centralized metadata about VM snapshots

.vmsn Snapshot State File; stores the running state of a VM at the time the snapshot
is taken

.vmss Suspended State File; stores the state of a suspended VM

.vmtm Configuration file containing team metadata

.vmx Primary configuration file for the VM, stores all the settings of the VM

.vmxf Supplemental configuration file for VMs that are in a team
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Digital evidence is created anytime a user takes any action – criminal or not – on a
computer. When the actions performed on a computer are criminal, or aid in a criminal
act, digital forensics is performed to collect this evidence. The National Institute of
Justice defines digital evidence as:

“… information stored or transmitted in binary form that may be relied on in court. It can be
found on a computer hard drive, a mobile phone, a personal digital assistant (PDA), a CD, and
a flash card in a digital camera, among other places. Digital evidence is commonly associated
with electronic crime, or e-crime, such as child pornography or credit card fraud.” [15].

When searching for digital evidence on a windows machine, the focus should be on
gathering information pertaining to file uploads/downloads, files/folder created,
opened, and removed, programs installed, executed, and removed, usage of various
accounts on the machine, external device usage, and usage of the browsers by each
account on the machine [30]. For the purposes of this research, we will be focusing on
similar user activities as listed above.

With the popularity of virtualization, it is critical that there be documented pro-
cesses and procedures on how to perform digital forensics investigations in this
environment; however, it is not that simple. There are several concerns when it comes
to digital forensics in a virtualized environment, several of which I will present in the
final section of this paper as proposed future research topics. One of the primary
concerns is the lack of documented forensic artifacts that can be recovered from a
virtual machines disk file. In a traditional forensics investigation, the investigator has
access to the physical media and can create images as needed for their investigation.
These forensic images provide a wealth of data. This research aims to identify the
forensic artifacts that can be recovered from a virtualized computer running Windows 7
by using AccessData’s Forensic Toolkit to investigate the supporting files used by the
VM. This research aims to strengthen the digital forensics field and associated tech-
niques to keep up with the ever-changing technology landscape.

In the next section, we will discuss related works, their strengths and opportunities,
and ultimately the driving force for this research. In Sects. 3 and 4, we will then discuss
the steps taken to ensure a sound research environment, the steps taken to recover
artifacts of interest and detailed findings. In the last section, we will finish with our
conclusions and proposed future research efforts.

2 Related Literature

Digital forensics, in some form or another, has been around since Cliff Stoll famously
investigated a mere seventy-five cent discrepancy between two accounting systems at
the Lawrence Berkley National Laboratory in 1986 [45]. While only a few decades
have passed, the advances in technology have been immense. As such, there has been
an increased need for the ability to perform digital forensics investigations against these
new technologies. Digital forensics is not an old practice, and the forensic artifacts
recoverable from physical media have been well documented [14, 30]. However,
emphasis on applying these processes to virtualized computing environments
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is limited [28, 29, 56]. Virtualization has seen a significant increase in popularity over
the past few years, requiring that virtual machine forensic be researched just as heavily,
if not more, than traditional physical media [16, 40].

Shavers [43] discussed the process of acquiring a forensic image from a virtual
machine disk (VMDK) file and subsequently using it to create a new virtual machine.
This allowed investigators to safely examine the VM and its contents. However, he did
not go into detail about the specific artifacts that could be recovered, or their relevance
to a digital forensics investigation.

Martini and Choo [4] proposed a six-step process for the remote programmatic
collection of evidential data from virtual machines and demonstrated the utility of their
process using VMware vCloud as a case study.

Cruz and Atkison [2] focused on the process of recovering a fragmented or cor-
rupted VMDK file from a hypervisor by using a write blocker and the physical hard
drive of the host. They explained the possibilities of creating a forensic image from the
recovered VMDK file and using common forensic tools to analyze this image. They did
not go into detail regarding the artifacts that could be recovered from this image.

While several research efforts have focused on identifying the difficulties involved
with cloud forensics and the processes of performing forensic investigation on both
cloud servers and client devices [9–13, 32–34], few have focused on identifying and
recovering artifacts from the guest system [3, 6, 18, 49]. This research sought to answer
the question, “What are the forensic artifacts and their locations that can be recovered
from a VM running Windows 7 x64?”.

3 Experiment Setup

In this section, we describe the tools used, the configuration of the lab environment,
and the process of seeding the VM for the investigation.

• VMware Workstation 12 Pro, version 12.1.0 build-3272444
• Windows 7 x64 ISO file for creating the VM (configured with 4 GB Memory, 2

Processors, and 80 GB of hard disk)
• AccessData’s Forensic Toolkit (FTK), version 6.0.3.5
• FTK Imager, version 3.4.2.6
• FTK Registry Viewer, version 1.8.3.0

VMware Workstation serves as the type II hypervisor for this research, allowing the
creation of a VM from the Windows 7 x64 ISO file. AccessData’s Forensic Toolkit is a
commonly used commercial digital forensics tool. FTK allows for quick mounting of
forensic images, which can then be searched for forensic artifacts such as deleted files,
configuration changes, and internet history [20]. For this research, the forensic image
was created from the Virtual Machine Disk File (VMDK). FTK Imager converts the
VMDK file to raw (dd) format which is needed to mount the image into FTK as
evidence [26]. FTK Registry Viewer, also from AccessData, is packaged with FTK and
provides the ability to view registry hives contained within the mounted evidence [37].
We will discuss in Sect. 4.1 how registry hives can be used in a forensic investigation.
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The environment for this research was contained to a single physical host. The
physical host ran VMware Workstation Pro, enabling me to create a virtual machine
from the Windows 7 x64 ISO. The forensic tools from AccessData were also installed
on the same physical host. Once the VM was configured and powered on, transactions
required for subsequent investigation were then generated. This consisted of normal
user activity: browsing the internet, uploading and downloading files, accessing, cre-
ating and deleting files, and creating and removing users. Transactions were conducted
over a two-week period between 06122017 and 06222017 to ensure enough activity
took place allowing for a thorough investigation.

To perform the investigation of the VMDK file, we first had to create a forensic
image that could be mounted into FTK. To do this, FTK Imager was used, which takes
a VMDK file and converts it to the raw image format needed by FTK. A forensic image
is a bit-for bit replication of either an entire disk or a single partition and is like a
“snapshot”; it captures the full state of the disk or partition [50]. This is done so that
investigators do not modify or alter the original evidence in any way throughout their
investigation (this is one of the forensic principles emphasized by McKemmish [41]). If
the forensic image gets corrupted, then the image can be discarded and a new image
restored. Hashing algorithms are commonly used to prove the integrity of the evidence.

Figure 1 shows that creating a forensic image with FTK Imager is as easy as
pointing to the file location for the VMDK file. Figure 2 shows the completed image
summary. In order to maintain proper chain of custody, this information must be
recorded and maintained for the life of the evidence. Figure 3 is used to prove the
integrity of the forensic image that was created. Two hashing algorithms are used to
prove integrity throughout the creation of the image. First, MD5 and SHA1 hashes are
calculated for the original evidence. Then, once processing has completed, additional
hashes are calculated using the same algorithms as before. The comparison of these
hashes can be used to validate evidence integrity during the case and potential sub-
sequent trial [26].

Fig. 1. Creating an image in FTK Imager. Fig. 2. Completed image summary in FTK Imager.
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Once a forensic image has been created, it can easily be mounted into FTK as
evidence. The FTK user guide easily outlines this process [27]. Figure 4 shows the
accessible partitions in FTK, once the forensic image has been mounted as evidence.

4 Findings: Forensic Artifacts

Any time an action is taken on a computer, clues from that action are left behind,
regardless of whether that action was taken by a human or a program. Digital artifacts
are the pieces of information that can be gathered by recovering what is left behind.
Any time a digital crime is committed, the investigation of these artifacts can provide a
wealth of information as to what really happened, who did it, and the event’s timeline
(35). This section details the key digital artifacts that were recovered along with their
respective location within the VM.

4.1 Registry Hive Artifacts

The windows registry is the authoritative source for configuration settings in the
Windows operating system; every configuration change manipulates a key kept in the
registry. These keys are separated out into special groupings, known as “registry
hives”. There are four main registry hives, as explained by Microsoft: the HKEY_-
CURRENT_CONFIG, HKEY_CURRENT_USER, HKEY_LOCAL_MACHINE, and
HKEY_USERS (39). Each hive maintains its own tree structure with several
sub-directories containing different key value pairs, as well as its own “.log” file which
maintains a history of all changes made to that registry hive [39].

HKEY_CURRENT_USER provides configuration settings for the current logged
on user, and is located in “C:\Users\%USERNAME%\NTUSER.dat” [25]. This hive is
critical to a forensics investigation as it maintains all the unique settings for a certain
user. It also keeps track of several pieces of metadata to provide enhanced functionality
to the user. By accessing the NTUSER.dat file through FTK, and opening it with FTK
Registry Viewer, the investigator can retrieve critical artifacts such as URLs typed into

Fig. 3. FTK Imager integrity hashes. Fig. 4. Available partitions in FTK.
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a browser, recently accessed documents, commands typed into the Windows “Run”
utility, searches from the start menu, user assist keys for application execution, and the
user’s shell bags.

Within the HKEY_LOCAL_MACHINE hive, there are several sub-directories of
interest; they are the Software, Security, SAM, and System folders. This hive is located
in the “C:\Windows\System32\config” folder [39]. All hives present in the NTFS file
system can be viewed through FTK Registry Viewer. This hive provides configurations
and settings for the machine itself, and can be incredibly useful to an investigator. By
interrogating the HKLM\System registry file, an investigator could recover the machine
name, system time and time offset, profiles for recently connected USB drives and the
shim cache. In this same directory, there is a “.alt” file, which maintains the registry key
value pairs for the SYSTEM hive. By investigating the HKLM\Software registry hive,
a list of installed applications was recovered. The HKLM\Security registry hive is
where all system policy information is maintained, while the HKLM\SAM registry file
is a collection of user credentials [1].

Per Microsoft, the HKEY_CURRENT_CONFIG contains the hardware state for
the local machine and is used to compare the current configuration to the standard
configuration. This can prove useful in order to determine hardware changes during a
certain period. HKEY_USERS contain the standard configurations that are assigned to
all new users to the system. These configurations are assigned at creation of the user
[36]. An unapproved change to this key could indicate a user trying to manipulate
configurations and privileges for any users created in the future.

4.2 NTFS File System Artifacts

The NTFS file system is based on a hierarchical file system, therefore, much of a digital
forensics investigation is focused on the recovery of files. There are three main loca-
tions that an investigator needs to pay special attention to, namely: the Master File
Table, Recycle Bin, and orphaned files.

The Master File Table relates to files like the Registry relates to configurations; it is
an authoritative source for all files on the system, as well as their attributes. For every
file on the NTFS file system, there is at least one entry in the MFT. This entry contains
all metadata about the file such as file name, location, timestamps, permissions and
content [31]. Traditionally a user assumes that deleting a file from the computer
removes it permanently. In reality, deletion of the file only sets the “Active/Inactive”
field to “Inactive”. Mark Stam explains the methods of extracting data from the master
file table to recreate files, even if they have been marked as “Inactive” [44]. In addition
to being able to recreate the file, additional metadata can be carved out of the MFT
Attributes; these include the file creation time, last accessed time, as well as the last
time the file was modified. There are several tools that can be used to easily parse and
display the contents of the MFT, such as MFT Ripper and Analyze MFT [17, 25, 54].
Once a file has been marked “inactive” it is only a matter of time until the OS reuses the
MFT entry for that file. Because of this, it can be concluded that the longer the time
between deletion of files and the investigation, the greater the chances are that the file
will not be able to be recovered.
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Recycle Bin artifacts can be located using FTK in the “$Recycle.Bin” folder in the
root directory (\$Recycle.Bin). The recycle bin is a holding place for files and folder
that have been deleted by the user (Right Click > Delete). Files in this location can
easily be recovered using FTK.

In the recycle bin, a folder is created for each user that has logged into the system.
These folders are named using the user’s SID. It is rare that any files should exist
outside of a particular user’s SID; this may represent a user attempting to hide a file on
the file system since the root of the recycle bin is not viewable by any user in Windows
Explorer [21]. Each time a user deletes a file, there are two entries created in their
$Recycle.Bin. The first entry begins with “$I” and contains the metadata of the file: the
date recycled, original file path, name of the file, and the size of the file. The second
entry begins with “$R” and contains the actual data of the file. When files are deleted,
the name of the file is converted to an ID string; the matching of the “$I” and “$R”
entries provide the needed information to the forensic investigator.

The recycle bin artifacts allow forensic investigators to recover files that the user
believes they have deleted. The findings suggested that deleted files could still be
recoverable after the recycle bin had been emptied; given the investigation occurred in
a timely manner. This echoed the findings of Quick and Choo [9–12], who demon-
strated that data that had been removed using CCleaner and Eraser could still be
recovered. Microsoft implements a wiping technique in Windows 7 for files that have
been deleted from the recycle bin, this often occurs at the next restart of the machine,
and indicates that the longer the time is between the deletion from the recycle bin and
the investigation, the less likely it is to recover a file [21]. These recovered files can
provide a wealth of information as to what the user was doing. Along with logon
events, discussed in Sect. 4.4, it is simple to tie a user to the action of deleting a file.
We refer the interested reader to [7] for a recent survey on Windows 7 anti-forensics
approaches and countermeasures.

Orphaned files are a special type of file in the NTFS file system that get created
when the files parent folder gets deleted from the file system. FTK provides an easy
way to search through orphaned files. It is possible to recover a file that has been
orphaned, given that the files MFT entry has not been entirely overwritten [21].

4.3 Web Browser Artifacts

It is no secret that we are living in a digital age, and the amount of time that we spend
online is increasing. What many people do not realize is the amount of information that
your computer records while you are browsing the internet [42]. When it comes to
inappropriate or malicious actions, the information is stored in the same manner.
Extensive browser forensics was completed throughout this research for Internet
Explorer, resulting in the recovery of several key artifacts that painted the picture of
what the user was doing during their online sessions.

Outside of the registry, there are three major artifacts that can be recovered
regarding internet usage: the browser cache, user created bookmarks, and browser
cookies. The browser cache is not only a history of the sites that a user had visited, but
also a cached copy of that site. The browser creates an entry in the browser cache every
time a user visits a site to decrease the load time for any future visits to that site [23].
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The browser cache files exist in, “C:\Users\%USERNAME%\AppData\Local\Micro-
osoft\Windows\WebCache”. Using FTK, an investigator can view a listing of the sites
visited as well as recreate them in the “html” tab of the tool (Figs. 5 and 6). This artifact
provides a great deal of information about the active user’s activity during a certain
period.

User created bookmarks are saved links to sites that have been visited in the past
and marked for quick access. This artifact lives in, “C:\Users\%USERNAME%
\Favorites”, and can provide additional information regarding past browsing history
[25]. No favorites were created during this research.

Cookies are created by visited sites and attached to the user for future use. These
cookies are saved in a file on the local machine and referenced any time a user visits a
site that requires them. They can be used to store authentication tokens, location data,
and other general user information [23]. Cookies files are stored in “C:\users\Admin-
istrator\AppData\Roaming\Microsoft\Windows\Cookies\”. They are difficult to inter-
pret because the data is only meaningful to the site that created it. However, the
existence of a cookie indicates that the user visited the referenced site it at least once,
and the recovery of the cookies can provide additional information to the activities of
the user.

Fig. 5. Internet tab in FTK.

Fig. 6. WebCache for admin user.
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There are several artifacts of interest regarding internet usage stored in the registry;
such as URL’s typed by the user, form auto complete information, and browser
preferences.

4.4 Windows System Log Artifacts

The windows operating system keeps thorough logs regarding what occurred on, and
to, a machine. These logs provide a wealth of information to an investigator [38]. As
such, they should be paid special attention to. Certain logs of interest are the Windows
Event Logs and the Windows Change Logs.

Windows event logs provide a wealth of data about what occurred on a computer.
There are three main event logs on the Windows OS, namely: the Security, System, and
Application. These three logs are all located in the same directory, “C:\Windows
\System32\Winevt\Logs”. When viewed in FTK, one would see each log with a “.evtx”
file extension. The information contained in these logs are invaluable to an investigator
when recreating a timeline of events.

One of the most informative logs is the security log, as it tracks all security events
that occur on the computer, such as logon events, failed logons, creation of users,
permission changes for users, removing users, and execution of the processes. This
information paints a clear picture of what occurred while a specific user was logged in.
It also records who attempted to logon to a machine. Figure 7 shows the information
that gets logged when a user authenticates onto the machine. This information can be
used to recreate a timeline of events. Figure 8 shows the information that is logged
when a new user is created. Often attackers will create additional users on a com-
promised system to create alternate access methods should they ever lose access. In
addition to creating new users, an attacker may also attempt to change the password for
an existing account, information for this type of event can also be recovered in the
Security log (Fig. 9). Examining the creation of new users can lead investigators to
another account that needs to be scoped into their investigation. Figure 10 shows the
information that is logged when a user is removed from the system.

Fig. 7. Admin logon event. Fig. 8. User creation event.
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Events generated by running applications are logged in the application event log.
According to Microsoft, the application event log includes errors, warnings, and
informational messages [22]. This information can be useful to a forensic investigator
in many ways. Once a user’s timeline has been established, through logon event, the
investigator can then determine which applications were run during that time. Ana-
lyzing the application event log can assist in determining what that user was doing
inside of each application.

The system event log maintains the starting and stopping of processes on the
machine. This log is similar to the application event log as it contains errors, warnings,
and informational messages pertaining to processes running on the machine. The log
can be very useful to an investigator as many attacks utilize malware with known
process names. The system event logs can be monitored and analyzed for these pro-
cesses and identify malicious programs running on the machine [24].

Just like volume shadow copies can be restored to reverse changes to the operating
system, change logs maintained by the Windows operating system can be rolled back to
revert previously made changes to the file system. These artifacts include the “$LogFile”
and “$UsnJrnl”. Both include information regarding changes to the system. The $LogFile
is much more detailed than the $UsnJrnl and is located in the root directory “\$LogFile”.
This file contains changesmade to the file system such as creation and deletion offiles and
directories. The $UsnJrnl storesmuch less information regarding system changes than the
$LogFile and is located in, “\$Extend\$UsnJrnl” off of the root directory [IR Book]. Once
the file system has been mounted into FTK, as discussed earlier, the investigator can
easily navigate to it and view or extract these files. There are several open source tools that
can be used to intelligently analyze and display the contents of these files, such as
LogFileParser [25]. Upon analysis of these artifacts, an investigator will better be able to
determine which changes were made to a system over a certain time period.

4.5 Prefetch File Artifacts

Prefetch files are a critical piece of a forensic investigation. If available, they can provide
investigators with a list of applications that were executed during a certain period of
time. Located in “C:\Windows\Prefetch”, this directory contains a “.pf” entry for every

Fig. 9. Password change attempt event. Fig. 10. User deletion event.
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application that was executed on the machine [19]. Microsoft designed the “.pf” as a
performance optimization file. The Microsoft OS tracks the first 10 s of every appli-
cation’s start up process and creates a “.pf” file with this information. This file is then
referenced every time the application runs in order to decrease the application start time
[25]. According to Luttgens, Pepe, and Mandia, the existence of a prefetch provides
critical information about which programs were executed on a machine; such as name,
number of executions, execution path, and when it was executed [25]. This information
helps build out the attack timeline and points investigators to further evidence locations.
Most importantly, even if a program has been uninstalled from the machine, the exis-
tence of a prefetch file is proof that the program existed and was utilized.

Prefetch file artifacts are crucial to a digital forensics investigation, but what if they
are missing? The absence of an artifact could be an artifact in itself (e.g. signs of
antiforensic activities). If the prefetch files are missing, or only exist up to a certain
point, then it could indicate that the attacker was more knowledgeable than the average
user. The foresight to disable the creation of prefetch files indicates a potentially skilled
attacker. Disabling the creation of prefetch files modifies a key in the registry hive
HKEY_LOCAL_MACHINE, this key can be viewed using FTK Registry Viewer, as
discussed in Sect. 4.1. The value of the “EnablePrefetcher” registry key set to “0”
which indicates that the value is disabled [16].

When available, the prefetch files can easily be recovered using FTK. Investigators
can simply navigate to the Prefetch directory and view these records. There are also
several open source tools that can be used to view the prefetch files and parse the data
in many ways [19, 55].

4.6 LNK File Artifacts

LNK files are another name for shortcut files. These types of files are the result of user
action (Right Click > Create Shortcut) or program execution/install. Any time a user or
program creates a shortcut, a LNK file is created in, “C:\Users\%USERNAME%
\AppData\Roaming\Microsoft\Windows\Recent\”.

Luttgens et al. [25] provide detailed steps for recovering the LNK files for Win-
dows 7. Using FTK to recover the LNK files, one could recover the local path,
modified, and created timestamp, as well as the file size and volume serial number.

LNK files can provide a wealth of data to forensic investigators and contribute to
the re-creation of an attack timeline. These files can provide the “what,” “when” and
“where” of an attacker’s activity while they were on a system [25].

4.7 Jump List Artifacts

Microsoft Jump Lists keep a running history of the recently used items for an application.
For example, when Microsoft Word is pinned to the task bar, one could right click and
choose from several of the recently openedWord documents. A user can also select to pin
certain options to the jump list menu for future use. There are two types of jump lists,
namely: “automatic destinations” and “custom destinations”. The automatic destinations
jump list is populated with recently used programs, while the custom destinations jump
list is populated with the options that a user has ‘pinned’ to the jump list [25].
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Figure 11 shows that from a jump list entry, an investigator can uncover the user
who accessed the file, the file name and the original path. Each jump list entry has a
corresponding application ID, these ID’s remain fairly static and can easily be looked
up. In this research, a jump list entry for the network reconnaissance tool NMAP was
discovered, which pointed to a file titled “Research.xml”. It was determined that this
file had been deleted from the file system, hence the need to interrogate the $Recycle.
Bin directory. The deleted file was recovered and an analysis of this files showed that
the active user launched NMAP and carried out a network scan of “scanme.Nmap.org”.
This is piece of the entire puzzle that allows a forensic investigator to determine the
“who,” “what,” “when,” “where,” and “how” of an incident.

4.8 Installed Application Artifacts

When beginning an investigation, one thing the investigator will want to do is gather a
list of all installed applications. This will provide several pieces of information that
assist with tooling decisions. Certain forensic tools are used for certain types of
applications and artifacts. LUTTGENS, PEPE and MANDIA provide an overview of
the directories in which you can recover artifacts from installed applications; these
include the default application installation directory, default application data directo-
ries, registry uninstall information, and default registry configuration data locations
[25]. Using FTK, the “Uninstall” registry key was recovered. The recovered key lists
the currently installed application, by expanding one of these entries an investigator can
view several pieces of information about the application, such as: instance ID, help
link, install source, and display name.

Such information can be used by the investigator to better select the tools they will
use throughout the remainder of the investigation. The list of installed applications,
combined with the timeline recovered from the Windows Security Event logs and the
Prefetch file artifacts, will assist in defining what the attacker did during the refined
timeline, as well as what other activity may have been taking place on that machine.
For example, using FTK, it was determined that both NMAP and OphCrack had been
installed and run. Nmap is a popular network reconnaissance tool used for mapping out
target networks, and OphCrack is a popular password cracking tool. This provides
insight into the user’s activities and can point to other artifacts.

Fig. 11. Administrators jump list entry for “Texas House of Representatives.html”.
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4.9 Windows Task Scheduler Artifacts

Similar to the way the UNIX Operating system schedules reoccurring tasks through the
Crontab, Windows can schedule reoccurring tasks using “.job” files; this is done
through the Windows Task Scheduler [48]. These tasks can be rule-based, time-based,
or state-based [46]. These “.job” files can be found easily using FTK in “C:\Windows
\System32\Tasks” [25].

An attacker can use scheduled tasks for many things: creating backdoors, adding
and removing users, modifying accesses, or cleaning up files and directories after the
attack. Recovering these files can provide information as to what was ran after the
attack, what may have been scheduled in the past to enable the attack, and any jobs that
have yet to run and should be prevented.

4.10 Windows Restoration Point Artifacts

Microsoft introduced the Volume Shadow Copy Service (VSS) in Windows Server
2003. This service is used to generate backups of application and operating system
data, known as restoration points [53]. VSS provides the ability to generate reoccurring
backups of data to protect against the potential loss of data in the future. Should a
system be compromised, it can be restored from the latest shadow copy created. There
are several activities that can trigger a shadow copy to be created; such as an update,
program installation, or scheduled task [25].

During an investigation, an investigator may come across the remnants of a critical
file or application that has since been deleted. By restoring a shadow copy from around
the time the file or application was created or installed, they may be able to recover the
full contents of the file. In my research, it was proven that volume shadow copy
recovery with FTK was simple, allowing an investigator to interrogate the shadow copy
file system as if it was the true hard disk. Figure 12 shows the number of shadow
copies that were available to restore from a single VMDK file. Once restored, an
investigator could then interrogate the file system for that shadow copy.

Fig. 12. Mountable volume shadow copies from virtual machine disk file.
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5 Conclusion

The fast-paced changes in computing require a continual increase in the knowledge of
digital forensics and the ability to apply this knowledge to new technologies. Virtu-
alized computing has become the new norm, and the ability to perform a forensics
investigation against a VM is critical in today’s incident response process. During an
investigation, those artifacts that identify who acted on a system, what they carried out,

Fig. 13. Summary of Windows 7 artifacts.
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and when it was done must be recovered to develop an activity timeline. Understanding
what was done, and how it was done is crucial to beginning the next steps of the
incident response process. Once all the pertinent artifacts have been recovered,
responders can begin developing a remediation plan as well as designing security
controls to protect them from similar events in the future.

This research focused on the identification of forensic artifacts, and their locations,
in virtualized computing to provide foundational knowledge to future digital forensic
investigations. Specifically, this research described the process of gathering digital
evidence from the virtual machine disk file, creating forensic images, and interrogating
the NTFS file system. A detailed list of artifacts recovered within the timeline of this
research was also presented.

Figure 13 documents forensic artifacts along with their locations that were recov-
ered throughout this research. This is not a definitive list of artifacts that can be
recovered from the Windows OS, rather a listing of artifacts that were recoverable
within the strict timeline of this research, and should serve as the foundation for a
digital forensics investigation against a VM running Windows 7.

As forensic tools progress, more artifacts will potentially be recovered. There is still
much research that can be done pertaining to digital forensics in virtualized environ-
ments, such as the ability to recover a deleted VMDK file from the physical host to
recreate a VM and provide a forensic image for investigation and the identification of
forensic artifacts from virtual machines running different operating systems.
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